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F—LDT—HA T HIBR 7—H1 TR [1.3.9]
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Entra D72t LE2—% #5150 [1.3.11]
PowerShell & Microsoft Graph TMD#1F [1.3.12]
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SharePoint & OneDrive DAEBLEBRE [1.4.2]
Teams BEtL>2—ONET7It R [1.4.3]
BHEDI—H—CIIL—TDRXAVRONLT IR [1.4.4]
Entra ID OAEBIASHRL—>3VERTE [1.4.5]
4ADODEBELUA—TDT AN TOEREHF [1.4.6]
BHEDF—LADT A 7oL R%HIETS [1.4.7]
F—LETFT VDT R EHIRTS [1.4.8]
HEFrRILONBT UL [1.4.9]
B2B direct connect DO FF+ >k 7O AFRE [1.4.10]
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Teams FNAZADZ1 V2R [1.5.2]

Teams 7/\1 RO 7O T 7L [1.5.3]
Teams Rooms D7 ATV~ 2T L [1.5.4]
TNAZADREL T 7—LITT [1.5.5]
Teams 7/\1X 2% [1.5.6]
FLOFNAZRDVE—F Y1212 [1.5.7]
VDI Fi® Teams [1.5.8]
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%1% Configure and manage a Teams environment
[1.1.1/1.1.2/1.1.3/1.1.4/1.2.1/1.2.2/1.2.3/1.2.4/1.2.5/1.2.6/1.2.7/1.2.8/1..

BB ETH 2B IANVMOFEHIEEREDS [1.1.1]
HEHIBOMEIE 1 — Y — B TR T RRA Y R BAITT.PC LENTLOBA TREBICANIL2T I FRY
R T B kbps T ED/FODIBICEFF 9. [ cl-1]

it

] = HE2E =

BE (I 1HREDRAL) 10/10 58/58 76/16

EFA 131 150/150 1,500/1,500 4,000/4,000
ErraE 150/200 2,500/4,000 4,000/4,000
EELE 191 200/200 1,500/1,500 4,000/4,000
EELE 2% 250/250 2,500/2,500 4,000/4,000

RBDDIETRRHIFES T RRA M X #EEEE TIA0ADRERICETAREICAS L. ED 100 Mbps. hH
160 Mbps ICAD F I FELITDI00T > KRR > RS 5.8 Mbps, BIAE DA LK, Teams IZBIRKDFE D
REEEBELED

i mE

HIRRZAL B&K 1080p. ETF L HBIFRAK 30 fpsoHD Id 1.5 Mbps KFT
HE3

=2\ ETFBEIERA 240p. EIEHE IEHEIG 1.875~7.5 fps. k¥ v

S1—I4@A 540p

A RYRE eCDN AR VEA HLE S L ICIEEE LA 37D 2 Mbps (1080p 75 3 Mbps) TEM® D £ 9,500 A
D725 1,000 Mbps (1080p I 1,500 Mbps) T ABDZ WHLER TId.eCODN Z ANTHIRZIMZ £9. 255
RIDINHIFERIF2D, RFE R > —D Media rate (Kbps) L EFTFDHIFR T, Media rate (31 —H—BAI T &/
1% 30 Kbps. ED ETFOICEILETHEE . Teams D Web 517> MIFEFH Ao

R A0 RE LS8 M I Call Quality Dashboard (CQD) D& TR 9. A5 21— —DFAZEIE. CQD TIE#A:
< Teams BEEt>E2—TY,

Teams Network planner TEE% 533 [1.1.2]

Network planner D35Ff (3. Teams B> 42— Planning. X230 —JLIFRD3I DT,

e Global Administrator

e Teams Administrator

e Teams Communications Administrator

HH1&. Teams & cloud voice ICB 3Ry b — O BHERACEICFHELIELR— T RXAFIF20HD T,
A LOFTER G 2FOFEE = —X T, [ c1-2]
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ABNSIETHAF T,

1. RIVTZRDD

2. XY NT—=0 FSUICHA N EEBINYT 3

3. LIR—bEES
RIVVFIFFIBEDFEVGDE T #EB(Z office workers, remote workers, Teams Rooms System D3f&ET
FHEREFS . 21— —IX office worker 80%. remote worker 20% ICEEI TERED SN E T HRRXL RILYF

I&. Personas 27 M+ Custom persona) TIED £9, ANZDIZEH]. 5HPEER. ERRIZ3 DT HRETED AL
BFICEVED,

A MIBYIPCEZEFA T WAN TORSCEAVZ—2y P PSTN OHOZHB TETE T, O—NILEGO Y1 M
SEIIEDF T MADERTEIESRYNT—0 A—H =8I 1D DREER IZRD4DTTY,

e WAN-enabled

e WAN capacity

o >&Z—ZwkHO (Local/Remote)

e PSTN H [ (none/local/remote)

BEEMNATEHERELR—MIHTICIZ\WAN BEEA V- N REOREHNED £ I, ZOFETIEHEE
Ao LR — I Reports 27 DI Start a reporti B SIED £ U1 bDIA—H—%RILYFAEL5 L. [Generate
reporti Z3R L TRIFELE T,

Teams HMESAR—rFOLJL [1.1.3]
Teams HEBZR—MMEIXDEED T, [Acl-3]

e TCP80 & 443

o UDP 3478 (STUN)

e UDP 3479 (&%)

e UDP 3480 (EF#)

o UDP 3481 (3t%/VBSS)

AT 713 RTP TIEVSRTP TFD E 9 EEICHUER A DT UDP AERE TILTCP X HTTP Y RILIZREDFE
T mEIFTADET,

Microsoft 365 M > KRR > & Optimize. Allow, Default 3773 T, Teams HEID2D/E T Z2ESHIFT
EHDEEAAT17 (ID 11) 1& Optimize. >+ 1) >4 (ID 12) i& Allow T.Teams DHiiZ(F Default D17 (ID
16.17.19.27.127 %2 &) HH D £9,[ c1-4]

A7V Teams TOH)

Optimize ID 11(XF47)52.112.0.0/14 ¥ 52.122.0.0/15 | UDP 3478~
3481

Allow ID 12 (2 5+ %) ..teams.microsoft.com. .lync.com % ¥

TCP 443/80 & UDP 443
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ERZIA Yes 5. ZD 1w ME ExpressRoute ICHBLE T T—2ISBANDICHRERSEHRINEIHMLLIP
C URL IFBMEDI0BFICAINET,

XTATIC VPN (3EI® SN FE A.Optimize DFESLIF VPN & TOF S ZFEEEFT (RTUYE bRIL) o /N
ST —N—eN\TYMREBERED REZAREKTIFEY

> 7LD Skype for Business £ 77 L—>3>9 %4 5.DNSIC SRV LI—REZRLET,

15H fi&

E2X:0) sipfederationtls (TCP)
BEE/EH/R—+ 100/1/5061
2=k sipfed.online.lync.com

QoS IFIX(ETTR— & DSCP DIATHX £9, [ c1-5]

o] FETAE—F DSCP
EE 50,000~50,019 46 (EF)
E5F 50,020~50,039 34 (AF41)
EEHE 50,040~50,059 18(AF21)
BEE-REO U 1) > (UDP) 50,070~50,089 40(CS5)

SOV TDR—MEIBEBTEIFEHAREL. IS1T7bD DSCPIY—F 2T IL—F2—DR—FR—ZX ACL
DA EHEDHERETT,

v hI—ODEFRREFETSY—IL [1.1.4]

B2 A1E Teams D@zE7S 1T %8B H\ Microsoft 365 £{&ADH X DNS £ TR 2N T,

Microsoft Teams Network Assessment Tool (. Windows DA TV O—R YV —)L TS, RITOF TREINE D
D%, [ cl-6]

6 TRk R3b0

NetworkAssessmentTool . exe &R Teams ICE3 IP 7RLRER—bARELH
NetworkAssessmentTool . exe RE BEDOIYyIANTyERLTESK- S
/qualitycheck W — AR

BIRWEELE T FEFREZASTHERN R VO T EICE IR AL TEREZEL O BHAEVELED HNIE
T7ATI4—ILZBELTH 5. /qualitycheck TREERIDET,

Microsoft 365 w7 — 28K T A~ Y —)Lid.Web Y b BERTAEENT Windows 517> bD2
ERHERL T o mBE AT A MIIE .NET 6.0 Runtime A& D 9, Run test DIEFIZRD L HE DT, [Acl-T]

1. BLEDFE
2. JavaScript @ TCP EZZET X
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BERISATIIDATO—REET
4. FEROT7yIO—R

w

FAVAVLTRITIBELER—MNIBEEAREGIN. TF UM EADET,

Teams QHIEIFRD3IDT HE IR DERE FEINIEEETT,

1HE Ak

UDP /¥ MBSk 1.00% K3

EIE 100 ms K
Swh— 30 ms K

AT 7 (UDP) BAED N B L. TCP THKCLIEH-oTHER EMRIZHILLE T ENDHIEIFRDRD LS
DO

g ESE

FybT—oHONEL HEHSHOET 500 <)L (800 km) &8 (TCP EHEA 25 ms &8
BRBRIAH)

VPN ZFUwk bo2IL Exchange Online. SharePoint Online. Teams @ Optimize &
IZ split out-tunneled 3EIRAI - > RILEHITE, AT split out
BEIREV S ORIV B S AR

LR—bOHBOLH T (TFH RO — L DHE T2+ VFED ReportID V> 7) [FBEEENEN. L
R—MIBEETIOBRICKIILF T,

EEtYA—-DRRIE BREFORBRRE. COY—ILIE FAERTO—AILICIERZ B L TRSGANE
3_0

EXaVTc LAV TSI TV ABEED STV X [1.2.1]

52 ZHAEIX. 22K LT LB Microsoft 365 / Office 365 ¥ XXV RTOY SAEVATREDE T [Acl-8] 251t
D ZHET A B1REEIE3D, SharePoint:OneDrive: Teams DHEAA R T IL AR AERRAA Y DEELR— k.
IZIFVTILEALD URL EE T,

24 Teams Thlt 2 HEEE

Defender for Office 365 Plan 1 Safe Links. Safe Attachments. Tenant Allow/Block List. ZAP
for Teams

Plan 2 / Microsoft 365 E5 Plan 1 Z0x.Teams Fvv bh 5D —H—HfR Xvtz—2 D
BEBN T2

Teams Premium BNt Teams DRODICARST HAHES

ZAP for Teams IZlE Plan 1 2 Plan 2 AED £, LEVMER CEERMBE D 7S5 — b R > —IEL E5/G5 H\.
E1/E3 IC Defender for Office 365 P2 % B LTe BN REL/E3 2T TIXBRIRBELIMER T A
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Teams Premium #&E T 31213 B Teams Premium SV AN TF U MIRIEIDED £9,20265F481
HH5 JEFKIE Teams Premium BRIETE o 7= —EBHEEED' Teams Enterprise ICE E£#N2LSICAD F L o[ c1-9]

JVF VIR K eDiscovery (Standard/Premium) &, Purview I TEML TR 1EENBD FE Ao

X2V FT LAV TSATVADTS5—F R)S—[1.2.2]
75—k R —(d Defender 7R—2JL D Email & collaboration > Policies & rules > Alert policy TED %95
[Ac1-10] 1ERY L RS I3 Manage Alerts O—JL RR721F %5 View-Only Manage Alerts 1—JLTY,

L= fi&

hF3du Data loss prevention. Information governance. Mail flow.
Permissions, Threat management, Others

£V Low. Medium. High. Informational
RERDEN YEBL - BH D S FEIR & TRA24B5
RERH BEEBEORILICRATH. ZOM 75— ML

Teams ODBIET7Z—MM322HD T,

e SafeLinks (RFEU>IDT v Y

o Teams Xytz—Ih X al)Fr URI L LTHRE SN (EKREIX Low,E5/G5 H Defender 7 RAVH'E
3)

RIS —TIE LEMBEEX—ILBROBREZRDONE T,

Teams B> Z—DUTILEZA LD T Z—MEIBI T FRRIF. 77U DEREE (App submissions) . 7/\1 XD
#7Z4 > (Device state rule) EITHRORZEDERE - E7 4 -BEEE DRED5D T, Teams Rooms X EEEICFR
STHRAITIEH D FHAT7F—k R >— (Defender K—2JL) lid. A>T Y CRIED R > — |l i=h %
REd

Teams EIFEO—)LDEIR [1.2.3]
B®/FENRB)TY, Global Administrator | BEZA— )L TRIGTEAVWRARF L IFEVET. O—ILDOF5IE
Microsoft Entra ID T{TWE 9, [ cl-11]

o-J TEBCL

Teams Administrator Teams K. 25 BF Ayt —IVJ BBLHRRE - F—LE
B FNARER, I —TDEELIER

Teams Communications Administrator BEECRFHAF - FERUS—BEES.VY—RATHIVE
cQD

Teams Communications Support Engineer BERY—ILTBEMEZHANS, 1—H—0i@EmE.CQD

Teams Communications Support Specialist BEERY—ILBRRLIFEI - —DIERIE T

Teams Devices Administrator RETINA ZDIERYL - BH - IRFE - BiLH) BERET — X OEES
ridRay
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o-Ji TEBIL

Teams Reader B A —DOFHIMOFEH EFISTA
Teams Telephony Administrator BERUS— BREES BRI IY—Z THUVMPSTN fE
ARRLA—

Y= THIVEDOIER CERICIE. Teams ROEEE DO —)LICAIZ T User Administrator "ED £,

Defender for Office 365 DZE KU — [1.2.4]

Teams Z T3 1#%EEIF3 DT, [Acl-12]

piRE Teams TOEE

Safe Links Ty IR B BEH 3> U ZIREE URL (3 ZFHRZ R0,
BEASEER—T,RUI—0 Teams £223> T On (#3F),
BEE @ Safe Links R > —Id 4\ (7272 L Built-in protection @
FERIRE R > —h' Defender for Office 365 D12 2H1D
U EHBTF Tl Teams 2 ZHTLEIEEIC Safe Links %
YT3) o T AU MY T Web ENTILTHES

Safe Attachments SharePoint+OneDrive+Teams [, RU>—7% LTI O—/NILIC
BR/EN

ZAP for Teams BRERICIILIITHRERE Ty > CHIBBLIREX v
— D iwt

ZAP DRADT OV IFEFEER T, ZAP IFEER R A4S X TH T £ 9. RE & Defender K—%JL D
Settings > Email & collaboration > Microsoft Teams protection T On ICL ¥ 9. FREERU > — IFBEE T
AdminOnlyAccess, BIBEEITHEIEL. A —HF—ADOREEMN BT EtH A

ZAP DFI#IIE4DTY,

o HNEIXYE—TDF vy MITRA

o TIAR—k FrRILIEHRN

e GCC.GCC High.DoD I&x %4

o [ROMNIZEBETHREE I UIL—T FrybiZ2 80 BRA TR IHab LAY

BHIDOBREHS URL IZ. 251tV RICEENBIZFVTILRALD URL DIRFEICEID.ESHGSTRIESNET

(Safe Links IFBIDEIEHA) o T—H—IF Teams DX yE—IFEFa)T0 URTELTRETETET,

FFRUS—[1.2.5]

Teams ORIFR > —£ 35FF £ LT Teams channel messages. Teams chats, Teams call logs 7% %&{@RI 1232
VETFrRIL Xy E—CDFFAICIF T FARN—F FrRILEHZENET T Teams DB ZBA T FRIFR S —
Tl FDDIFFR (OneDrive A X) BB TANDZD T 1 ADRI S —|[ZANSNEE AL [ cl-13] (RIFHB<D
FAYE—IEFTHCOE—TEFrybDIE— K. EEBMIA - — DA —ILRY IXDBELITHIE — Fv
FIL Xyt —JE TN —TF X= )L Ry I ZADEL7AINA =TT,
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aE—% A= Ry I2DESR

IR A-Y-DFvvh UserMailbox
FYTLIR A—H— MailUser
EEF vl GroupMailbox
HEFvRIL SubstrateGroup

HABRR I DIER 1. 2L 74/l 4 — SubstrateHolds AN D £9, CCIEXELHIBRFIOYV 7 MEIBRDBEFIH T X1
<— a7 OEAIEERE 1~TH.SubstrateHolds ICRIEIRBWVWTH'S. ZLICHIBRL £ 9. IH THIBR I 3/ET
H. RLHIRETIEAD DB D HDET (RXRDH) o

REEINAVERIZRD5DTY,
e J1—FZX=Rwhk

o ENTLTRELLRAR XE
o HLRAIL

o TFHUVRER

o U733y

TABA—H— DAY E—J R ZDT U MIREFESNE T BIEBOR) S —TIIHIRTEEEA LT F vl
ETFAR= b FrRIVERTF—LORE=MALET,

Teams TESX—JLE 771 )Lid Teams DFRIFRU S —ICE EFNFH Ao Microsoft 365 FIL—FDF—LDT7
- JLI& Microsoft 365 Group mailboxes & sites DIFFT. FIL—FICEE LBV 1 (HEFvRIL- TIAR—F
Fr IO A R Y) 1F SharePoint classic and communication sites DBFAD KR S —THRUWE T, Frvba
FEOWRBE LT VRIUT ML EHEE D OneDrive ZHBFRICE DRI —HBDE T, FrRILKZDDDIET
7IILELTEENE T,

FRIFRUS— I AP ARy I RBATRCREZ H TR EEARIFINILSEBEMUT HEZHBEL
THBRWTEIDE TR — 3T VWTED FEAMBEDFRADSE. ERHDIFRD2DTT (COEFNHIFRES
LTIREHEVHIFIBENBSEY).

o (RIFIIRLUIRICHS. R EVRIFHARIN D
o RIEFSAILOBIBRT I avid ARER) S —DBIRT IS aIcii>
WEESNILEHTR) S —[1.2.6]

TUSTRIVZED IR ZBLINIL RS —Z o THR A —ARBTBIBTYEM I Purview R—
2)L®D Information Protection > Sensitivity labels T+ Create a labels T, [*c1-14]

AT FH—EFZRILIF RO —FT Groups & sites Z:E U &9, Teams. Microsoft 365 2/JL—7/, SharePoint
AMIRBEERETTED

o JZ4/\>— (Public/Private)
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o ABI—H—-ToEX

o NEHE

o FEEHRTNAINSDTIEX

o FEEITFIL

BMLIZ2E T Entra ID TIAJL HR—FZBHIC L. Security & Compliance PowerShell @ Execute-
AzureAdLabelSync TRIEAL £ 9. IFBIENR T NA R R AV THFRAMIZHNET I/ LR CEETED T 5
ICZE5ZBRLET. AT —DIRNIUE D T7ATLANREESNEFEAHBF v RILIFHF—LOIXNILE
BETHEAL. ZEDHIBRHTITEFE A FF1/V>—% Public/Private ICRRET D LEHOVI SN SNILEH
TRVRDEZ SN FEE Ao

RFEMANTTANILIE. RO —TFT Files & other data assets. Emails. Meetings M3 D% # U &9, Meetings 7213135%
NEHARERETIEProtect Teams meetings and chati RV E T SN THEATERREITRDEEDT
ED

o OE—%FEITEBAKEKRTIDA

o BEILNFRILATEDIA

o RFOMBKLEFEDIES(L. BEIERE

o ETADEMNL

o FrybEQOIL—BALE

o BEHBHOKEI LTV VIREH

—EBDELE (& Teams Premium MED £, WX Purview R—ZILICSA Y AR B OBHRN—HNHEET,
S/MIME % Double Key Encryption ZES5INILIEFER RE - Fr Vb eRETEIEEATIT ARUE
(20266 A30B ICBELEE M) ICIE TN ZEE TEFEARBRICINILEZZEZITH. EHEHNRBEEIRTLT
BRI FTHRE-BSE-ENLBIRMEINEEA.

IR RIS —THRET2DIERFEETFENDEIE NI SR ORBELHEB 771 DS DT )Lk E
TYoTeams DEIEFANILIF FROFEICEITEREINE S,

Purview DLP RS —[1.2.7]

Teams DF ¥y b EF ¥ Xyt —J (FFAR—k FrRILEL) D DLP I&.E5/A5/G5 RO R TILE3 D
DLP (& SharePoint-OneDrive+Exchange T.Teams fHTHE LIz 77 1ILBEEICAD F 9, [ cl-15]
FRMIEEBRERZTF vy MeFrRIL XvtE—JIE B URICEB CTHIRR SN 3. &4 BT F VDT
YYRRZLYROBBE THBEI LT AN EHB LI 77 MILICEERBRA H IS IT R BD ETARA RUS—IC
SharePoint & OneDrive & ®H2NEBENHD £,

ZAA—TTFoNBHAENIEDDET,

Z23-7 RIEShBEE
ERo1—4—Thork L1 n ADF vy B8 TS5 R— - HEFvRILIZRESN
2y
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z23-7 RESTNSEHE

I =7 (£F 27+ B Microsoft 365) FryhERFrRILDORAYE—

HEFrRILEEEZBEOF T THMESN. A —F —DHR—L TFURDRIS—DEHLDETNBT I IDE
BTFHUb FrybI FrybeBRLIcRI S TH DR S —,

—HIBLR)— EVIMIETCEBEIIRIS—2 LESTIH EBEISAMTI L. JOVIINIRDOR
ZFNE22:. TOTAETABHMDTL Ea—IPreview Unavailable 127D 9, %5 11 TYour message has
been blocked1D 7771 ET1HMES L E T, Teams @ DLP &, Exchange X SharePoint D& 57X — LB %
EDEHA,

Teams DEHFHETIEX [1.2.8]

ZHFETIERIETif-thent DR =TT NV —ZAANT IR 285 ZERBIMHREDRIEET T 5. &L
SHACRD £, B1IBRDILDE TG SN, DoS DRAHEME TIEdH D £ Ao.Microsoft Entra ID P1 AZED,
Microsoft 365 Business Premium THEZ £9,[ c1-16]

Teams |F ZHLGET I/ LZADIZ TR 7)) L LTRIMTHIG L £, 7272 L Exchange Online & SharePoint (Z
RFELET.EELICHRI)—HRVNE A—F =D )Y —INEER TV EITEZFENH D 9. KFZEHROM
BEET BT (BRI T 1) KD Office 365 77 JIL—T2EETFRICLED,

BEOR)—NE 2RI YT IIRTERBCIBENH D FY (GHIE AND) . 5HMIS2ER T, 72— X1 Tt
Wi MER (R T =B TN R D) ZESH. 71— 2 THEILET. 7Oy oDt 55N HNIE. 22T
IEFEDFET,

T 51 nE

Block access TOERZEILEDS

ZRTEZHOD LERFDEE BT /N R Entra )\ Ty REINT/NA R KR
BHIZATUN TTITTIRER) S — N2 —REEFH
R

Outlook % Teams ENTILRED/INT )T U544 TV RBIEICIE RS —DHDFBAEREDIY—IT
LD FT. ORI —TZR/RICLIZR) O — IS b= U RITEICIEITFHMES NSO TOBMBERO I ——
[FFHLWR—I 0% BZETRHRICEDEFEA

Purview 1&#R/\J7 [1.2.9]

1E4R/\1) 7 1%, Teams. SharePoint., OneDrive T. ZIL—7R® 21— —ROWRABD IS 2=y —> 3> % FRd
%Y1)2—23>TT,[ cl-17] Teams TRH<IT A IF A —H— 1R X N—EBI Fvvy bR JIL—T Frv b,
AEOBH EELEGEE. 77 IILEE BV IOBBADTIEXTY,

HRIF4DBDET,

o WHMEDH.—HREDHRIFTIAL
o X—JLIFHIBRTE AL (Exchange DX —JL 70— JL—)L%&{ES)
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o Teams EREFICREE(I< SharePoint -1 MMIld BIE CEAINAZL

o IBOUIN—FETFUhEEWTIENGR VT AMIHBRIN. JO— /N TRLRA—ETIRRTIIHNE
hH3

TIOAVMEI LA — E—RTHIFNIZ5,000E TEHEIX M OEIDETHARETI LAY — E—RidR

A250T 1A —H— 31T X b D H. AR IF. Teams T scoped directory search ZEZIC L. D7 L 246

MRS THERIS—RERT B LTI BETSDIE IB Compliance Management 0—JLo

RUS—%ZZEZ B L1 FrybMIBERAICED CHRAMDERICADE T JIL—T Frybd &ZHE1—H—

HBATNTHLVWREEZRSNGBZ—A BEDREIFRZFT,

ASa=7 =23y AVIFATIREA T4 — VR IEE [1.2.10]
FEVWDFIEREIARDEVN. A2 =7 —23> AVTIATVRE Ay E—S ORBOREY S ZRET A
1A= YROERIF. ATISEBIEROIFILT. - —DTE I X0 %R FJ,.[ c1-18]

a7 =23y AVTFATVADOBRENRIFFREER (SEC.FINRA 2 X) ERER. GENSELBENES
B T7RILL ATV T BRIEERNNRAZLDR) S —THRADCOEDZHRAXR ELH TN L Ea—BHE
DR L TRLL £9L /R — ERid X—JL. Teams. Copilot. Viva Engage. t — R/X\—F1 T
A—RT—RAIE3ODEATHET,

o HMKRIS—(NFZAXUIEY)

o URUER (MRA 72 CHERM O ERER. FIEER)

o HHIESF (FINRA Rule 3110 % ¥)

Teams (& RB - IERFEF v RILOF vy BRI F vy bARR T - — A I —FRHEF v RILIEFH
TEBMLES KRN VRIVTOBRHIZTLE2—,

AoHAZ— VURIBEIFETBDIE P DFE. T 2RI EF2V TR BREEROES ORERY
ZUDHRTTERRIS— FUTL—MIRDEHEODTY (1IFHUC Patient data misuse. Risky Al usage. Risky
Agents. Risky browser usage. iBE& B I1—F—-UXIDFVI—H—@EIFD Security policy violations
MNHLEY),

e Data theft by departing users GRE§ &)

e Data leaks

e Data leaks by priority users

e Data leaks by risky users

e Security policy violations
FhE RU > — 75—k (Needs review) . FU 7= FAE (5 —X) . 7 >a> DB F4 75 eDiscovery
(Premium) NIRAL—a3> LEFEYRUS—%21EZR1TH. insider risk analytics TEENARUR I ZFTHMETE
F9, AHERE C b Azure DETFBIR TR T 2D TV M TRIFERET,
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SATHAINEERDS IR [1.3.1]
SAEVRIFTFABELTOVNIZED BIDE TRAEIBDDETEIDEHTHEZ 1 HDICH NN ET,[Ac1-19]

HRE E3H0

BRERRAY > — HRIIN—TDAYN—LBHO Entra ID P11 P2 (FRETED
3)

ZETFRYS— AYN=TH3EILZ—2 1—H—45D Entra ID P1 H Entra
Basic EDU (FRE TR D3)

I —TVERRDFIR RETIEEE L AR EFFASNIIL—T DA N—IZ P1/P2
h Basic EDU ZEID Y TR AR TIRV—MXN—FFE

TOEZALEa— Entra ID Governance 1 Entra Suite (—E8#$8E 1% P2 THEK)

FTITT A HERMA S BRIV -RDOLE2— Entra ID Governance

NRELR)o— Nylr— TR —H—(C Teams Premium (EFEHH/\w 7T —JIEFE)

Teams Premium ORERIZRL—2a> Pt GET O T4 TBF—LOA 2 FAN)ICIZ 2 -1 —ADEIDY
THEDF T, EMHARKR > — DI, Groups Administrator A* User Administrator BT W\E 9,

Teams DAV T Y DRTESRE [1.3.2]

Teams D& 1F Microsoft 365 2 JL—¥ Graph, F—L%Z{ED LIRD5DOHESNE T, [Ac1-20]
e Microsoft 365 ZJL—=

e SharePoint - & RFaXTt F1TS1)

e Exchange Online DB X—JLRYIR

e Exchange Online DF¥EX
e OneNote /—kJw¥

F—k REFR

Fr LD T 71 )L, OneNote, Wiki 27 F—L® SharePoint - +

L1 JI—T FrybDT71IL HBLTAD OneDrive

Fryh Xyt—I0aE— BIN1—HY—EBDA—ILRYIZORELIFILE—

BEFrXILOXyE—IOOE— JIL—=T A=)V Ry IR (HEFv+ILIE SubstrateGroup, 4> 7
LER A—H—0DF vy b MailUser)

FryhRBORE- ~ZVRIVTH F#E D OneDrive

FrrILRFORE FvRILICBE(T 37 SharePoint 4

RAZA=)L(EEFEXFHEIL) I—1—® Exchange X—JLRY IR

Ayt —SD—RFEKIZ Azure R—ZDF vy b H—EXTTA—ILRYIRICIF AVTSATYZADIE—
DPADET TFAR—F FrRILDAYE— P DREFKIZ 2025FKRICMNT T A —DA—ILRYIRDSTIL
=T R= Ry IZANBIEBENEMENTVET,
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TR AR ISR E S IR — P a VIl AN F T HEERIL Microsoft 365 EIE+ >R — Data location,
ENDIA#A#&IREROTREIC 8 % £ TRA4BBA DD £,
BHAR)S—[1.3.3]

Teams 547> MIB2ERIEH SN FARBEICAD B TADE I HEDRAIVIIE. 7 F)EHEF B
R D /N\w oI5 R (Windows & Mac) e BFTICIEA—H — D1 1 VHEDFT,[Acl-21]

m Bk
1~3h AL B ERTEM
3MALDEHW B IT BIEEANEE - Web fREST 3. 2RITOYv Y R—

BALREHIZANEBEDRT Pa—)LIFEE L TH F 9, Windows & Delivery Optimization TZE2 72 1+ ZEX

D RBUCIZT TV DBRINED £9,Mac |E Microsoft AutoUpdate TEHEBH L £9. BFTIIHEHLEE
Ao

BHRIS—NEZZDIE. FLE2—#EEDREH T EE>Z—0D Teams > Teams Update policies T
0. 'Show Teams preview features | &V £, [ c1-22]

BE Bk

On for users in Current Channel (Preview) (BX%E) Office @ Current Channel (Preview) D1 —H#—ICEM. AL
TN (BEEDEE L. Office DEFHF v RILICEENT 3)

Users can opt in Office DF v FILEM T FF AT & A D Teams T Public preview
EAUICTD

Off TLEa—HREEER AW

On for everyone LEIZEMAAFTINGRL

RO —EREDI—H—ABIDETET . I/ O—NILE EEZLEHA.Teams on the web TIEF/NTR KU
—H Y 7= 53, FOn for users in Current Channel (Preview) 1 (& Off #& L\ T 9, PowerShell {& Set-
CsTeamsUpdateManagementPolicy Z WL\ E T,

RUo— Nyr—2[1.3.4]

RIS — Nor =23 RO —ICEIDH TR EREFADRI S —EREDEEDTI . FHS5NB R
U2 —IF11FER TY o[ c1-23]

e Messaging. Meeting. App setup.Calling
e Live events.Call park. Teams

e Voice routing. Caller ID. Update. Events
ERBAINYT—IFRDSRFHTT,

e Education (&% /¥ -hZ D4 L #4H)

e Frontline manager/worker
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e Healthcare (clinical worker-information worker- patient room)

e Public safety officer

e Small and medium business user (Business Voice D& )

BDY TR MEALDR) > —RITN\wr—J8hMFE £ (Education (Teacher) %5 Education_Teacher) o /%y
T—CHROREEZEZNE DY TEADEI—H —ICRMSI N E T, 5IEIF View., Customize. Assign T,
ARBRL Ny —DIE A > D Policy packages TAdd L. &0 FBB. 2R —%EFEAT Save LE T,
WERI—H—IZ Teams Premium BED £ B|D Y TERIFENDI—H — JIL—FA 2—HF—D—FE (N\vF) D
30, BERIFEE V2 —h PowerShell TG, hRZLDKR) S —%BDHTHRWVWRD, 2—H—IZidoO0—/NL (18
BEEORE) RS —HBEEBTERINE T, Teams R >—TIE FO—/NILOREPEID B TORMRIZ245F
BB ehHDET,

RUS—DEIDHT[1.3.5]
ER OB IBALISRD £ HED T, [Acl-24]

1L aA—H—AOEEZDHET(@REL—ED)

2. JIL—TEIDETHEBAS. TV IDROBVED, 1N R 1)

3.2'0—/VL (Org-wide default)
BEEIDYTHHZEIE TIL—F DRI — 3D BVD T IIL—FOR) S —Z AT EBICITEZEEIDHT
ZHLETIIL—TADEIDETEEFIZTIEDDF T XIN—ADEEIE/N\YIT TV RTITON RRED
MBI EDBDE T, I —FEDETTIVIZIBELABVE RHEVS UV IDME I T JIL—TH 5N EIE
TRDOZIIEBETRD EDDE T, S VDEEIE —ERIRLTHSDPDEL,
I —TEIDLHTOFIFRDESDTT,

il AE

i BEEOAVYN—121F ANFIIIN =TGR LBV (ANTFICT

EFBDIFtEFa2UTr JIL—TDH,Microsoft 365 FIL—TIZidt
FaUT1 =T ANFICTEIAEL)

ERHBWIIL—T HiddenGroupMembership G HD (V5 ADF—LIFEEE
THM)
RBLBEVWRYS— Teams App Permission. Teams Upgrade. Dialout, PowerShell

D77 LRI Network Roaming. Emergency Call Routing.
Voice Applications (%

LR 120K —ERIIDEIRA64ATIL—T
R D HTIIENEF AV N—ADGREF/NY T ZIVRT REVS
IL—TFIFEEWV
i 5H1—H—FTxHER
TR Microsoft 365 ZIL—7 ¥ a7+ JIL—F EHmIR
FEVDFERDEADTT,
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o VHDI—F— ERDEDYT

o REICUICEBDAR) — RIS — Nyr—

o JIL—TFEAR—X:JIL—TEIDYT

o HE~HTFA —EN\vF)DEIDHT

EAXZ JO-NILERAROI—H—ICH TR AICIEIHERNICEIDETZZ LT,

PowerShell I%. Grant ICFIL—F%#38E T BH T,

12(F avokr

JIL—FIZEIDHT Grant-CsTeamsMeetingPolicy -Group <&’ )b—7 ID> -
PolicyName "..." -Rank 1

T —TEIDHTOFRIER New-CsGroupPolicyAssignment (& |3 BE L F % . Grant-Cs @
-Group H'#& i)

T —TED L TORER Get-CsGroupPolicyAssignment

IA—HF—DBHERI>— Get-CsUserPolicyAssignment (Get-CsOnlineUser ($E#EID Y

THIVI%ERT)

Microsoft 365 7/ IL—7D{ER DHIR [1.3.6]

BB IF 21— —DMER TEZIRE FIRRIZAFED Microsoft 365 JIL—ThtFxal) T JIL—T DAV /N—
ICT2WFEFRI S B T EIF I —FIEKBFET 52T — ERICK U &9, Outlook. SharePoint. Viva Engage.
Teams, Planner. Power Bl (classic) . Project for the web 7% £ T, [Ac1-25]

PowerShell (& Microsoft Graph PowerShell ® Beta a2 —JLT. Group.Unified DFREZZ X £75

RE fi&

EnableGroupCreation False

GroupCreationAllowedGroupld S JIL—T D ID

FRBR $GroupName %Z8(Z. $AllowGroupCreation % S$true ICLTH
=17

FIHB DI —TI3EETI DRI T RN DI —T 2 ANTFICTEE A LIEVARFIBE THIAVN—
LLTANET,

FIRZLEETEZDIF NEDEEE O — )L, Microsoft 365 £AEEE |&. M365 B+t >4 —. Planner,
Exchange. SharePoint H 5 EfL &, Teams H'5 [FENL FH A, Teams Administrator (IH% Teams Service
Administrator) i, Teams Bt > % — ¢ Entra ID DS 1ENF T, RIRICIFIODU LD DB LD HDE T,

Microsoft 365 JIL—7DEZHHARR A > — [1.3.7]

F I Entra ID @ Microsoft 365 ZIL—F721F THEREC CICRU 2 —I131D. [ c1-19] FE F Entra BEE>V&
—® Groups > All groups ® Expiration TYo;R®H 2D BHHAME (BE) FAEED VR WBEOBRIFT X —)L.
R (2T/FEIR/HL) D3DTY,
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HH fi&

BRERRE 30BUE(FUtY D ARRL)
BRLTGEATERIIL—T BA500(2TIL—T5HIRAL)

BRIA—IL BMHARDO308 /. 1587 1B (BBEHFINBVER)
BEEH JEENCE D EHARR D35 A Al FIEE ISBHA L

bR 18T HARR D 1 B ICHIBR. HIRR 30 B 1318 7T R (BRERH)

BE}EH OIS oMNFIERDEE T,

e Outlook

e SharePoint (Z7/ILOFRR-RE-4V>O—R-BE-HE-7vTO—R)

o Teams(IFvRILEFBEITEIENT)

e Viva Engage

FREZEDOWVWRWIIL—TDBHMIZ RE LIABX—ILAESNE T, Teams TESTIL—TDEEARD@ER I

Teams Owners 74— RICHE T U—HIL R—=ILRFEDIIL—TF X—ILRy I L RN THIR SN TH RS
ICIFEZ EEA

M IF Groups Administrator ' User Administrator T9o—#k1—%—I. BOHDFIETEIIIN—TDEHF LE
FTiEiF.PowerShell DAYV RLw MMERD3METY,

e New/Get/Update/Remove-MgGroupLifecyclePolicy

e Add-MgGroupTolLifecyclePolicy. Remove-MgGroupFromLifecyclePolicy

¢ Invoke-MgRenewGroup

I —TF0&FEITHIR) - T Ay IS T-B5E [1.3.8]

FEF2O. BEH - BEFOGARIS—C ARZLOTOY I INTZEIETY, [Acl-27] BE I
Prefix[GroupName]Suffix T.[GroupName] I&E&ERIC1 D7 1F. PowerShell Tl S S8 £, %8 - HEH
CON—TR2%EEH.EFT63NFETTIL &z IE HR-Payroll_Tokyo D& SICHAAIITET,

EH &

fEX3EM [Department]. [Company]. [Office]. [StateOrProvince].
[CountryOrRegion]. [Title] GEERE M - h R 2 LB ISIERIET
EIREXFFIHKLY)

TOvoBEE HAUIRYIDTRAS,00018. AXF/NXFIFKE LAV TIL—F

BEIAUTADEAIZHL

HIE SE2—H (Mass1Z7 0w LTH Classi1EEZ 3)

1 B ICE % D 1E . Global Administrator . Group Administrator . Directory Writer @ L\ 3° 111, Global
Administrator ¥ User Administrator ISR RAT. 7OV BEBEEEC R COIENET. 27— VO0— R TIER .
RERIOBRA SN BIFEIIL—F 3B EN G ZRELIFRTERINET,
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PowerShell & . Group.Unified @ 2 D @ f % Update-MgBetaDirectorySetting TE # L £ 9, 18 &
PrefixSuffixNamingRequirement ¥ CustomBlockedWordsList, Exchange @ 7L —7 &R > — L BB HF
I3 Entra ID DRV —H 5 £ 9, Exchange RIS E EE Ao

EWIBIATEZNES5D%[ c1-28]

1214 R

T=hA7 FEIHMBLE T SAN— b FrRILEYA DT —H1TENB A
PN—OENMBIBRPO—LEH. FrRIL-T71IL-Fvy DR
HBIITE2.BHEWLTES

HilBR Fr RN T7AIFry b HHIERM365 JIL—TDRITTRY
(Teams &It > % —D Manage teams > View deleted team H*
5% Restore TE3,BIE30H. ETICRA24E /) o (RIFF O
MIRIFEAR & T%S

BOSNBIERIE FICT—AATLTCREBELRELTHSHIBRT 28T, 7— A JIE. Teams service
admin BB LV EZ—TITI5M F—LOFRBENMTVE T FIBIF. F—L%ZFAWLWT Archive. FEFEREIE TH S
—E Archive T, IMake the SharePoint site read-only for team members) & E.R & k& Wiki 2 7 DR
EzBTET FIBEEIFIRETES),

T— A1 THDIKAEIF Archived T, —K#9IC Hidden teams. ZD# (% Manage teams @ Archived IZH F 9. #%
FRld Restore.Active ICR2 £ THRERIHHDHND. Your teams IZIZBENTRD £H A HIBR IS Delete %:E U FEERT
H5—FE Delete ZEUVET,

BB L7=F— LD PowerShell TOETTIE RDIETT,
1. Connect-MgGraph
2. Get-MgDirectoryDeletedltem T—%&
3. Restore-MgDirectoryDeletedlItem -DirectoryObjectld TI&7T
4, Get-MgGroup THEER

Graph @ archive APl TH.RICIEEBEML TEEF T,

KR L 7= Microsoft 365 Z/JL—7D1E5T [1.3.10]

Microsoft 365 JIL—F&0Z TR ¥ a7 JIL—7IE HIBRZRI0HMIIIER T TRIF TN IETTEEX IO
30BIFEETETFHEALNCL-29] BRI —TTIHEREFEAITTUR tFXa )Ty JIL—FOHIGIETLE2—
T NIV IFTRDAHTY,

o-i B TEHEMH

Global Administrator, Group Administrator. Partner Tier 2 AROHIBREHIIL—T
Support. Intune Administrator

User Administrator. Partner Tier 1 Support Global Administrator —JLICEID Y TSN JIL—TEERS
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- TS

—Mg—H— BADEIRIIL—TDH

Entra Bt > 2 —Id.Groups > All groups @ Deleted groups -1 > ClRestore group &V £ 9. 22 IHT
DHEL Deleted groups R4 > T X R %ZEA T Delete permanently ) R U £ 9 (BIEE D H) . PowerShell
I3« Get-MgBetaDirectoryDeletedGroup T— & L & 9. B3 @ I& Restore-MgBetaDirectoryDeletedItem -
DirectoryObjectld T¥, 522 HIBRI& Remove-MgBetaDirectoryDeletedltem,

RF a2 X% SharePoint 1 b 2B LTIV —T I3 TLIR 2 FTRA4RE MDD F9.1875# 13 Exchange
DEFEIZTIL—THEEN. Planner DTS > X SharePoint - b HEX T BINIIL—FIE BT HEHLL
TIN—F/RVI—ILTAYN—DADE L RAR24EEH DD £,

BT TEB VRO IIRDAD,

o HIBRAS30HEBITUVS

o BEHIIN—TTHD

o BT T FTOneDrive for Business AL — % E>TWVWS (EF 2T+ JIL—F DOV T MEIBRDRII L)
o U5 Web XK—YDA—FAIVRA B—T T4 %FE>TV3S (EL)

Entra D77+t LE2—% 515 [1.3.11]

TR LEa—IE I —TF AN=Y T IB—TSAX T TINDT IR O—=)ED YU TEEET I
BET L[ c1-30] E5HEDHNIRDLED T,

e HRF—%M Entra ID ICARBIIX Y N—2w T DIL—IL 2 ENZR L

o BIFLIT AN ERICELEEZN Z FIESICHERIEL

o BHHEO—ILDI—H—HETES

o JIL—T=ZFHLLWBWTHES

o EEFT—AANDTIEIRII—FIHN)ZXERD

SERBRIUHEER AR E TR DR £ 9. 1ERLIE ID Governance > Access Reviews @ 'New access review ]
TlTeams + Groups 1 B3 & UV EF T 7 A EFF D2 M365 JIL—T M BALF—LERRICLET. VI —TERE
ICIF BN YIIL —FeO—ILEID Y TRIEEYIL—TH B ENT R/ RIET AND A TEIET I T B A—F— 121+
AERRICHTE Days inactive D _ERRIZ7308,

LEa—BYEE JIL—THREE (F—LEIIL—TDH) GERLIEI—HF—PIIL—F EA(EILTLE2—).
YR —=Iv—HOBUET VR —Iv—RBRECFIBEEREICRR. 74— NV I EIBETETEF T ANTFIIL—
TOWNME FBIHIRHR THANFIIL—THBIENN T EBEXN—y THS IR SN E T RIS
B30Ik D 7%< b Identity Governance Administrator O—JL. REZBMICTNIEM365 L zxallTr J
L= DOFRBEEBIENE T,
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PowerShell & Microsoft Graph TDi2{E [1.3.12]

Teams PowerShell £¥a—JLIClE.Windows PowerShell 5.1, £7z1&2 75w b 74— T PowerShell 7.2 %

HED F o[ c1-31]
1R(F
Rz
YAy
EH
HiIBR

=7 o

Install-Module -Name MicrosoftTeams
Connect-MicrosoftTeams
Update-Module MicrosoftTeams

Uninstall-Module

BHII Y aUI AV R— NEA L CRBLETHLWEBE LY >3V TRITLET,

&

F—Is

AXN—
Fob

I —1—DFERR
RUS—

B (B2 ED0H)

avrkLyhk

New-Team. Get-Team. Set-Team
Add-TeamUser. Remove-TeamUser
New-TeamChannel. Remove-TeamChannel
Get-CsOnlineUser

Get. New, Set. Remove. Grant

Get/Set-CsTeamsClientConfiguration

FoLBEOOATYYRLYMI —RI—H—bHITTEXT L LIERTRDIE FAE - BMT3F— LT,
Global Administrator »* Teams Administrator 5. &£F — LZRETEET,

1B(F
I—H—IZEIDHT

A—H—Z=EROBIEICRY

JO—-NILVEREBICRYT

=% o}
Grant-Cs<PolicyName>

Grant-Cs<PolicyName> -Identity <User> -PolicyName
$null

Remove-Cs<PolicyName> -Identity Global

Microsoft Graph (& F—LDIER. Fr I 2. 77V EBELT S APl TY, [ c1-32]

1%(E
F—LAER

R/MVER

A IN—B

o ITERES | | V7L | B# - BkH - AZBFRRLE
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POST /teams. BRI T 202 Accepted & teamsAsyncOperation
AD >V firstChannelName DBIE | General

EEHT7 ) r—3>% Team.Create (Group.ReadWrite. All %
CISIREBTIEHELE)

POST /teams/{team-id}/members (IhT 201 Created) . &)\
MEPR % TeamMember.ReadWriteNonOwnerRole.Allo 7 74—
SIVIERTIE S A ZBIITE RV
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18(E nE

T—=h41T POST /teams/{id}/archive. JEEHR. F—L LT IL—FICFRAEED
E3.#IRI% unarchive
FAROEMA shouldSetSpoSiteReadOnlyForMembers % true (7 )4 —

3 AVTFINTIERIIT)

AEBBAFHL—23>DF1tEVX [1.4.1]
TR FOERICGEMO® Microsoft 365 51 £ RUFED £ A.#i1R & Business Standard. Enterprise.

Education DWFNH DY TR I1) T3> T4 A MIIE Microsoft Entra External ID D& ETILAHTZD
FIERIGAMT7 707 2—%— (MAU) TBBRICERAEL /e A= — V%A — 5 — 8 TY, [Ac1-33]

BEINBDIE UserType h Guest DAERL—H — 7217 T Member IR RN T, 4 X~ ID Governance @
BEGHREZES L MAU R—X D ID Governance 7 RAVHMOD £ 7S AN TEZDISHEBADATET S
12D EWF XM E Office.com THIE-RETETFTH. TRy ThR Office FANLGNEFEE Ao

SharePoint & OneDrive DA EREERE [1.4.2]

NEBEEDETILIE2D, SharePoint external authentication . Entra B2B D& TI.B2B e E=EMICT
BLT7AINRTANA—DHEETHEIIT IS THU Y MHES N Entra DR ENBRAINE T ENES. 77
AR THIZ—DEETIET AN TAVVMIMESNELA (A FOHEBIFEIC EntraB2B ZFEW. 7~ 74
TV MDMESNET) o[ c1-34]

#B#EL N JLIZ. SharePoint B2+ > &2 — Policies > Sharing ® External sharing T 4EBENSRU T,

LA -1

Anyone V27> TOVNIREREER L TT 78X
New and existing guests FROAFELT AN LTGRINES
Existing guests TTICTALIMICVWB T XD A
Only people in your organization AEHBRL

AEBHB & BEE TA > TF.0neDrive DFRE &, SharePoint KDE L TEETH RIS TIT EFHA Y1 DR
EDHAEBER LD LOFIRMTHRIF NI AEDFEABVES EROHHIRNAENNETET A FIEOERIC
E30DF. D 7%< b SharePoint Administrator O—JL. H 1 FFABE IFEETET FH A (Active sites > Settings
> More sharing settings)

BXE DHE L. OneDrive ' Anyone. Classic- Communication* 7L =772 LOEAH > # 1 +H Only people in
your organization T3, /L —HEHiT - M3 Groups DFREXE T,

R XA 2 HIBRIEERAS,000 R X1 > T Set-SPOTenant ZEWVWE T HBEAFIR T2 & 7 AT EE 1RFBUAICT
JERERWVET,
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Teams ERt2—ONE7IEX [1.4.3]

EREIZFIE Users > External access. A7V RISEIE TEM THEMRE L1 —H— RIS —DNEB5HELE
THAYTIMEEDIRIFIDHDFEF[ c1-35]

o fthd Microsoft 365 #f#f (Frv b L 25)

o HERICEEINAL Teams 1—H— (FryhDdH)

e Skype I—H— (FvvhD#H)

ERET B RX 1 VIF4ED T,
>FHIF RE
Allow all external domains BERE
Allow only specific external domains FFAlUR DA
Block specific domains EZUZ
Block all external domains 2ES

RX1>ZTOYvI L THHIRXI VIBEE TIE T Oy o St Ao Set-CsTenantFederationConfiguration @
-BlockAllSubdomains T.2H TR XA > TOv I LETREDNBI—H—DT OV VR MEHZA2001—
=TI #BIEERE D PowerShell |Z -AllowFederatedUsers. -AllowedDomains. -BlockedDomains T9,3E&
1% Teams & Skype OF vy MMERD3DTHIEIL 9o

e -AllowTeamsConsumer

e -AllowTeamsConsumerinbound

e -AllowPublicUsers

AEBREXA > R DEIDTBICIFEFEB O CE5ZERIBILEDNHDETHMFOI—H B AT/ 2IN
BHTHRITNUIZBRDEEA,

ABT7IELR(TTL—2aY) L7 AN 7ORRIZBIOHEATINBT7I/LRIZ BFDT T D EENE
A—Y—rFvyPRBELETF—LANDBIF Y RILF—LDT7AIADTIERIETEEEAT X
TOERE T A TATRTF—LFv I T7AILCANE T,

BEDA—HF—LII—TDREXALVHDONBTIEX [1.4.4]

FIKBBONE T/ LR ZBMCLE T ZO LT ARTI/EI RV —p\ oA —H—HHEBN EFry PR
BREZTIBNZROFIEM I Users > External access @ Policies 27T + Add. Global (Org-wide default) R
S —DRXA Y DOEEAEIFEE TEYBIC Use organization settings T9,[*c1-35]

RIS —DRAAVERESHRTT,

B PowerShell Ofii (-CommunicationWithExternalOrgs)
Use organization settings (1) OrganizationDefault
Allow all external domains AllowAllExternalDomains
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AR PowerShell Ofii (-CommunicationWithExternalOrgs)

Allow only specific external domains AllowSpecificExternalDomains

Block only specific external domains BlockSpecificExternalDomains

Block all external domains ARAR—TIC -CommunicationWithExternalOrgs DIEDEH %
L (fth#B%  D@BEE D H DI -EnableFederationAccess TLES
3)

DRME LIRS —HT=DEL00R XAV ET T RXA Y OREFIEICIE. 3DDERENHD £ MBBLRILD
Manage external domains for this organization B’ > T#H 2 Lo RU S —DA—H—HJIL—TFICEIDHTE
HTHBEILMFOBEBHIE5DTTTL—aVvEFHFAILTVB I LTV MRED AllowFederatedUsers
¥ SFalse 72 E MBEL FRB A NREL RS —DHZ1—H—Tld TDRU—HHERREICEEFY,
BEDI—H—FFICHFAITRICIE BEEDEBEER) S —0 IV bO—ILZATICLET RIS AVICLIH
HRVY—ZE>T HRHRBICEHDHTET, —EEID EHTIF New-CsBatchPolicyAssignmentOperation -
PolicyType ExternalAccessPolicy T,

Entra ID OHEBIZHL—2aVER7E [1.4.5]

SREBFrIE. Entra B2t >4 —0 Entra ID > External Identities > External collaboration settings. B ICE3
M. Global Administrator H* External Identity Provider Administrator 72 ¥ [Ac1-37] 3R 7E | £45BIH TT,

¢ Determine guest user access

e Specify who can invite guests

e Enable guest self-service sign-up via user flows

e Allow or block domains

FREDTIER nE

Same access as members ROLIHEN

Limited access (BE%E) A=Y =TI —TDHFEIFRIEIFERTTRVIIL—TDAN
v IERZ3

Restricted to their own directory objects RHHIRN. B0 TO77 1D

B BIETB2B S A EEL LA~ — D TEX T REIFARE T,
e Anyone in the organization
e Member users and users assigned to specific admin roles

e Only users assigned to specific admin roles

e Noonein the organization

MFEDEEO—ILDHITH. Guest Inviter O— LM H N IEIBF T £ (User Administrator H Guest
Inviter) . Collaboration restrictions Tl 8 R X1 A DIBF LRIV ASMER AN TRD £ A1 —4
—DREREIE TTUMITFAN—BREZBMLISEE TS TR TSI £,
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4DNERE I A—TDH A 7oA LHE [1.4.6]

Teams D7 A~ 7Ot XiE Teams BBV A— 2T TIITER/LELBAADFRDRENZEZ o TED £, [ cl-
38]

BRI 4— BPRERE

Teams Users > Guest access Z On, Calling. Meeting. Messaging %
On/Off

Microsoft 365 Settings > Org settings > Services M Microsoft 365 Groups, i

BAT VLR CFEEICE BN - —EM BEEIEA>)

Microsoft Entra External collaboration settings @ Guest user access & Guest
invite settings

SharePoint Policies > Sharing @ External sharing

SharePoint & OneDrive THM T A EBFTCIZNMEI A MOHETIEEIC. 77 ML ETHIILA—DHE T
B2B &N ERNAEFIC Entra DA S RL— 3 VERTE (Guest invite settings) TRED £9.B2B FEEH TR
BET7AINETHIA—DHE L SharePoint RIDERE TRED 9.7 XA+DEEHE L Not enabled. Single
application. Entire screen "5FE U E 9, Teams DT A~ 7O Rz A 7ICLIEBE BIE TS AMIF—LAAN
FRAF—LDSIFHIBREINT @mention HTEAVICREIXTIEZANRD T,

AR TETLVEIL LEFo TV RIS ZERLE I RBEAIE5DTY,

o Teams DT R~ TUOERH AT

e Microsoft 365 Groups DFRE T AMHEEIE
e Entra OBFHRED No one NMEEO—ILDH
e Collaboration restrictions ® KX A4EFE

e SharePoint DB L NJLAH Only people in your organization

BEDF—LADT A TOERZHET S [1.4.7]

WEESNILEFO>TVWSES JIL—TEADT A IS NIV TIT SO R T, [ c1-39] SRILORI—
7T Groups & sites ZE U £ 9, 5 E . Define protection settings for groups and sites R—JIZHDF T, 1B
B & Privacy and external user access settings, External user access (& FAEEN > TF—IC7F AR ZEMT
ERHDEFIELET BNIE2ER T Entra TAY T+ — SANILEEMIC L. Execute-AzureAdLabelSync TR
HAL £9. External users access DZEBH I DIF FHRI—HF — 72T T TICAOTVWB S IMMIREZI LR
BTIERERVEE Ao

SR EFEH 7R WA IE . Microsoft Graph PowerShell (beta) @ group.unified.guest 7> 7L — kT,
AllowToAddGuests % false ICL £, B3 DI Global Administrator, Teams 4 XD T Oy & BEM 1T 7=
Microsoft 365 JIL—FICH L TITVE T, L E5HFRT ADEBMZRHSIZ T T BIFO 7 AMIHIBR SN EE
Ao
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F—LETF DT R M2HIRT S [1.4.8]

TAMIF—LDSBRTRETEF I LTALIMIDT RIS AT MEFED Entra BIREDHIRRY 54
BB ETL[ c1-40]

BB FE
F—LhBHT FRE&. FldBE L 2 —
FFYEDSHET Microsoft 365 Btz > 42— Users > Guest users > Delete a

user, £7z1& Entra Btz >2—0 Users > Delete user

A—H—HIBRICEZDIF. D% H User Administrator O0—JL T, Privileged Authentication Administrator
I EBELIOTHIRTETETHIBRLI=1— —Id Deleted users IC30BIRREN. EDOMIFETTEET,
F—LANEBMLTHS 7/ EATEZFTld . xA 12K,

HBONBHEE—ELTICLTRTE TS AMNET7 IR ZMORLE T, EENARIEDEE L Entra D7 I
2 LEa— KR TEEDIF. BEE. SANRA T TUFRBEETY,

HEF v 7L ONEBTHER [1.4.9]

HEF v RILUEF—AICVBVAEBR TEB AR, T/ LA TES O HEF v XL OFEE LA N—12
HTH[AcL41] fERTE B30I F — L EEDH T AFREDREF v XL OB BB E T BE THHT.F
PRI RS —HIOEFILET,

. fERTESD

o ERALRETESD

o NHBORBF L RILABINTESH

RSN BT BICI. Entra DIARTF Y PO LARENED T MFOMMAL. MUBREEEE TV

MBEBEADHDETANLEBMEIZT AN THUU N EFEWERAEntra I THUVREFDOAN (XUN—ICEH]RS
NEHDOEED) I HEFrRILICEMTEEE Ao

) TERFrRIL

F—LISEMETAZEMTES HEFrRILDH
TADBMTERV HBEFvRILDH
B2B direct connect DAEBBMELBIMTES HEFvrRILDH

BHEFrRILICIEEAD SharePoint 1 AB D FRF—LDOIRILEREALEFTHF—LOAPEEED. F
FRIL XN=TRIFNUSANFE A Xy Z—JIE TIL—TF A—=ILIRY IR THLEHRD VAT L X—ILRyIX
ICADETHIBRMS30BUR A S X N—y T T E1EITRIEE, B2B direct connect 21— — (& AR R MEED
S ETI/EIPBERINETIBRNAVT7IE RZAMBEO 1 —H — 72 13D R,

B2B direct connect DYV ORX T+ >k 7L XERE [1.4.10]

B2B direct connect .20 Entra fBifA EE DEREZERE T S External ID DH#EEE T IRTE (L Teams OHBFF
YR TEVWE T MEBINEWMNIHFIL IO TRILE S, —ADRELZHFI L TCHL AFEIXEEEMTS
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FTHETTEREAL[ c1-42]

ER RnE

TIERIRAE TFURREORE L EABEEN SORENTOYY

B2B collaboration DEEE BRMFA ETNAZRDIL—LIFMEES AW

RES Entra &> &% — External Identities > Cross-tenant access

settings (Default settings /" Organizational settings)

HERO—IL %< EH Security Administrator (Teams EEE $FAHEXD D
&)

FIECREDZENENIC2DDRENH D FJ.Access status I& Allow access h* Block access.Applies to I
LENFEDIA—H—-JI—T - TTITITHEDARIL—F —JIL—TFDIEEICIE Entra ID PLAFET7 S
DEFERICIE PLD P2 A ED X T ZEDBIERETIE - =PI —TZ@RIIEETT £t Ao

FESEI3DOTAEBD I L —L2ZH A ETIEIIMEET N ZRDET,
e Trust multi-factor authentication from Microsoft Entra tenants

e Trust compliant devices

e Trust Microsoft Entra hybrid joined devices

Automatically redeem invitations with the tenant 24 > IC 92 & FIEORE 7O A H FH A .B2B
direct connect D 1—HF—IF. BR DT LV MICHEEE T HEF v RILIEIFICATLE T B2B collaboration @
TAMEI A=Y —FT I LTEBESN EEFrvRILICIBANEE A,

VILFTF M (MTO) [1.4.11]

MTO (Z HBHFIE S S Entra TV FDIRRZER T BMEET I TALIM EIZTF UM JIL—FLLTRE
N B CAEGETHER L £ 9, [ c1-43] Microsoft 365 B2t >4 —Tld.Global Administrator HBMED £ 9,357k
Settings > Org settings > Organization profile ® Multitenant collaboration > Get started. 23D Create a
new multitenant organization T ANZ D% FI.EHEABEFT 3T b 1D fEEEFICIE. TAllow users to
sync into this tenant from the other tenants; &\ AR 7OV 7 bOIMEDF v IRy IR ZEUVE T,

BIEEDEGE TN B L. MTO_Sync_<TenantIds ¥ W\SIOX T+ NERADEHASEIMENE T BEIE. X1EEBEN
FHAMTO DT> TL—hE ZECREDBFEBEF | SRXICLETBHEFED MTO AL Add new tenants T
T+ ID ZBIL. SMFIEZEF D Global Administrator ICX—)LLET,

LU Teams DS SNF-HBIEZFERICIE Entra TD MTO ORIBHBED F 9. HEEE 51— —(I3.B2B
®D Member &LTFAOEYI=ZVILET AL —H—DBEED userType I& Member, 3 TIC Guest 727
B2BID (&.Guest DFXFXTT,

J0OXT+ > EHERIF B2B collaboration @ 1—4'—%ERL - EF-HIFR T 32— A B ODREATI,MTO LEHRIZE
WICIHIITE A £55% B2B collaboration ICKEL T BHEANROD (RILFNT/ZAR—=0R ) ICIF.
Entra DZORTFH Y FERAEESET. BB 22— X FAHOERZAET 27T . BAHIEFEBLEE A
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Teams Phone &UY—=X 7HO U rDF1EV R [1.5.1]

BHOEERS TEEY 51— —IlId. Teams & Teams Phone (|[H% Microsoft 365 Phone System) Z&$5
1V ZAHED £7, Microsoft 365 E5 275, A2 K7 A ®D Teams Phone Standard Z B I M EIZH D FH
Auo[Nc1-44] Teams Phone OFESEIZ3 DT ENENEHRS TV ADBALED £,

Gt f"E

Teams Phone Standard 1R

Teams Phone Standard for Frontline Workers Az & Microsoft 365 F1/F3 h Office 365 F3
Teams Phone with Calling Plan BESTVIAS

PSTN (Z. Teams Phone 51t > X &IZ5¥). Microsoft & PSTN & (29 5% 5. Microsoft Calling Plan -1
Y RHEMTED £, Shared Calling I BRI - —H1D0BSEHEFTEIHAT. 2 —H —AliE Teams
Phone 51t >YRIZIFTRDEFT (HEBSEHF DUV —X 7HT>MIIE Teams Phone Resource Account 5
1EVZANEDFT),

Y= TATYME BEEE (Auto Attendant) X BEF 21— R BEET7TUBDOERTAIVFTY,
Microsoft 365 7 FUANDH 1 >+ VICIFfER FE Ao Tt Id Microsoft Teams Phone Resource Account
T BEISE GBFEF 1—1DICDF 151V A TY . Teams Phone #ELH IR0V 7 aviliztOMDEIDY
THHBDFRBAIEBERTEML E T, [Ac1-45] DL TIE. Microsoft 365 Bt > X —D Users > Active users
@ Licenses and Apps T9, Teams Phone Standard 510 & X 3EHE. B 1 £V ROEIBREFH 2> 2D8
MNEECRIETITVET,

EM 1% Teams BEIEt >4 — D Voice > Resource accounts @ Add. A1 3 ®D &, Display name. Username.
Resource account type (Auto attendant A* Call queue) TT MEBHRO—ILIE2DHD £, 1DIF User
Administrator T, H312lE ROVITNHD Teams BEEZEO—ILTT,

e Teams Telephony Administrator
e Teams Communications Administrator

e Teams Administrator

Teams TNTADF1E VX [1.5.2]
Teams Rooms D51t Pro & Basic M2DT9,[ cl-46]

=] Basic Pro
PR #BITRA25 265 B 5 Pro) L
pSES Teams Rooms ¥ X7 LD#H,Teams Rooms ¥ 27 L Panels DA

Panels (&7FA]

152 1BDOREVATLRALHETRALUY— | FUCHMEDOEEHD Rooms X7 LA (E6
2 THIYEEEED Rooms Y AT LIS BEFCVWTRLTAVY R ESDIE
A1 EHBICIE Pro HhES Basic ® Pro HifER)
EIREE BEAKEEZENE UE—hF FNAREEREHAET IR
SR T /\NA R
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L= Basic Pro

FENBZH—EX FENRW Teams Phone Standard. Intune. Entra ID
P1.Defender for Endpoint Plan 2 % &

Teams Rooms Y X7 Ll Windows DO Ea—bk EZa—)Le&yF >V —)L Android IR & 2yF 1>
V—JL.Surface Hub DC L T HBEDBFATREAICBMTZHEREBT NI I VIV BELBM VY —X
TATYRREED ENTH Rooms T4V ANED E T, |H Standard & Premium IFHAR £ THEX £IH\ BB
1TI3H D EE AR IS Pro (H2E) H Basic ZIALE Y,

Teams Shared Space > X%, 202648 UBi D& Fih' Shared Devices T, [Acl-47] M &%, Teams
Phone 7 /N1 X (XA I 7).Teams panels. 7 XY Ry I HEF/NA XL TD Android #5H TY, Teams
Rooms TIFHEEL £ Ao

1HH RE

151t RDME 4DDFHIBIBET XU H BYOD JL—LEBZL (BRIL) . 1% FH
AIHET X H  BYOD JL—LIZfES . 0RIL® Single Space 51+
DRDBDFEIFEDIDFICEIDE TS (EHETADF) . Single
Space I&FHIATRET X 2. BYOD JL— L AR—IBHIES HD
T T NARITIFER R

FINAR 1517V X TLIE T/ RICES & Single Space (3B LY

Teams /N1 ZDEHK T O 7 7L [1.5.3]

A7 O77)LIE Android 7/\1 RDFRE =B L £ 9, X5 (E. Teams Rooms on Android. Teams displays.
Teams phone. Teams panels. {ER% I+ Teams Devices > /N1 XD F&4$E > Configuration profiles ® Add TY,
$aHi LERPR. 5] E & A 1. Review changes h'5 Save changes #B U E Y, [Ac1-48] FR 7O 7 71 ILDERTE 13-
IATEEE T Not configured T,

Partial application Tld. 7O 777 L CHRMICER LR E R ITHERA SN BEOT NI ZAREIFEDD X
A Partial application IZRIELTWRWI 7—LDT T DT /NAZ (OEM DX GRICEH >TULWAWLED) IZE]D
HTRLKERDOBREDED . IR THEECEAINE T D TOFIBIFIRDLEDTT,

1L T NARDBETER

2. 18 E%EU, Assign configuration %Z3&3%

3. 70771 %&ZE LT Apply
REIFBDHETEADTNAANBH TGERINEI.REELZ X T ICHEBEHA T SICIF. Reassign config Z L

FITNAROREDNDEE.BESH. EFHEEICE 3 D &, Teams Administrator h* Teams Devices
Administrator,

TAC DR 7077 )L, Pro Management Portal (PMP) @ Settings Templates L LTA >R —hTE T, 5%
FOERZ BREDHEAEHOEILICTOT7ANZIDERZ L MLRANERD . BHEIRILT NI RZX LD
T7a77 VB ERNILET,
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Teams Rooms D7 HI Ve AT [1.5.4]

Teams Rooms (F. Teams Rooms ¥ XTLZEICERADVY—X AUV MHED T (Pro T.-FILEEDEHD
Rooms Y AFLICEILT ATV THA 21> 3155 %<) . Teams Panels (&, [E CEBE D Teams Rooms DV
V=R TATYRTHA 12 LET, Teams 7/\1 R D Microsoft 365 UV —2X 777> k& Exchange Online
DA=LRY I RIFEMTE BEDFHAZEREICLE T BEF 2 —PEBGEAD Teams UV —X TATVRE
ISR TE,[ c1-49]

EHIRDEEDTY,

15H RE

ZT1EVR Teams Rooms Basic %" Pro

INZAT—R B3HHEABR % L (Password never expires) &4, Update-
MgUser -PasswordPolicies DisablePasswordExpiration

UPN SMTP 7RLR&—

S BERE |3 Pacific Standard Time. 58 BIBFRICEHES

AEY 1 >A VDN —REE ERLAEWV(ERTZEH 101> TRENH D)

Exchange #> 7L 32X FEREFOOI/NA TV RIERDHE

t¥alrs Entra @ Security defaults ICI33ESt e S FE 7 o2 X TIRE
(RIFFET O EREES TS M TIE Security defaults Z#ExhIC
EX)

{ERZIZ. Microsoft 365 &It >4 — D Resources > Rooms & equipment > Add resource T&AT. X—/L. BRE
ZANFTL#:FT Users > Active users TNXRT—REUEY LTSV RZEIDHTET, FHOBIE I 42
DIRLREXHA.REEROBHEE. THHR180H . R AR HRF 2455, Set-CalendarProcessing 1.
AutomateProcessing % AutoAccept IZL &9, ProcessExternalMeetingMessages % Strue I3 7% CHHELRET
FoBIHIBEARU S —(% 10 Mbps U ENHERET,

TS5y b T4 —LIF2 DT, Teams Rooms on Windows (A Ea—k EVa—I)LERyF A2V —)L.Teams
Rooms on Android |& Android ik £ 2y F IV =)L TT,

TNAZADBELT7—LU T [1.5.5]

Teams Bt VA —TT /NI X% EAT Update EERE VI NI TET7— LI T DEH R TEANS
HDEFEARFT, [Ac1-48] Teams Rooms on Windows D & E Z & |4 . Teams Devices > Teams Rooms on
Windows OEIE TIT 3. 18U L% E U Edit settings RV X T, BB ERN . EEENET NI ADEZEST
#zx £9, BEBE. BIEFH Schedule restart T, BEIET /N1 XD O —HJLEFZ, Queued X Scheduled DIEfE
I3 History BoF v > )L TEE TN ETRERTIERATT,

Teams TREINIT/NARUF A—F—HFIHT Teams ICH A V1> LIcRHICBBIB R IN £ 9, B5E. Teams
Rooms on Android. Teams displays. Teams panels I&. Intune (CH 1 > 7w TEHESEET Intune ICERE
NETEMFER ERMHNEITI/EIORRICEDET,

PMP OEHDENE IFRDER.
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HH AE

BHFDTT—Z (TAC) Validation 0-15H. General 16-458. Final 46-60H
BHDU>Y (PMP DEEE) Staging 0-6H. General 7-13H. Executive 14-20H (PMP A H
L)

U TOBRICTIDE RS E.TAC TIRBETIF TICREHEFE Ao

Teams F/\-TR 4% [1.5.6]

TNAZR BTG TNAZZT I =TI LTEELPT<TZDD RI DI FIF TNARICH A1 LTWVWD
V=R THAIVNTETAIIRZRDTNAIANGA VAV LETERTDHLVWTNARIEHEET . RIE R
K25 FT. B (F Teams Administrator 5 Teams Devices Administrator T¥,[*c1-51]

BIEZRDEEDTY,

1B4F Bi&

ERR FINA R R4 2D Actions > All device tags T +Add

15 TN 2% R Manage tags. BHF 2R INHRZ B LT Apply

ElIES FTVTVRZET/NAZIDS59 L TH 5, Untag devices T—HETH
3%

T1ILEZ—IF25ED T, Match all of these conditions 1F. 38 LT 22T %15 DT /N1 X %R L £9,Match any
one of these conditions I&. WINHEF DTN ZAEIRL £9,7/ 17X X4 (Phones, Teams Rooms 7 ¥)
HIRG DI FDRA Y DRERDTINA XTZF TAC DET DEXDAHHEIE PMP DT IL—TF,

FLLWTFNALZRDYE—F L1212 [1.5.7]
UE—F FOED3=Z>IDRNIF4E. [Ac1-52]
11T EEEDMAC 7RLXHY\—RT 7 ID % Pro Management Portal IC&EE% 92
2. FERI—R%EES
3RO AD, ZD I — K% Android TNARIZANDS
4. FAVA(Y =D PMP ICHTUERTH A1V T3
*F 5 E. Teams Rooms on Android. Teams panel, Teams phone. SIP gateway 7/\-1 X T, &I PMP O
Planning > Android Devices T Add (—#& I Upload) LE . AN 3 DI, ID O FEFE (macAddress H

hardwareld) & IDEE THFA T B LT /N1 AD KT IF Ready for provisioning. BEE2 I — Ri&. —#EFTH
TINA ZBM THIENF T, BRI 2485,

W TIERE D Provision device 2BV TNAXEBDI—FZ ANE T EDERDT/\1 X Waiting for
sign in 2712 Tomicrosoft.com/devicelogin ICRRENcA—RTHAU 1> ZRTLES

BATINLIETNARDBY A 1 1E PMP @ Rooms TXFRZET. Account 27D Generate code TI—
REESDTITVWE T PMP ADTIERICEZO—ILIF2RH T Entra O—JL% 5 Global Administrator.

o ITERES | | V7L | B# - BkH - AZBFRRLE 33/36



Teams Administrator., Teams Devices Administrator. Global Reader, PMP #f#iA #7425 Teams Rooms Pro
Manager. Site Lead. Site Technician T,

VDI Fi®M Teams [1.5.8]

FHLUDI VU 2—Sa v ARETF R by T TINF AT P OREERELT 3HLL T —F 70 Fv T,
[Ac1-53] B EI33DTY.

ER RE

SlimCore AF4 T TP (0S #&TET VDI RO A —FEHRTE) . Teams D/N—
JavICBBEHINBMSIXEFLLWD /NN —2Tld
Host #J 100 KB & Framework #J 60 MB) 7% Microsoft D3B8
CDN h5EEfE

T304 517> MIlDORIEF )L DLL () 600 KB) . SlimCore D4
YO—ReyU=>7vT%EEBS

Teams vdiBridge H—=N—RlOREFrRIL EVa—IL

BB EHIET B DI, VDI KU —D VDI20ptimization. BLE & Enabled T. A ME— DI S TS, 12—
—CXICLE®HBICIF RIS —ZEEoTEIDHTEHT, ERMIE New-CsTeamsVdiPolicy -VDI20ptimization
"Disabled". 81D ¥ Tid Grant-CsTeamsVdiPolicy T, BEE D VDI /K1) > — . DisableCallsAndMeetings &
DisableAudioVideolnCallsAndMeetings H*¥55% False,

TERD WebRTC N—ZADF@E L IE BELENFEINTVET W RIE Windows TV RARA > EH5 Citrix &
AVD/Windows 365 ANDH D, BFAIK. 20265108 1 BICHR— ME T 2027TF4B 1B ICIRER T T .HFLLRE
1EHBEEICHEDET,

BT AT 7 1& UDP 3478~3481 & TCP 443/80.UDP 443 ZfELF T, VM DEH L. Windows 10.0.19041
B EH\ Windows Server 2022 (20348.2402) Lk -Windows Server 2025 (26100.2886) U Lk (Windows Server
2022 1% 2026 & 10 BOHR—METHEHMINTUVET) .Server 2016 & 2019 (FIER LT,
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YT ETTY

(828~ B5K) |3 MS-700 PIEEED CREA TABIRER) / — b BERRR/ — R LB DR T3RIATHYYO—F
TEET,
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MS-700 2BRATF X MERY>TIL)

kR
2026511 FRR(MS-700 HREFEF (Skills measured)2026-10-27Hx ##1)

1T
ITE 183835 (https://www.shikaku-doujou.com)
BREVEDE

info@shikaku-doujou.com

Microsoft. Microsoft 365. Microsoft Teams. Microsoft Entra. Windows & & Tf Microsoft D&« —E X% ld. Microsoft Corporation DKEH LUVE
DHDEICH T ZEIZEFBERBIZTLRRINTVZZOMORM R - HRE - —E R SHOBIEX I IBHRBEHIZ T,
AHEMIDR SN ZDORBZEICIER LT=HD T Microsoft Corporation L D32 - FEGREIRIEH D F L Ao

AX-HR-BEIETRTAUSFILOZEEY T B COER - BR-BEH - ZRRFTRI TIEEABRIETD I info@shikaku-doujou.com FTZ
FEAELTETE LN,
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