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} 1-1Cloud Identity D& [1.1]

1-1-1 Cloud Identity &4/ —X D% [1.1]
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1)) —2ZBEE & organization YUY —2X D4R
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Bt F‘x%‘/%ﬂﬁéﬁ FEETIHENGL
organization YV —2X
resource hierarchy D& {7
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i organization policy
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1-1 JY—ZXPERE ¢ organization Y —XDERL

BERODIZ. Cloud Identity 7AT Y M EE>TEHMR XAV EIREET 5 &
Google Cloud @ organization VY =X HBE#HMICESNB L WVS R T
g.organization & resource hierarchy & LI T CAHEV B
IZ3N< R —(organization policy . BEBE T 71 7 U4 —ILR o — B
LARILD IAM)ZERNFEBAEBRTIX 2702 7 MI—iETHWZ T

o ITERES | | V7L | B# - BkH - AZBFRRLE 9/54
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FIsE fAzETH REBKREDYIDST

Cloud Identity A—H—-JIL—T-FN1 | IAM O—JLIZZZTIESF
RAZEEEIBTALIR) 730\

Google Workspace Cloud Identity DH&gEIC Google Cloud ZfE>5721F
Gmail EZEL=HD 725 Cloud Identity T+4%

organization J¥Y—2X Google Cloud DJV—2X RXAA VAREECEBIER . F
(=10} = A kiva EZETIZENZR L

Admin Cloud Identity O EIE®E, | IAMHERD{I5 L Google

Console(admin.google.co | Z—H—fEp+2SV-SSO &% | Cloud 2>V —)Lfil
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1. Cloud Identity TE#HRXA>DIX—JR FHIUNMIRITTS

2. BRXAVTESNTLE SR EE 7 AV MMunmanaged
accounts) . transfer tool for unmanaged users THREDEE TIC
DAL

3. organization policy ®

constraints/iam.allowedPolicyMemberDomains (Domain restricted
sharing) T. Bt ® Cloud Identity B8% ID(customer ID)AADF1) >
2INUIZ IAM Z{F 5N WK SIS
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1-1-2 Google Cloud Directory Sync(GCDS) & third-party
identity provider [C &% single sign-on(SSO) [1.1]

ZIZIZBEIC Active Directory(AD)X LDAP 74 L hUBH B HIFE
AETY,CCTESDH Google Cloud Directory Sync(GCDS) T,

GCDS & #> 7L X X®D LDAP/AD Z{E$EATZ 3 15%RiE (source of truth)

¥ L.Cloud Identity il —H—-J)L—F HEBEFI(OV) 2 ZFNICEHHE

T—khR(F>7L = Cloud Identity) ICEIHIT %Y —IL T IHIZBARE
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Directory Federation Services % &) % SAML 2.0 @ IdP £ LT E L.
Google ZH—EX FO/NAH(SP)IZTZH TR L £9-,Admin Console
@ l'Security — Authentication — SSO with third-party IdP1 T. Sign-in
page URL. Sign-out page URL. verification certificate(ldP ®DE% A
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SSO ERERFD super administrator SSO BHETOY A Y TEIHLKARZIERIfE

Z.super administrator I3BEET SSO
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SSo a7l A TR SBRERFI(oU)»JIL
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UTENBBITHDORMERICES

SERRZE DEARYIN IdP OEZIEFAZEN KT R e —H—
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=D

SSO TH 2-step verification (ZHEH FREEIE 1P I TIT N D7D . ZERIE
IdP {8l Ca&%I e %, Google BID 2SV &
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administrator % &) ICRHE S

B O3> t#ee%x31FD IdP(Entra ID. Okta &) #{FE S5 & 3.
GCDS DRHDIZIdP D BEFOES 3= I % FE5E RO HBDF I ¥
BrEm i3 TMEE TERBWMBEN AV TL D AD 25 GCDS. IS TRD IdP &5
IdP 17O E>3=>4 1T,
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1-1-3 super administrator account DEIE [1.1]

super administrator(FEEIE®E) (3 Cloud Identity/Workspace D&t
MIEEEC. 21— —DON\RT7—Rz)ey b TEMOBEEEO—/ILEMS
ETEABOBREEIRNTEZXSNET,Google Cloud M Organization
Administrator O—JLHBRICFIT5 N30 . RENICHEEBSEZEIET
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security key(N\—FI 7 F¥—=)Ic &3 2-
step verification Z47BICT 3

EIBRDEFEES A —ILZ2&HITERD

super administrator (& SSO Z/N1/XXY
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Admin Console ®E&EMOZ ¢ Cloud
Audit Logs % Security Command
Center+SIEM ANERIX L. super admin Mg
EICT5— b z5RS

Organization Administrator O — JLE D E W H H F 9, super
administrator & Cloud Identity ] @ & ¥ & . Organization
Administrator (& Cloud @ IAM O — J
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administrator (Z Organization Administrator &YW TWEITHGERICA
S>f-5MmBZSBEL. super administrator H'5 (3 Google Cloud ® H &
[BEANTONERATT, CNh separation of duties(EEFS D9 5f) DR
BIUCIRDFE T,

1-1-4 user lifecycle management 7Ot XD EHEML [1.1]

A%t B -1BEE(joiner / mover / leaver) D3FE % FEE Y O TR $RET
HREHNET,

o Att: A= XFTL(HR system)Z ST 31B#IRICL.AD = GCDS
— Cloud Identity. £7zI& HR = IdP(SCIM)— Cloud Identity ®IETH
BER T 3

o RENMEZFE. JIN=TDAVN=9TIIRBREESIAM IZBEAT
BTN =TT TVWBD T I —THEDONIIIERNEH TED
%)

o RHE: AD I TERM{L IS & GCDS H* Cloud Identity {8l% suspend/H!
B9 2. 7HhOYbDELE(suspend) (. ZD1—H—Dtyia>r
OAuth k=2 %= &ML TS

RERICRELESNDBLRONRDIRTI AR THREEN XL T IR
TEB1 VWS FUANRIES . CTZRVET,

1. 201 —H—hE-7- service account key H'5%->TL\3

2. 22— —HMEANT HT >~ (gmail.com) THRFINTE D, Cloud
Identity DEIEHNICH B

3. 1AM D)L =T TIEBR<EAICERES VW TE D HIBRRNICAR-oTULS
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B 811t d 32 2% F &% . Admin SDK Directory API. Cloud Identity API.
Terraform( google_cloud_identity_group F). B KXV IdP @ SCIM FOE T3
Z T IFRTFIy IV XM EET 113 Professional ik TIZE ICERE
EEZTLIETLY,

1-1-5 user account & group D 7OJ S LKA EIE [1.1]
APl TORIEIZRDEVWDITZHTZ T,

API[Y—IL B& "%

Admin SDK Directory dI—H—-JIL—7-#B#E = Workspace/Cloud

API F9(0U)-F /N2 CRUD Identity £{ADEIE API
Cloud Identity TIW—=T A=, Google Cloud A5k
API( cloudidentity.goog = dynamic groups.7/\-1 | T U\IAM TV X
leapis.com ) z TE3

gcloud identity groups = CLI D50 JIL—FiRE R0V T MEIEF)

Terraform TSR EE. drift ZTEAGItDLE21—THR
detection (AN

dynamic groups(E B J JL — 7 ) (& . user.organizations.exists(org,
org.department == "finance") DEKDRI T TAYN—vTIHEENRES
NB3JTIN—TTI BENEFICKAN—ABDOFEEDNFEICH BT user
lifecycle DBE#NLE YA TRCHF T,

APl IEUMH LDEREEIC 1Z. domain-wide delegation( K X1 > 2{KADETE)
ZHF T —ERTAO Vb EEVWEEE 11— —% impersonate 350
DMERDHETY, 7272 L domain-wide delegation |&TZDH—E X7
DD eI —H—IIRDTEEZ11BH THEHVVERLZD T HER/IMEDX
OA-JETEHFIL. B2 -ET . EFRZEEIIONHUEATI.ART
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Fdomain-wide delegation Z/L<FFRAI T 3 ERKMHA LA TE S ENIKITIFE
BRETY,

1-1-6 Workforce Identity Federation D8R [1.1]

Workforce Identity Federation (.4 &8 IdP O A D —H—IC.
Cloud Identity 771D > +Z{E59'IC Google Cloud N7U X EHE 34
HTT.GCDS DELSBEEAHNAREICR BRI RADFIRTT,

Workforce Identity Federation & Workload Identity Federation

| AGERE - WARE) | [ w-2m-k@7y-cyen) ]
\4 \ 4
Workforce Identity Federation Workload Identity Federation

workforce identity pool workload identity pool

organization L RJLICES 7OV~ LRI

workforce pool provider workload identity pool provider

OIDC #F7cl& SAML 2.0 AWS / OIDC / SAML

v v

attribute mapping < google.subject ANE L. attribute condition(CEL) TABZZ K2
GitHub Actions 725 assertion.repository == "myorg/myrepo" i3 A%

Gmail - Drive {1t %. Google fAllc 1—H'—EFEHHEMS Cloud Identity + GCDS +

SSO.
GKE @ Pod h' Google Cloud API 3725 Workload Identity Federation for GKE,

1-2  Workforce Identity Federation & Workload Identity Federation

BRERIIXDEEDTT,
BER 2
workforce identity pool NEBIL—H—ZURD B AN,

organization LRJLIZ{ES
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BEx

workforce pool provider

attribute mapping(Bi$<vE>%)

attribute condition

FUTNILERIF

=&

SLEB 1dP £ DISFERfR. OIDC F7c (&
SAML 2.0

IdP oL — L% Google RIDEMIZE T,
google.subject |IMHB(—EHAIF &
K127/81 ) google.groups «
google.display_name (ZEE

CELEX T RHFICES IDEIFTABZBIES

principal://iam.googleapis.com/loc
ations/global/workforcePools/POOL_I
D/subject/SUBJECT *°
principalSet://.../group/GROUP D
F2TIAM ICEEN 5T 3

WRAEALOBMIYYE YT ISR AKS0ME £F TESE TZF.CEL(Common
Expression Language) CscibL 9

FEVLSITDHIERE XD EDTI . CIHREHE T,

2t

NEBDERE -FBEXEIL.THUNEEA
AL T—HYIC Google Cloud fFEH Tz
L)

B#tD7F1)-ClI/CD-AWS/Azure DT—72
O— KA Google Cloud API ZPE3

Gmail-Drive 7% ¥ Workspace Y —E X%
=\ Google I 21— —={&H
WE
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=24 RN 1))

GKE @ Pod A* Google Cloud API ZIi.3x  Workload Identity Federation for
GKE

Workforce Identity Federation |& Google Cloud O > VvV — JL
( console.cloud.google.com/?organizationId=. .. < & VAN <
console.cloud.google/ @ workforce DA A). gcloud. LV API 5 F
FATE £ J,VPC Service Controls X Access Context Manager DE R —
ZHE A EHE S ANEB ID IS L THIBREEHHEET,

| 1249—EX7hI> FOEE[1.2]

1-2-1 service account Y E(CHRDISEDHFE [1.2]
service account [ZT ATIZHWEI D ID TIRDIBE CTHELE T,

e Compute Engine @ VM, GKE @ Pod. Cloud Run ®%—E X, Cloud
Functions %2 7' Google Cloud APl ZMLR & F

o FUTLMIZTTRDT F)H Google Cloud DIV —RIZTIERT
B

e Cl/CD /N1 751> (Cloud Build. GitHub Actions F)h' 7 FO1 93 &
=%

[ S

o H—EXMTIERZZZET S Z(impersonation)

W ABDESRITHEVDDRA ST, TBIFEEIC service account
key ZEC>TER T E 21 1E. BEEOVICEAANTZRS T B RE L THIEHN
TERVEH BICHRETI. ABICIEBESOI—F— 7AU M 2fEHE.
MBS service account impersonation ZEFRIL £95
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service account IE TV NIL(ED) TH B EREFICUY =X (@h) &L
STHEHUEZFBEEFT. LN STED service account % fiE 5 # [R
( roles/iam.serviceAccountUser )1 & TZ®D service account B FDIERR (F 5
INO—IL)1D2BERBHHD. CCHRBDBHRHEESEFATI,

1-2-2 service account D{ERL - TXN{L 52 0] (default service

account Z5¥) [1.2]

1’Eﬁmet gcloud iam service-accounts create TY.aan]ld2BEH B _ =
REICXRILE T

] =03 i
service account [ICA=JL | ZD SAHMEIETEZH Oz IkT
Z{3I3 roles/storage.objectV

iewer % SA|Zft5

service account ICX¥93 | #ENED SAZFERDH a—H—IZ
A—)Lz{17% roles/iam.serviceAcco
untUser (€MD SA &L T
V—RZEIHT).
roles/iam.serviceAcco
untTokenCreator (5283
AR ZRITIT D)

default service account(BEEDH—EXTHIUB) IIRFIEETY,
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BEE SA

Compute Engine default
service

account( PROJECT_NUMBER
compute@developer.gser

viceaccount.com )

App Engine default
service account

Google APIs service agent
By

XFRDE I organization policy ICKBFHH T,

EXEDIER

i J=waAn R 7 N0
Editor O—JL

[ERICHRUVERR

H—EXDORERENER

RO 3t

BEER VM MMEE SN B
b m Dk il =37 vy e - 38
FRADORIVER SA Z{F>
TVMICTEYFTS

il

BIBUGHT LY — B2
‘N

® constraints/iam.automaticIamGrantsForDefaultServiceAccounts %

enforce 3% . BXE SA AD Editor BENTSHLLEE S

® constraints/compute.requireShieldedVm «

constraints/compute.vmExternalIpAccess LT VM ODXEE %KD

e VM {EREEFIC access scopes %z lAllow full access to all Cloud APIsJiZ
L7 7272 L access scopes (3 LWMEHEATUAM O—=JL TR DH
IEE. AENHFT D5 IEEDHIRDIEVEHED

#E3h1k (disable) LHIFR(delete) DZWVVDHRBHONETEMLIE gcloud iam
service-accounts disable CBIEEICh—UVEITZIEHOSN.TICREET,
HIBRIZ30B AR5 undelete TETXIN.BEHTHEDELTHRED
ID(unique D) B E bH B3 H . IAM N 14 > F 4> FH

. O THED BB ERITY, LAt oT

MESTUVWRW SA ZIED TV EDFTO BV IIBEDE—FISHIRTII S

<EHILTT,
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KREH SA DKW LICIE.IAM @ service account insights(Policy
Intelligence U)—EB) C activity analyzer (%%EEEEE%XU)%@L\&TO

1-2-3 service account DF:E [1.2]

V2o

BRIERR

SADRIDFRL SA ZHRETES

F—DRH

SA D1ERY - BBIERAEF L

SARTAT UMD SEDNS

WBEICLIEER
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R

BEZCICSAERTA(1T—o0—R
1SA).Editor/Owner Z{F 1370\
Recommender MIZE TS

roles/iam.serviceAccountTokenCreat
or OIF55h%EBIRICEET S, CNISHE
P[RR ROFEERZOHD

F—ZES BV IEBR5REBIC

organization policy
constraints/iam.disableServiceAcco
untCreation .
constraints/iam.disableServiceAcco
untKeyCreation .
constraints/iam.disableServiceAcco

untKeyUpload

constraints/iam.disableCrossProjec
tServiceAccountUsage DFRFREIEE|C
%>

VPC Service Controls DFERAIZE LA
8. Access Context Manager TI&ftt %k
E5NE)
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1-2-4 service account key DfRE - E5 & - FIA DMH [1.2]

user-managed service account key(1—H—EIRDH) 3. EXNEIRED
BUMZER(JSON) T, CNARNB EBAMICED AT TATA 28R
SENSNFTLGitHub ADFRIOZY MBI A ERTY,

service account key %3 2 B5EIEHL

1 YY—=RICSAEZTFHIVFITD
VM / Cloud Run / GKE, X% 7—% H—/N\—h 5@k —o >
2 Workload Identity Federation
HER - b S0 K - GitHub Actions 2
3 service account impersonation
AR - B —EZRN S, BEBEOVICHENMED HED
4 service account key(R&DFER)

BHHROZWIER, FUNIZEANICE-BSNS

BEFEDLIZEF/LHEVESOEER
AR Y ¥ —TBIEZIE. iam.serviceAccountKeyExpiryHours TH&&i% LR
Secret Manager ICB< . O—7— 3 VIEH UL WEZE>THSEHWEZHIR

Google-managed keys (& Google "EBIO—7—¥ 3> UL, UV O—RKRTERWZHHRMN,
TRRROMEISROHIBRTH > T SA DHIBRTIEAEL,

1-3 service account key %z &t T 1B 5CIBEAL

BRIBALIZRDEEDT HBRTIICDIETI LD LOFEIENZB5 TN
DERRICEDET,

1. DY =ZRIC SA TRy FI3(VM/Cloud Run/GKE) . BEIFAE, XX T —
R —N—ho5EHN— U HEIND

2. Workload Identity Federation (%38 ftt 5 K- GitHub Actions
%) BIFFE
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3. service account impersonation( AR5 —EZXHS) BIFFAE
4, LS LTHEERIBEDH service account key, 772 LB ICEIREY

3

REEOTZZFRVEEOEERTT,

organization policy TF—1EZBIERLEICL.AIADTHILRZ/TOP
TUMEITEFRI TS

constraints/iam.serviceAccountKeyExpiryHours CH¥—DEHHARI D IR
RIS
#|X Secret Manager [CEE. J— RFPAX—J(TEBHIA TRV
EHNICO—7T—23Y33F LLWEEES — B2 — GLEZHIBR.
DIETHEFLEID)

B5%: Cloud Asset Inventory & Policy Analyzer TRRO—EZELD.
Security Command Center @ Security Health Analytics D& I8
B ( SERVICE_ACCOUNT_KEY_NOT_ROTATED « USER_MANAGED_SERVICE_ACCOUNT_KEY
F)TERRA TS

Cloud Audit Logs @ google.iam.admin.v1.CreateServiceAccountkey |
7o—h%ZRS

TRREF DN S EDHEIBR(SA DHIFRTIE B V) B2 HE ILZDIL T
v JLISBNREICBMIC 2D

74 $ Google-managed keys(Google BEIRMDH) |£.SA ICEBHTHOE.
Google EEIO—7T—>a3>Y L F 9. C65IF ATV VO—RTERVEH.F
WOMRICHEDEFE A BAO—T—23>ENTVRV VWSRO
RILEIC user-managed key T,
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1-2-5 short-lived credentials(¥2HAERGEEER) D EIR CAERL [1.2]

short-lived credentials((2HAEREETEER) (3. BRNHAR A\ &> ~ &SR D b+
— I T BERSARVERETDOFLTY,

B fAIcESH HEDFH

OAuth 2.0 access token | Google Cloud API OIS | BEE1BSRS(RA12BSRIET
HL R > —TRERA])

ID token(OIDC) Cloud Run/Cloud 1B
Functions/IAP TIREZN

TeTYRRA > MADEREE

self-signed JWT —&B API ANDE#ERE pslisii
signed URL / signed Cloud Storage ND—BfH) | #5%E LI-HEAE(RATH. #
policy document REET7IER DFEFHICELD)
¥ 17 & IAM Service Account Credentials
API( iamcredentials.googleapis.com) D generateAccessToken N

generateIdToken . signBlob . signiwt Z W EF 3, M O H L AIC I

roles/iam.serviceAccountTokenCreator HMAE T,

constraints/iam.allowServiceAccountCredentiallifetimeExtension (& 777 2
A= DF 7z 126M E TEILT C EZFF IR > —Td. REREN
YFDDIEVETH RETBIFERBFOREDHRUSB7-0 BIETIE
RELEEA

1-2-6 Workload Identity Federation M##Fg [1.2]

Workload Identity Federation (. #Z3® ID 7ONAAHEITLIb—
27>(OIDC/SAML) % Google Cloud DFEHA— I NIRRT AT,
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AWS. Azure(Entra ID).GitHub Actions. GitLab.Kubernetes. > 7L
@ OIDC IdP 72 &h 5. #7: L T Google Cloud IC7 VX TEET,

BRERIFRDEEDTY,

L33

workload identity pool

workload identity pool provider

attribute mapping

attribute condition

¥55%

i

HNET—2oO—RID DAN, O T
kLA

BB 1dP &£ DIE%E.AWS / OIDC / SAML

NE~—o>DIL—L—

google.subject . attribute.xxx

CEL TABRM 2B H: GitHub DFFE
RIS -BETZVFDH

@ principalSet:// ZEHJY—IfF
5 (direct resource access). @service
account Z impersonate %

attribute condition DERFTHREE TY, 7RI GitHub Actions 5D
T A%EZT5% S assertion.repository == "myorg/myrepo” DK%
HFEHTANE T, CNHEV . GitHub LOEZDOVRS ML SB1HD
Google Cloud ICANTLFVWE I HBRDOIBERHVTVEINLZELTH
WBORBIEIF.CCZB5HDNZNTT,

Workload Identity Federation for GKE (& . GKE @ Kubernetes
ServiceAccount(KSA) %z Google @ service account £7zIZE#% IAM 1)
SINIVICHRD T BIEBETIIERD / —RDAET—R F—N—BHT/—
F® SA % Pod HMEWVWEI I IE. Pod RIDMER D BEEN TITRULVZ®HERD
T UTRRYE/—R7F—)LT Workload Identity #B%MtL L.KSA IC7 /T

o ITERES | | V7L | B# - BkH - AZBFRRLE
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—>arEMFITEZDONIER TI,GKE @ metadata server 1% 3 (GKE
metadata server) bHETEMICHED XTI,

1-2-7 service account impersonation DEIE [1.2]

impersonation(%DF XL 1ERERA) (£. H DT> /NILA service
account DIERR TIRIET LA T,

service account impersonation &EEO—)L

mREIL-7 | 03 BIEIRD SA .
[ (A—H¥—FhoVh) (AEFT 70O H) FEVY-R

SA DIERTIRIE
[ roles/iam.serviceAccountTokenCreator ZHFE&E VI —7IcH59 % ]

A—JLORX5
roles/iam.serviceAccountUser — SA U Y —XICF7H v FLTE}HNT
roles/iam.serviceAccountTokenCreator — SA OEH N —U V% HiTI 3
roles/iam.workloadldentityUser —— #8 ID / KSA B’ ®dD SA Zf&EhD %
roles/iam.serviceAccountAdmin —— SA BADER - Bk - IAM Z58

EEEOJITIE authenticationInfo.principalEmail &
serviceAccountDelegationInfo OMAH%% 2

impersonation chain [FIEETE 2H, BENMRWIEEEBIDEHL WeH1RICED S,

1-4 service account impersonation £Bg:EO—)L

gcloud storage ls --impersonate-service-account=deploy-

SA@PROJECT.iam.gserviceaccount.com

FMRIFRDEHDTT,
o BHNAFE
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o EEEMJICTHEDZD SA ZEDI-HIHTERD
( authenticationInfo.principalEmail & serviceAccountDelegationInfo D

m77)
o ERZ—RMNICEDBZILITLDOT. BRRERZRIETITET

EEO—)LOXFHSEE T,

A-iL TEBCL

roles/iam.serviceAccountUser FDSAE))=RICTRYFLTEDT
(VM 1ERESIC SA %18 ET 25

roles/iam.serviceAccountTokenCreat | £ SA DEHIb—I & HITT3(EED

or impersonation)
roles/iam.workloadIdentityUser HNERBID / KSA DY ZED SA %1803
roles/iam.serviceAccountAdmin SA BEDERL - BIFR-IAM Z&E

FEREBENEBAT TOCTERLSICLIWVWH EBDEVER % B RS-
FKBVIEWSEHICIT EMIERD SA ZIED. AREITIL-TIC
serviceAccountTokenCreator % {313 T impersonation IEZ3DNEED
ZRATIIHIC—HMEZROIZVWIBEIE.REID Privileged Access
Manager Z#AEHE X T,

impersonation chain(ZEEFx—>) HRIEETTHBENREVIFEEH
DEELLAEDET, --impersonate-service-account CcHINXYIDTEEFT
—VEIBETCETE IR LIZIRICBODZDDEZL T,
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| 1-35R5EEIE [1.3]

1-3-1 user account @ password and session management

policy [1.3]

Admin Console TERE I 5EE T, Google Cloud @ IAM TiE7%< Cloud
Identity lIORETHEIRZIHIZET,

RE

password policy

INAT—ROBERE ST

Google Cloud session
length(tvyavR)

web and mobile app
session length

HEREERFI(OV) B DB

AE

&/NBJRAR(B~100XF).
SEE DR (enforce
strong password). 55
DRI BZEAR

xEIOJA VI EEEE
R

Google Cloud O>V—JL+
gcloud-API ADEvYvI 3>
DB EREERER. 165 ~24
BFRELL 7 IS FRHEARR

Workspace 7 FUD v
=

HPIC LI RA BREEE
ATES

ARR

SSO Z{FE>TL3IBA.
Google AID/NRT—RR1)
>—(3SSO ZINATINRTD
THIMMIUDZID L

BERVKOTH

MEIOCTIMICREL
Google Cloud session
control £ LT Admin
Console @ Security h'5

B
ax ke

Google Cloud otwv 3>
CISRIERE

2H—BICET VRIICE
CTHIT3

MEAREH IV —ILICHEIERLTHREL TV EVWSIBEDOE ZIE
Google Cloud session length Z58<93 3. IAMO—JLOREL® 25V
B DOMEZBSFERTHD. CORMTIFREFICRDEFT,
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1-3-2 Security Assertion Markup Language(SAML) & OAuth ®

57E [1.3]

Zokal

SAML 2.0

OAuth 2.0

OpeniD Connect(0IDC)

FAD-HDHDH

©EmEFDFREE(SSO0).
XMLAR=XD7H—3>
Z|dP H*EH LT SPICE
E

RAIDEE. 7D 2—
Y=o TIYV—XIC
TIHERTBIDDR—T>
=133

OAuth 2.0 ® EICHEESIN
“5REED/E, ID token %R
+

Google Cloud TOfELFR

third-party IdP & ® SSO.
Workforce/Workload
Identity Federation @
SAML 7O/ &

TTIUDSD APl 7O R,
service account METEE.
OAuth client DfER

Workload Identity
Federation.IAP. Cloud
Run D85

SAML 3R EDE & . IdP @ Sign-in page URL. Sign-out page URL.
change password URL. verification certificate(Z &R EA D A&
SEBAE). £ LT SP {8l ACS URL ¥ Entity ID T9,IdP | Tl NamelD %
Google DTZAT) X—)L7RLRIC—HRIEIRENHDFT,SSO T
A4 TEZN . A—H—DEONSBRVEEHOLNZIEVWSIFRESDRA
I&. Z®D NamelD & Cloud Identity LD X—JL7 KL DR —EH GCDS
IC&27OE 3= I RNTY,

OAuth DEETIIREZHIZET,

e OAuth consent screen(E=IEMH) % internal (BRI DH)ICT B L.
NI —H—IFEBR TEAW

e API controls(app access control) T.H—R/N\—7« 7TUH
Workspace/Cloud Identity T—2A\T7 7€ X9 3 & H % EIEEHFFA]

o ITERES | | V7L | B# - BkH - AZBFRRLE
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HICTEB(trusted [ limited / blocked)

® constraints/iam.restrictCrossProjectServiceAccountlLienRemoval RrECE

AliC. OAuth client DR ZBEER ) > —TMH I 2 ERHH S
e domain-wide delegation (3 OAuth R J—BA[ THFRI T 5. JEL\ X

d—T7Zz5Z 70
1-3-3 2-step verification(2SV) DRk Li&H! [1.3]

2-step verification(2ERPEEREE) l& Admin Console THE#ERPT V)L —F 8
ALICRHILF . ARXDRE IZXDIETT,

A T UMk f&Z
security mRHEL YT AUV MIIERE,
key(FIDO/WebAuthn, Advanced Protection
Titan Security Key) Program T&E(5#1L
Google prompt =1 RSB ESREHD
Google Authenticator & 1 751> THEZS
dD TOTP
backup codes F MERBFDIEE . Z2ICHR
s
=)
SMS | BFEiEE &L SIM X7y 7188\ A5HE T

ATURTIEEDL W

SEHIDERFF TITRDIETED o

1. £ enforcement & A7 avIC LTEREE T (BRI HAR =
enrollment period %% 7€)

2.NITN—T(H—ERBT7HVVE)ZATTS
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3. EXPERYIC enforce NEYIDE X 3451 OU H55CIC58HIT 5
4. super administrator |Z{3& security key Z#ZEICS 3

5. iR A—H— DT Z5E<T S

—ZRpa1—4—h 2SV %= [@E L TW I FERDEZE L. SSO ZE->THDER
SEDS IdP ITRE LTV S H . enforcement H5% Y OU ISBAINTULWE
WHD2 DT RIEDHZEDIEMRILTIAP 8T MFA %3849 31T, IGoogle
Bl 2SV Z3&HIT 1721 F TIFBRLEE A

| 1-4 ZAHIEOEELRE [1.4]

1-4-1 IAM OEFIEE [1.4]

Google Cloud @ IAM (&b (principal) IC EDO—)L(role) = EDUY
—2ZT(resource) 1 £ L\S allow policy(IB#: IAM policy) DEE T,

B

principal

basic roles

predefined roles

custom roles

allow policy

o ITERES | | V7L | B# - BkH - AZBFRRLE

nE

user. group. serviceAccount.domain.
principalSet:// (federated).
allUsers. allAuthenticatedUsers

Owner / Editor / Viewer, [53 E¥ 317
BTREDLZV

Google AR LRGN DBEEREDO
=L

MERRZERICES AR FEETOC Ty
MIEERO—>F XT—
(ALPHA/BETA/GA)%1%FD

Y= DERMEIND
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B

deny policy

nE

BT DEZ.allow KDIRV R 74)L
ATOJSTUMMIfITS

allUsers (FET¥H) L allAuthenticatedUsers (Google 7 h UV hZiFDFHT
B)IENBEEBL X9, Cloud Storage /N7y hAD allusers 5 (31ER

wmoR DB L DT,

constraints/storage.publicAccessPrevention <\_’_

constraints/iam.allowedPolicyMemberDomains TECDHWEATY,

1-4-2 privileged roles & separation of duties DEIE [1.4]

separation of duties(BFE DD E) (3. IANTRITI AR /EEIOMA
R VERETTY,Google Cloud TOREFZEIF T,

DEELEEVDHOD

OJDEME CHE

ROEEE Y BONBE

REDOEEE )YV —ERE

HER)—OREEL OV NER
&

o ITERES | | V7L | B# - BkH - AZBFRRLE

RE

AJR7OY I ED T,
roles/logging.viewer (IEEEF—LD
HoT— VO —RANZIZEFAHDH

roles/cloudkms.admin (S8%1E3)&
roles/cloudkms. cryptoKeyEncrypterD
ecrypter (BZED)ZRF—LIC. EEE
ICHESLIRIEIERRZ 5 2 750

roles/billing.admin &
roles/resourcemanager.projectCreat

or =13

roles/orgpolicy.policyAdmin ZE{E
DHNFZDRX F—LN
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ot { AL 2Y0) RE

FyhT—UFEE LT —O—FRARE Shared VPC ®7RZ+ AT T UM
roles/compute.networkAdmin . —E
27Oz oMIE
roles/compute.networkUser @&+

roles/cloudkms.admin H'HEDIES{t - ESEZTIHBWVW CIFEHDOMEB T,
EIfRIC roles/iam.securityReviewer (& 1AM d’i"JD—%Eﬁ,I}T:HTZEE’C:éi
Hho

privileged role(Owner. Organization Administrator. Security Admin .
Billing Admin. Folder Admin 22 &) IF RD XS ICI/RWE T,

o BEATIEBLIN=FIHELAN=—9TZANETOCATEEY
)

o ERJ5TIE%EL Privileged Access Manager |[C &3 —BHf5(ICBE
#}z3

¢ Cloud Audit Logs T{J 53&1E( SetIamPolicy )ICT77 57— b Z5RS

¢ Security Command Center D& H 18 B T@EFIMERR Z MR IZ 5L
HY

1-4-3 1AM ¥ access control list(ACL) DFEFREIE [1.4]

Cloud Storage ICIZEEBIC ACL(FZZEAHIFEI R F) D IAM & —&E
ICT7 0 AEFETECLEVWETACL AT TV MEAMATHEIAM &lE
AR BDTIAM EFZRTHRBEOTIELREDN DS BV EVSEE
romEEEAHFET,

1EfZ(3 uniform bucket-level access(3—BNTYRLARILDTIER)
EFEMELTACL ZEMMELIAM IC—HRIL T B ETI AR S —
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constraints/storage.uniformBucketLevelAccess Té*i‘:gﬁ%”f RESED

B VLT3 AR
uniform bucket-level BEEIC TR E BEE A A Bl BIEHS0BURNESTT
access(IAM M &) ICHR3 ICRE % UBEIFRA]
fine-grained(ACL #F) AT OBMTRRD MEBR DA RN T H B,
HBFICREIHVWEMY signed URL TRETZ3
ZEhB L

BigQuery TH. T—2EY b/ T—TILATLARIL-FILANIL O 77t ZHEH
HD.% L XNJIE policy tag(Data Catalog / Dataplex Universal
Catalog 0)97) c roles/datacatalog.categoryFineGrainedReader DEAE
HETEHRELF T, Cloud Storage M ACL & BigQuery ® policy tag &
RETEIBRBFEDNEZ2OT HBECICEIEBLTEETET,

1-4-4 1AM conditions ¥ IAM deny policies Ic&3 {15 [1.4]

IAM conditions(RAHHFEO—ILFE) X CELRAAED SR ITO—IL%Z
BMCLET,
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IAM allow policy & deny policy O#EH

organization allow policy (&HNE THEE
: v | THTHBRTE R
folder ) o
L J deny policy (& organization /
v ~ folder / project IcfF1+%
project exception principals TERA &
v
VY-
L7 & 2 DFFHTEIE

1

1

1

X 1. deny policy IC¥7z2h — HichIFIES

: 2. EBDEZHD allow policy THFAINTWEH

| 3. VPC Service Controls OER%Z 2 TR

| 4. organization policy W% DigfEEFTH

i 5. Access Context Manager @ access level %z g H

"Owner > TWSDICIREETERL) OERFIE. VPC Service Controls DER,
organization policy ®#l#J. deny policy. access level "—%. APl B{&HERD.
D52,

1-5 IAM allow policy & deny policy ®shEH

RN £ Bi&
request.time request.time < HRRGEIT7OEX(FEEa%E
timestamp("2026-12- E.BEMW)

31T00:00:00Z")

resource.name / resource.name.startsW = 4 FEVY—XFEFICKS
resource.type ith("projects/_/bucket
s/prod-logs")

resource.service resource.service == H—ERENL
"compute.googleapis.co

m
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FRE il A&

request.auth.access_1 | Access Context Manager | 3EHETT®D IP-F/IN1 AR
evels D access level TR

FUEZHR—bT2DE—HOH—ERICESNZR.ELTEEXO-I
(Owner/Editor/Viewer)ICIBEEFZFIFESNBEVSEH5[>HNF T,

IAM deny policies(3EF RV =) (L. allow LDBL L THEREIEFTL X
ER

o BRI TAIA - TOTTIMMIMITR(IY—REMTIEERW)

¢ denied principals.denied permissions. exception principals. &
& U CEL @ denial condition 1>

o :FfMEILdeny D1 DTHEENIFIES 1. BN THALT allow =37
5HEE%

o 1EPRIF service.googleapis.com/resource.action DI TEL

ﬂﬂﬂﬁ"] 733@5\:\?)"[‘33 r:‘f‘ﬂ%{?é{$1 iam.serviceAccountKeys.create %Eﬁ%%?i’
TERVEIICTENNREERF—LIZIFAISNCT BT allow policy Z
HLTEZDTIE. LMD SOMEPTHR IO I MIBRETERVW O,
deny policy D IEfRICAD £,

Cloud Storage @ bucket IAM IZH1Z T deny policy ZZhh 2 Z & T.
TNy MERRAREICTESH. COMBMTITHED A TET AL ELo R
ZEMHMZIENET,
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1-4-5 organization / folder / project / resource L XJLT® least

privilege [1.4]

principle of least privilege(R/JMERDRR) OXREIF FEED LTI

I3 2Hh DHIETTY,

FTELAIL

organization

folder

project

resource(/N4y b .~ E
w2, Pub/Sub. BigQuery
TR YhE)

BY35E

SHHEEE -tFXal
Ta4 F—L

( roles/iam.securityRev
iewer .

roles/logging.viewer )

BB - BRI (A2 /1REE) B AL
DIIEHER

IFrAEDT—o0O—RIE
PRI C

BEVY—RIETORET
7€X

a7

C CIC Editor {3173

ABEIAINRICHEEEI I
— 7233

BAICEREMGITS

I TIELFFT resource
TRBS 93 BhiEw)

BRIIMBEOHT. FUTREIITEE A NI REEDOHETY, 77
JLAT Editor Z#MA L TWA 7OV TV TVRHED AL ITHRARDISE
LW Ea. 7Oz hoD allow policy Zfi>THEE K T, deny
policy " ENDHFEZDHDEATLAHBDEFE A

HRETFIEC LTI . OT—7O0—REMATIOD I ED D OWERIZY
L=+ 3 @ predefined role TEDZHHERL.EDRIFTNIE
custom role @& A4S EF 5 TR EH Z1k5 ®Recommender T:BE!
MERR & $E 5 AYICHI 3. DIBET Y,
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1-4-6 Access Context Manager D8R [1.4]

Access Context Manager (. access level(77EZXLARIL) &S TG
TTDFRMGIZEERT DT —EXTY. EHE LT access level I&.VPC Service
Controls @ ingress/egress JL—=JL.IAP DAY TF*A+ 707 7%
A.IAM conditions N"S5BBEIN X,

access level DFEEHE RE

basic access level 1% % AND/OR THEL IP
subnetwork(CIDR). geographic
region(E). % E7: device policy.
principals(Z—1'—+SA)

custom access level CEL X TN EEih g 3

device policy Tid.screen lock DER. X kL —L DIES{L. 0S DR/
N=Say LEFMET /1R, endpoint verification IC&k 3 FEREHT
NAR BEEZEFICTEEY, Chh' Google D BeyondCorp(zero trust)
DERETY,

MM VPN Z&BICE T R ER DS DAEEI VY —ILICANTZL ] &
WS EHF X, VPN(E2Z: Cloud VPN %#3E 3 ) Tk % <. Access Context
Manager @ device policy + IAP TfEZE &9, _ C|d Professional #x T4&
HOEEHHITTY,

access level | organization A2 @ access policy ICfE L £ 9. B2 &
@ access policy IF1D2(XRA—FFERVS—THANZENS)T.
roles/accesscontextmanager.policyAdmin ZIF DBEIBENBIELE T,

o ITERES | | V7L | B# - BkH - AZBFRRLE 38 /54



1-4-7 Policy Intelligence ®i&EH [1.4]

Policy Intelligence (3. 1AM OEEZ B[Rt - RELT DY —ILBETI €
NENAZZEZDT=HDHDHI=XFLET,

Policy Intelligence — EDYV—ILHAIICEZ S D

Policy Troubleshooter ] BREZDOANITIERATEZ(TERV)DH
[ Policy Analyzer ] ZDERZEF->TWDDIEHEHL
IAM Recommender BEIOHDEFEANSBER LGOI ERDIRE
Policy Simulator 1 HBAY ZRICBED TV ADENRWARE
Lateral Movement Insights ] SA ZEBRAUERFAOEEZRE
[ Activity Analyzer ] SA - BOREFABKR. REROWMEIL
EBOHN

Recommender D12Z — Policy Simulator THEMRER — BHE —
Policy Analyzer TEE%RER

WEBDEAT B, FELTROIEHD. RUThOEECH S,
1-6 Policy Intelligence —— EDYV—)LAMAIZE X 5 H

Y=L ERXBMHWV

Policy Troubleshooter MBREZDANFZDOVY—RIZTIEZATE
B(TEHV)DD I HTeoTULD
allow/deny %%

Policy Analyzer(IAM policy analysis) TCDERZF>TVBDIEEEN I TC DA
ATV ERTERN I 2B ETREY

%)
IAM Recommender(role BEIOHDEFERICE ST BRLO-I
recommendations) ZRBRETHT
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V= ZEZBEV

Policy Simulator O—-IZEZBERATIEICOAEEDTIE
AHMENB WD EAREES

Lateral Movement Insights 7OV METSA ZERLICERRAN
AIRE IR ZRE T

Activity Analyzer SA-BOREFIBBRRKEE B 5. KMEBDH
EHILICEES

EFHE DRI Recommender W13 — Policy Simulator TREH —
W — Policy Analyzer THEERER. T TWERDBERATIITFEET
2NJZHCIBREFICAEDET,

1-4-8 group ZiB UT-HE[REIE [1.4]
IAM IZAA TR BTN =T I(FTBDOHRA TIIERHIF3IDHDE T,
1 2 RERHCIIL—TDOAN—2y T RITEZNUILV(AM ZfiE5
=W)
2. BEERHITCOMERZRIDDIFHED I N IIL—TERTHOS
3 AM RUS—DNA 274 > T8O ERR(1500 71U S /NILVIRE)ISELIC
<L

FEFOHRIITRHBIEDITIN—T=ZED. JIIL—FIcO— )Lz T2 T B
gcp-prod-network-admins@example. com i~ & 7 = )L 2 O
roles/compute.networkAdmin o 7' JL—F D A L-F(nested groups) HER X
OFRCT B ERMMERD ALK R DT-D2ERIZEEICEDH ET,

ARRLLTCIN=TDF=F—DBAN—2HRAICEMTERHRES L.
MERRF DU D FJ,Admin Console THIL—TFD access settings %=
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BIEEDAICHIPRT 2D .AD/HR HRDBHEVIL—F T % IAM ICfES. &
WSERLIEELTY,

1-4-9 Privileged Access Manager(PAM)D1—X 7 —X LIERK
[1.4]

Privileged Access Manager(PAM) I&. just-in-time(#EBEREEFEIT)D
—RHNBIERERZIEM I Z2T —EXTY, & K58 R (standing
privilege) 2 %2< I HDEETT,

Privileged Access Manager Ic & 3 —HRIERTIE

entitlement(T> %1 KILX2 )
HNBBETEDD /5T 20—) / RAEE / BHOEST / ARE / BH%

v
B > 5D > grant
B (justification) Z R X T ARBED OIS = BT —Kft 5, W7 TEEIR

%R IE project / folder / organization, IAM conditions TEHAEEICKEN S
B - A - 5 - KMIETART Cloud Audit Logs [cEigand
BAIE X —)L & Pub/Sub

HABR{TZ IAM condition &D¥ID 73F
AR T7O—EBEIAMDOILHENED RS PAM, HIBR/EIF25 request.time THED S

BRESERF—LOERIIEED IAM(TIL—T45), BEIRFEIIIFREN,

1-7 Privileged Access Manager IC &3 —BFH R IERR AL

B AE

entitlement(T> %1 FILAVEK) HNBRFETERN G E5ETZO0—)L . =mKH
fE. BB (justification) DEF  AGRE E
HEEEETS
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grant(J5>k)

B AR

nE

ERO—BHT S B 7 T EEIRICKT
EXS

project / folder / organization,IAM
conditions ZHALTIYV—XDEHES
N3

HRERBE ZIBTE TE 5. ZERAGRN service
account ZEEREICTBILERDH B

IARTOERGFE AR 1 5-K301' Cloud
Audit Logs |ZEEER S D

X—J)L ¥ Pub/Sub

I—R7—2R I B2 (break-glass) 85 1)Y — XA DR E R R EE. 55
BEEADHRBRE 77X WEBAREDIIE(ZEEEE) T,

TR IR EDYID B I HEHBRDENFR T,

2

PEE IS AR E DR
MRz AR LR ET
—HRYIC

HARRARE-TV\BERESE
BICRHED%ZE

BRESERF—LDHER

1Ef# MEICHDRTVERE
PAM O entitlement HABRA & 1AM condition (&
S70O—BEEMDEEER
HEELY)
IAM conditions @ PAM TH 8], B4HICTEGR]
request.time THA] H#H37%5 PAM

BEDIAMZIL—T715) | PAM(BEIREIFIFRER)

PAM (ZNERAY ICBERISR (TS D IAM role binding Z{ED £9, 2D 7=,
PAM DBIBATHRENI VTV I ZFTIRETILEGHBHENE T,
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Terraform TEIE Y 3155 (3 IEEREY (non-authoritative) %)Y — X %z {#
S EVWSEEENHDET,

| 1-5Uy—zKEBOES [1.5]

1-5-1 folder & project Z KiRIZEICEIET S [1.5]
Google Cloud @ resource hierarchy(JY/—XB&ER) IS X DIEETT,

organization — folder(ExK10FEE) — project = YUY —2X

RIFRERDRFRAIIRD EEDTT,

FRY AE

AR SHEEBE TR B RHEMTY | BERTYS ERSIROICEDEL

3 1273:% . IRiF (prod/nonprod) - 2 & - 17
FINRTYIZERET S

AR ERZANES - {0)-“1 72 FEAM BT Ry bT7—20. OJ D
R T—IO—RXEBIRTIZOD I
2R

HEF—EZROTIOS IR RIS Shared VPC 7R R I, O 549, Cloud KMS
M. Artifact Registry &2 ¥

ERZ B8t T2 Terraform & project factory. Cloud
Build/Cloud Deploy I2&B/N1TFZ51 >,
FEETESHRL

lien(V—xI>) =443 gcloud resource-manager liens

create TERHIBRZERS
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[=RY
7OC b0 LR RN

nE

m5aiRA(f): env-team-workload )&
labels(cost center. data classification.
owner)Z#BICT D

Cloud Foundation Toolkit %> Terraform €2 —JL T landing zone(E4g)
D WS XD Professional i TIZHAFEINE T,

1-5-2 pre-built / custom organization policies DEE [1.5]

Organization Policy Service (Z. VYV —XDBEEDHDZHIPRL F75
IAM BTN TEZH 2D IR L. organization policy (& TEAIDMENSZ D

ZREDET.COEVHNRIEHTY,

B’

boolean constraint

list constraint
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BRh/E B
constraints/compute.disableSerialP
ortAccess .
constraints/sql.restrictPublicIp «
constraints/storage.publicAccessPr

evention

SFRIARTB DU R o Bl:
constraints/gcp.resourcelocations (
T —RDOFRTEMHIFR).
constraints/compute.vmExternalIpAc
cess
constraints/iam.allowedPolicyMembe
rDomains
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B’

custom organization policy

nE

CEL TUY—ZXDT71—ILRICEHZE R
BH.6: REDI S V21 TUND VM
ERZET 1 TCMEK DL Cloud SQL %

EE

¥ 2T THEHD pre-built constraint &L 9,

w9

constraints/iam.disableServiceAcco

untKeyCreation

constraints/iam.allowedPolicyMembe

rDomains

constraints/compute.vmExternalIpAc

cess

constraints/compute.restrictVpcPee

ring

constraints/compute.requireOsLogi
n

constraints/compute.requireShielde
dVm

constraints/gcp.resourcelLocations

constraints/gcp.restrictCmekCrypto
KeyProjects

constraints/storage.uniformBucketL

evelAccess
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SA ¥ — DRI ZELE

B REXAVANIAM Z(FE5ETERTS
(Domain restricted sharing)

S8R 1P %352 VM Z IR

VPC peering DEF = HIR

SSH % OS Login #RHIZ&HI( X 2T —&
@ SSH #zfEh 40

Shield VM % 3@l

|)—2 3> % RE (T — ZFRIE DR EIxT
&)

CMEK |[CfEZX 27O U2 RE

ACL ZEM{LLTIAM IC—A1L
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k9] *hR
constraints/sql.restrictPublicIp Cloud SQL ®/XTUw2 IP %21k

constraints/essentialcontacts.allo | EHIFER XA %BE

wedContactDomains

MERCHNDEGHEETI. AV —IEEETHEIN. TAT
inheritFromParent % false [CL T EZZFL7=D. list constraint (CHINE%
BLEDTEFXS LEZTEZHFINECSDNBEREZEETSZILD.
roles/orgpolicy.policyAdmin @1?55%‘1@[.,(&0??0

dry-run =K ( --dry-run OER) T EBICTOVo$3E1ICTHLERAL

e AhEE2h 1 Z2BEEOY THB TS T I ABEARICCNZETOH
ELWFIETT,

1-5-3 DY/ —XBEBIC KBTI X FIfH & permissions inheritance
[1.5]

MEDEEZFEDHFT,
PUE 3 BEDORE TITHRIRTESD
IAM allow policy £ - FLICIE TEHWV
IAM deny policy £ - FALISER TEHRWVBIA TN

TRRIMEATRE)

organization policy L — T FHERERETLESH
BER 7717 o+—ILR | organization/folder — goto_next TT{LICHIHET
<—(hierarchical firewall | VPC ®ERSNB
policy)
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AR BEOME THITRIRTESD

SRIL-%7(tags) tag [SFEBTHAEAIND TMITHOEZMITTLES
=]

tags(RY) I3\ key:value ZHBTEREL. 72N A-TOTTIL-—EB)Y
—2Z|Z{F17T. 1AM conditions-organization policy D& - 77170 =
=R =HSBBTEZMMEAH T, labels(FBE - BIEADBERLT—
B)IFRMTHZRDE oW IF T tag i& IAM TEE I N
( roles/resourcemanager.tagUser ). 77 AHMHICfER B —7 . label I£77
It EENCER £ Ao

KINT I ADHRAHEETIFRDIETHET B EEZXET,

1. deny policy (CH7=%h — HI-NIFES

2. [EBD L ZH D allow policy TEFRI SN TLEH = SNTULNIEEFH]

3.VPC Service Controls DIFFRZ WX TV AWLD = B TLWNIZIES

4. organization policy "2 DIg(E(VY —ZEHE) 257 I H

5. Access Context Manager @ access level &&= IH
CDSERDIEF ZFEICANTHL L TIAM T Owner 21> TLWSDITIRIET
ERVIEVWSEEBEDIS TN a—To 0 JREICEE TEE . B RADEE
I& . VPC Service Controls @ i& 5 | organization policy @ ##J. deny
policy.access level F—. Z LT API BEHNEZN. D5DTT,

| 1-6 FXTV1DBHHETE LHLIBE DDA [1.4]

CCETORBE . ABRABE CERSIWICERBLET . RXTVIDERMIETT7
AT T4 T+41EREE TS8R TREB 1 DAB D L TR\ E R DIT3H DN
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1-6-1 identities(71 771 7+ DIELE) LD permissions D

granting [1.4]

granting permissions to different types of identities(S XX F 4 1&E
BHOTIToT1T1ADIERTE) S ABFOBEICL - THESEEHLED

DETS

identities DiELE

HADRES

A DHmHRH(E
HA)

NEB IdP D AR

B#7—2o0—R
NERfth I SIRD
J—o0—R
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FE5EDEXS
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HRZ# I ANS

pool & provider Z
{ED. attribute
condition TiK 3

DY —=RICTRYF
T2 BEMESRN

attribute
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TTERTE
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IR OHFRR N
NERDURY

RXA 29755
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DEXTRENDIE
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R
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identities DTEE  RI HE5DEZXE AES

HETH(NFH) allUsers / [RRED L publicAccessPre
allAuthenticate vention &
dUsers domain restricted
sharing TE<
GKE @ Pod KSA + Workload Pod I T J—R® SA #fEL)
Identity Elfey2NA
Federation for
GKE

deny ZESAFTBEDOR DT HFBLBEIBLE T LN SHELT: allow Z
FIEHE LIV THEB A TR ICEF S AR WMRIEN H 51 E WS EHIZF. allow
policy DIRETILARIT £ A-1AM deny policy & X TY,

1-6-2 service account @ creating.disabling. authorizing 0O:&
FAFIE [1.2]

creating, disabling, and authorizing service accounts(—EX7 %A
7> b DIERR - ERI{L-58F]) = ERDIEF E LTEELET,

1. creating({Epk): 7— 20— R1DICDEF1 DB THEN DM B LI
F B ( svc-<systems-<envs-<role> )o VERHMERR IE
roles/iam.serviceAccountAdmin ZIFDOEBF—LICPRE L FHREICIE
constraints/iam.disableServiceAccountCreation ZXIH S

2. authorizing(537]): KE 7 predefined role 721z M ERI)YV—X L
NIV TIFE Y %, 0wner/Editor (F{FF 7AW IFICED SA ZfEHHES
EZ|E roles/iam.serviceAccountUser 7Y

roles/iam.serviceAccountTokenCreator % EHH_TE"J LCTT_I' T3
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3.8 A ARR% activity analyzer THEER S %, 90BFEHLNTLVAW
SA MR LTRVLETY
4. disabling(#E®h1t): BIBRDEIICHT gcloud iam service-accounts
disable TLEDH FHENHBWI Zz—FHIRIERAIT 2. MENH5
enable CHIEEICRY
5. BIB: EHEV R TES TH SHIBR T 2. HIBRER30BH UM
undelete AJBETEANIAM NA 2T > J DEIBIZBEEHTIE AL

MREL SAZRIEBLEEVI CEDON IS WEBRDRIBRTRDTIIHL. ET

disabling LTEIR T 3N ERTIEIHRTREMEDENED T FTIRAEEIC
BDEY

1-6-3 service account key @ usage O securing.auditing.
mitigating [1.2]

securing, auditing, and mitigating the usage of service account
keys(W—EX7Hho b F—DFIADFRE-EE - KiR) Z35BI0>TE
EBLFET,

securing({#:g)

o ERLZAABARY S —CBIERIEICL. BN ZEREHICTS

o ETE3IHED constraints/iam.serviceAccountKeyExpiryHours CTZFAD
O LRZ&REIT S

o {RE|L Secret Manager, )7 R A X—+Cl DERBZEHICFXT
=pa)r AN A

o 7w 7O—R#E( disableServiceAccountKeyUpload ) HIEHINTRICT S

auditing (B5 %)
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Cloud Asset Inventory THEBEADHEZPEIL TS
Security Health Analytics D& HIEH (user-managed key D7F7E.
KXO—T—23V)=BREHRTS

Cloud Audit Logs @ CreateServiceAccountKey /

DeleteServiceAccountKey (77 T7—hZ5R3
activity analyzer TRORKER Rz L EHON TV A VEZ
HT

mitigating(FI HDIER)

o BZEFEOTVBREEZIHLEHL.DF7H2yF @Workload Identity
Federation ®impersonation DX NICEZTRISNZD EHIET S

o BFMANTEIHUVAEIRTLICIK FROBVRBEBEERO—T—
2avERY

o FEOMENMEONI-S BODHIBRZ RETT TITI.SA TDHLDDHIFRI
KEERZETHREILIZTS

1-6-4 2-step verification @ configuring & enforcing MEZEYD
[1.3]

configuring and enforcing 2-step verification(2EXBESRSE DB L 38
) X EFZERD CEHENIEEDFT,
1. configuring: FFr] 9 2 A5z R B (security key DA £zl
security key + Google prompt), SMS [3451E OU TIXFFRI L 7R L)

2. FANDFEVWHL: HBET7 AUV N AT LEEROT7 I k. INBIE
3K service account ICEZRZBANZTHLDELTHEILT S

3. 388k (enrollment period) %% |7 T. 2 —'—ICBREZ(ET
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4. enforcing: 451& OU H'5JE(IC enforce ATIDE X 3. 2 —FICLARL

5. B RERI—H—DLR—r% Admin Console THEEZL HARR & T
ICHEET 2

6. 8IBFIE: backup codes DEEHFE L. BIEEICLD—EFRIZR
enforcement fEFROFIEZAET S

1-6-5 folders & projects ZfE>T=H/NF>ADE [1.5]
folders(Z#IL4A) DUYIDF IS IRFN DR EIRT I RO FIT AR AR %

2(F£9,

B Bis R<

RIFEBIL org / prod / nonprod ABECIEABTHRAZARE
DTFIZERPY <EZT=W
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nonprod

REIET org / regulated / PCIDSS ®EET—X 7%
general CREIT RZBEREIC T

=

TJ—rRSwT+0—20 org / common(it@HY— | Terraform X—2ZD

—F ER) / workloads / landing zone, Google ™
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WEFNOETH. common(Hi&E) 74N F Ik TOP TV EBELDHE
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e Shared VPC O host project(rv kT —7)

o OJEK O Mlogging)

o MEWIOT TN Cloud KMS)
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e Artifact Registry+-Cl/CD Z7O> ok

o AR > —-Terraform state ZEIE Y 3 bootstrap 7OT TV b
folders AD#AER S—BAIL. --folder=FOLDER_ID TITLVFE T HBIBTHL
LULBEE ZBE FIND HE% folders TZIFT EEZT T 3. LLWOSBMH EIE
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