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B1E F—ANIBOXTLDEEET(F AT 13 =5
KD 22%)

b 11 E%2UFc 2Oy 7517V R ER LR [1.1]

AETIHRSHEEFDIER (AR exam guide DEX)IERDEHE DT
TOAXIF.COZBEBICHIGLET,

Identity and Access Management (e.g., Cloud IAM and organization
policies)

Data security (encryption and key management)

Privacy (e.g., strategies to handle personally identifiable
information)

Regional considerations (data sovereignty) for data access and
storage

Legal and regulatory compliance

Designing the project, dataset, and table architecture to ensure
proper data governance

Multi-environment use cases (development vs. production)

Professional Data Engineer 588Dt ¥+ 2') T EREIX. T DREBEIZfAIH
TRBLICOEHD LE EOLHRAZEIDD &/IERD DERRIEED
ZREIVWE T TIDOKREIF HED—BETII R ESDSHENED ZE
A CEREAL £ 9. U BEDEDEZ DN REDAFBRD T XM HEREZ HIC
BEFY
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1-1-1 Identity and Access Management(Cloud IAM &
organization policies)[1.1]

Google Cloud @ # R 5% 51 (& . Cloud IAM(EDN @ Z TE 3 H) &
organization policies(ZHZHAZFIHN)DZFERTTI.CDZD%E
B2 IFIFHERISERRZIDEZXY,

i

Cloud IAM(allow
policy)

Organization
Policy Service(l
#9)

IAM Deny policy

VPC Service
Controls

5 18Y0):4

FZ o principal (2.
CDIJY—=RXT.CD
role Z5x%h\

TCOEBTIE Z
HEHIDREEZEF
R

FZ o principal IZ
&7z % role h'%
STHEBTTEH\

r[CoTF—2IE.2D
BROAANETEK
LWh

Es
523 (FEADMS5)

BL3(IBMDHIR)

allow &DBHLLT
Ei=kS

T—2F5H LR

R

roles/bigquery.
dataViewer %43
HF—LIZfHE

NEBRBNTY b Z
HfedETRLE

EFRETHIURC
HIBRRMERR = —12
BE

BigQuery m5D4
WO IRAD
A — 7=k

IAM @ allow policy (& principal(5#) - role(fIHhTZ3) resource(¥'
T) D=mt v TRLE T, principal IZI& 21— —.Google FIL—F H—
E X7 A2k, Google Workspace K X > workforce identity pool.
workload identity pool A D £ . role ICIFEAXDO—J
(Owner/Editor/Viewer). FHIEEO—I)L . AXZLO—ILO=EEHNHD F
ED

HERTOHB RO HEDTT. BAO—)L(Owner/Editor/Viewer) (& &
RICBEBWVEE XTI SV 91 &EIC BigQuery D7 —RZF &L\
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‘Cﬂ?%ﬂfﬁ@‘i roles/bigquery.dataViewer e roles/bigquery.jobUser DHE
HEHHETHHT. roles/editor TIEHD FHAFRIEEO—ILTEDSA
SEFIERO-II BNV CEEITARZLO-ILEWSIEFBRELTT,

EAICO—-IZEEDFTLEVODEEDTINSIFTY.Google JIL—TF (b
% \L\& workforce identity federation ®ZIL—A)ZFE5E L. ADHADIE
IIN=—TDAN=29v T TEEBLFI . RERIIMEHEN BRI BZVIC
IAM TA—H—%ZEBMT2IEVWSETHTIEIN . CNIZEEH ERE
HOME CAE T,

f#7& (inheritance) L3EE TY, )Y —XPEE IE organization — folder —
project = 1)/ —X(BigQuery dataset. Cloud Storage bucket 7 &) T. £
I T{FF7z allow policy (T TFMRIARTICHAINE I EIFRITEFEFAD
EOTXREFETODTIMEITHERZR DL DI organization L ANJL T
BE430IFROT HIM27O /M B TEERRICAEI LIRS
organization H folder LRIV T—E(F I} 2DHERE TS,
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VY —AREICLZHERE. 4D0DFHDMES
Y —ZKEB(LHLID allow policy ETHRITARTICHEIND, FIFEELZW)

-

project =2
. B Bi dataset
organization folder 2% - quota - IAM ® igQuery datase
N - Cloud Storage @
TERER

bucket

L

AODFH — T5ZX31 & "RUB) ZRRALEVL

-

52%EFAI0f5), principal - role - resource

Cloud IAM(allow policy) DSty

HU 2 (BROHIR). Bl

Organization Policy Service SRR S TR

IAM Deny policy allow & DESELTIEEY 2

VPC Service Controls F—IHEHURKZENT %, ERFE—I5ZHWN

HEAO—)L(Owner/Editor/Viewen) & Z IR 50\,
HRIERO—IL TR 2B 5FFERD—)o
BAlICO—ILZE#EMIFI. Google
TI—TIEREUVTADHEAD EAVIN=2y T TEERT 2,

X1-1 UV—REEICIDME L ADDHHI DI ET

BigQuery Tl IAM ORIEDHNLK A 1.1 DHFILTY,

HirE FE E515m
7O ok IAM allow policy fREE O EEE - BEER
dataset dataset LRJLD IAM(7Z | P DFHAE OB
T ZHIEIZE)
table / view table LRJL®D 1AM [ dataset R C—&F7—
TILEITRES
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R FE fESEE

%l)(column) policy tag(Data Catalog BEH) X— L7 RL R
DRI/ Z—)+ column- IFBES
level security

1T(row) row-level security(row BEEYIIESDEH)—
access policy) TIvDITRETRES

column-level security (&, taxonomy @A (C policy tag Z{ED. €D
policy tag % + — J JL @ & 1 & i+ .
roles/datacatalog. categoryFineGrainedReader % 3D principal 72 (¥ D' Z D
FZFmDBDEDNICTREMEATIINIYRAF I ZHAT D MEBDEWVA
IZ1E NULL %/ \v > afE%iEE £9 (dynamic data masking). row-level
security (& CREATE ROW ACCESS POLICY TiREE(#: region = 'Ip' )ZEEL
£7,

r—EDFEZIFRLEWVWIEWVWSEHICH LT, authorized view &
column-level security D E5ZEIMILSHF T,

Fi& il R<ISE =

authorized view 7l dataset DEa RHEIZIEEIDOR | Ea—0HiEITE
=TT R-EFHZEELE  BEXNRIMERS
D7 IERZREE W
B3, HEEITT

—JILDIERZ -

AR
authorized dataset B CTFr Ea—»h'ZVEE HIE 1% dataset
dataset T authorized 1t | OERAGEL
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column-level
security

row-level security

T R<iGE 552
TTF—JIDFEX.  RBLTILEZE | 2U0V/I-FHED
HJIZ policytag T = DREINMES ME

MERRE DM T B

TICHEETHERZE TILFTF UL dREEOHFFIXN
PR ERIDETIOH L

authorized routine & authorized stored procedure + [F U8 T.
UDFX 7O —o%IltT —ENDT7 7 A 2REBIEET,

BigQuery O7 7 & Rl RIS & FE
Oy b IAM allow policy / fR#EHERT O EIRE - BEAE®
dataset dataset LNILD IAM / BFIS & DA EE 28
table / view table LRI ® IAM / @ U dataset RT—H7—7ILIEFRES
policy tag(taxonomy)+ column-level security / #8531 -
1
Ziccbmp) X—)LF K LRIV FES
— row-level security(row access policy)/
i) BYY -3 VOFLEIFRES
ZRB2DODE
authorized view .
21 dataset column-level security
. e . TTT—7ILDFEZE. Flic policy tag
DE2—IETT—TINDF7 I ERZ2RESE S, )
~ | N -
BB (4755 — 7 L DAER A4S T THERZEN T B, FINRAF> I OHAH AR

column-level security (& roles/datacatalog.categoryFineGrainedReader Z >

principal 7213 h\556 %,

row-level security (& CREATE ROW ACCESS POLICY TifE%ZE&E T %o

1-2 BigQuery 7t X

RIE EFER
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F—EXT7 AT RDFVWBBONE T NATFAVIEATIF R —ER

THO S TEH YT DOHRRAIT, Dataflow DT —H—ICIE worker service

account. Cloud Composer [CIFFREDH —ERT7 AUV M ZEIDHTET,

H—EXTH IV FF—(JSON F—)24o>O0—FLTERATIDIE. AR

TREFWISRETI.RDODICRZEVET,

e Google Cloud @7 —o0O—F — £MD'J)Y—XI(C attached service
account ZE|DH T3 (F—FE)

o USUR-F>TFLZX — Workload Identity Federation THER ID
5D Google BRIBRICKITET S

e GKE ED7—20O—F — Workload Identity Federation for GKE

o —BFMLAIERTT = roles/iam.serviceAccountTokenCreator (=i ¥EfN

k=2 > DH1T(service account impersonation)

organization policies(fBf DR > —) I TR DR IL 1 ZIBWVWE T, T—X
ERTICHIFIETRDEEDTY,
Hl# hR EHXDEVEL

constraints/gcp.resou | DY—XE{ENZ047—>3  [F—RIZEUNSHLTIE
rcelocations CERTE RS20\

constraints/iam.allow = B#HRXAVUAANDTE | THATHIVRAOHE%E

edPolicyMemberDomains ( = ZZLE k=AY

domain restricted

sharing)

constraints/storage.p | N7V hDORAREZIE TNy RHER->TEHAR
ublicAccessPrevention HIN20%<
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Hl# R EfXDEVEL

constraints/iam.disab = H—EXT7HIIF—D RO RHEREBIENIC

leServiceAccountKeyCre  fERZZLE &<
ation

constraints/compute.r | %&B IP %> SSH DR lDataproc 75X RIZHAER
equireOsLogin . IP Z{FiF S840

constraints/compute.v

mExternalIpAccess

organization policies (& organization/folder/project D L ZICTHERE T
S BETIIMAINT I FTROLVWEEIIMAZ EESLFTHN
enforce BDFIITIEI EEZEREZRLZERNEETY,

FSHBMDEBRZLARFTE—ICTIAM TEIETZ 1 E VWS HEETYLIAM
I$EF A %= 5 X 21140 A T 2Z1k1F organization policy A IAM Deny policy

DI&BE TI.E I TVPC Service Controls THERZ5 X351 W53RDT
9, VPC Service Controls IFIRARZED T —ROREH L ZLLSH BT T,
MERRIEF—UI 5 R FEABZICEEOJZRB70HIC Owner ZJ11351 &

Ww 5 88 b T . IE L < & roles/logging.viewer &
roles/logging.privatelLogViewer C 9o

EEEMETIF Cloud Audit Logs DMHELEZIR S X £9.Admin Activity(EX
ETHEX - EM{LAT). Data Access(BIE TR, BigQuery D7 — X
D D HBERE TECER). System Event. Policy Denied T9, N C D7 —
TN EFAL D EBEHFLI-L\ %5 Data Access AJ ZBARBIICERLT
B DERDA T,
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1-1-2 Data security —— encryption & key management [1.1]

Google Cloud TIXfR7ET —%(data at rest) IZBEE THE ICEES{L S h. 5%
F(data in transit)® Google DRy T —IRNELUVANEB L DBEE THRES
EEINFT . TINSIESILZBMCT I EVOERBIIZDIFEAZ—
T HAONZDIREHDEIETIHN T

W E:

Google-managed
encryption key(B%
)

Customer-
managed
encryption
key(CMEK)

Customer-
supplied
encryption
key(CSEK)

Cloud External
Key
Manager(Cloud
EKM)

Cloud HSM

BOFRE-RE

Google HYER - R

&EO—F—>3yv

Cloud KMS Lt
ZEAEHMER - E1E

BENROEEFZ
DOTZARZCIZE
9.Google |FRE
LA

RISHNMOREE
Y—EXICEE S
iyl e )

FIPS 140-2 Level 3
D HSM Lo

fEX35HE

A6 LHR<TERL

BigQuery. Cloud
Storage.
Pub/Sub.
Dataflow.
Dataproc 72

Cloud Storage.
Compute Engine
D—ER

BigQuery.Cloud
Storage %

S IRAEDE S TR

EIEHROSVE
L

REIEHEL

EoO—7—>3
VEBRZEBH TR
&1\ TR % R
{ELTHH <L
L\(crypto-
shredding)

MEEI>IRICE
ET<BLN

MREISUREE
EZONREFTS
FRH

IN—ROTT71RE
DEEHHES |

CMEK ZZE R ETORBHAFIELHRICH £ RITFRENRIY—-IL
RCOT—>a IcBSBENHDET(BigQuery D USTILFI—23>D
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T—REy b RS BHMIGTE2O07—>3Y), . &Y —E XD service
agent( %) : BigQuery & 5 bg-<project-number>@bigquery-
encryption.iam.gserviceaccount.com ) [
roles/cloudkms.cryptoKeyEncrypterDecrypter %1?]’5-'./733\/\2:\7—'—7\)[/1"552’?3
2aTMRBLET, ICMEK [CLTc523T7h Permission denied T&53 |
EWSFSTILDRERIFIFIEFINTT,

BES{tREETHE

MEZHhEET 5H

{R7ET—4 (data at rest) [ FBEIETHICES{tEh 5, HEELEEMNICT 2, FELDBAYI—

Google-managed encryption Google B4 EL - RE - O—T—> 3,
key HHEEIENEE
Cloud KMS to#%zBEEIER - B,
CMEK O—7—>avEZEBHTRD 3.
BEENMELTHDRLTS
BEEIBOEGFEY TN EICET, Google
B FRE LR
Cloud EKM BIENTOREBY—EXICBS, SRIEFTITZ
Cloud HSM FIPS 140-2 Level 3 ® HSM Eos#

CMEK DiFE24: BIFRENRY Y —REALOT—YavIicEL, EHY—E XD service
agent I

roles/cloudkms.cryptoKeyEncrypterDecrypter Z {5 L7x\W\\ & ¥ 57D Permission
denied T%5E %,

1-3 BEStIBETER B30I RZHNEET 5D

#oO—7—>3>i Cloud KMS OBEO—T—> 3 HAETREL XS
A—7— /E/L’C%EETT AHBRESLINZDIFTIEARFTLLIAN—
TAVIIUBOESAAEONIRISEFELF I RET—2ZHMLVE
CC%E‘E‘*%EKTCL\QB\?—7»@@1’%?@2"7*)17 FOEZFELHEDZ
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T MN—2a VBN - BETIE. EDT— AR ESTILIBBH.
CNDTRFHARZBE T —F2HRICHT D 5 <T 31FE&(crypto-
shredding) L LTEX £,

TI)r—2arvEDES{t & LTI, BigQuery @ AEAD FES{LBI#
( AEAD.ENCRYPT AEAD . DECRYPT_STRING . KEYS.NEW_KEYSET

DETERMINISTIC_ENCRYPT )’ D X9, CNIXIRELT—TILOFR T BRI LIS
O TH ZESE L. BZELIEFLITIMESTTISELIICLIcL L
SEHTREVE T RERIFES ( DETERMINISTIC_ENCRYPT ) IEXBES X D £ £FH(E
BECITIN—TEDTEZ3HODICALEXD R LESXICH 2D THEE
PIICFTBL EVWSREEBIRER T,

#nix D R Tl&. Private Service Connect. VPC Service Controls.
Cloud Interconnect [ Cloud VPN hYEE (27D £, IBigQuery AD 7 ¥
T R%ZA U B—2y MERIZLT<7Z %5 Private Google Access 7
I& Private Service Connect endpoint ZE U, [F—2DIFEHLBE%E
LE&®T=U V1725 VPC Service Controls DIER #1E3. EWLWSHIDD T,

1-1-3 Privacy —— personally identifiable information(PII)®
Fu[1.1]

Pli(personally identifiable information) DIk W& . TR D13 D5ET 3
BRY -0 T D1 DUERFETRIEY 3 L OEIRBDUID AN L ELE T,

34 FLFE e

RolF3(discovery) Sensitive Data BigQuery 7—7JL.Cloud
Protection(|H Cloud Data | Storage.Datastore #EZ
Loss Prevention / Cloud
DLP)® inspection job.
discovery scan
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ExPE

3¥89 3 (classification)

=9 (de-identification)

508%9 B (governance)

FLFE

infoType

detector( EMAIL_ADDRESS
« PHONE_NUMBER <
CREDIT_CARD_NUMBER .
JAPAN_INDIVIDUAL_NUMB
ER 7 ¥).custom
infoType

masking. redaction.
bucketing. date shifting.
format-preserving
encryption.
cryptographic hashing.
tokenization

Cloud Audit Logs @ Data
Access. Knowledge
Catalog(IH Dataplex
Universal Catalog)®
lineage

e

#ER% policy tag ICRBRL
T column-level security

AN

BHEBINGENESHTE

D\

#ENV OIS Teh TR Y

Cloud Data Loss Prevention(Cloud DLP) (3 IF 7£ Sensitive Data
Protection X L\5%& T Hl exam guide £ 2L D #7114 Cloud DLP %

RRDEEXTIAETIIHMADFUFZHEELET,

de-identification DFEEBVUHRIEH T,

F&

masking(characte
r masking)

AZ93h B

XF% * BRETE A

i
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F&

redaction

bucketing /
generalization

date shifting

cryptographic
hashing

format-preserving
encryption(FPE)

deterministic
encryption /
tokenization

AZz93h

Z YRR ZHIBR

EZXEICHLDH B
(£E#5 34 — 30~
39)

BHEZEAZCIC
—EE295Y
BAENYDaCE
#a

W - X FEZ R
fcEZFBES1L

RCAADZRCK—
I

il

R

]

e SRk

R

B(@ENBNIL)

(@M HNIL)

H<IBE
BEEAOo S
RaEHT

REtomEOT—
2tk

ERT—2TRZ
AR IF RSV

BEF—LTRET
L=V

BESZATLDA
NFTYIEIESR
W

BRFYZE £ILVEZR
EHNE

HETTRICRIBDEN B DM DRIDAIKTI . RIBENHS7%5 FPE
" tokenization. R MEN 7R LR S masking-hashing-bucketing T,
TR 7 =TI CREELIEVWHAREIFREKBRVIBRSREN R FIE
(deterministic encryption A" hashing) &V &9,

B#EA) X0 DFHETIE risk analysis DIE1ZHHE £ 9. k-anonymity([E
CZER R FOEAE O EDNRE k 35 3). l-diversity(ZF 7L —FT AR DM
BES | FEEU EH D). k-map. S-presence TI, TE&ILLI-T—2%EH
EICIRELTEVDHIBTL7ZW I EWSXARTIE. s % Cloud DLP O
risk analysis job T3 D ERDOFICHEDF T,
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Pll DFEWIHEEE — B35 - 8895 - B9 - /IS

RoW3 By LRI D
i nEI3 o "
discovery > classification > de-identification > governance
Cloud DLP & . masking. Cloud Audit Logs
. L infoType detector o
inspection job tokenization @ Data Access
BIFEORNORE — "HETRICRIVDENS DM
RIDELSS RYBEDZWN
format-preserving encryption. masking. redaction. bucketing.
deterministic encryption / tokenization cryptographic hashing

MRF =TI EFEE U IEWHEEIFRBEZ <RV &S RENLFE(deterministic
encryption »* hashing).
AT —EHEELLBWVWERS, EERAHFIO Dataflow BT de-identify 93,

1-4 Pl OFRWVIZHERRE — RBDOI1F7%- DT %R -5

NATZAUNDBHABFBHEONE T IDIAAHEFICFET %5 Dataflow
D 7> 7L — bk (Cloud Storage / Pub/Sub »*5 Cloud DLP Z M A T
BigQuery IZEZ <) Z B L\ RFRICEE T %5 BigQuery M column-level
security & dynamic data masking #fEW\WE . ETF—2E—EHRELE
SBWEWSEHRS ETIAAHBID Dataflow ERFET de-identify $2DH
ME—DIERICEDE T WICTEBEDHET —RIEIFEFLODAEICIE
REBQWIBRS ET—RIIFIBR I N dataset ICES. D EICIE
authorized view h* masking F&DF|Z BE £,

1-1-4 Regional considerations(data sovereignty)—— 7—42®
FRTE [1.1]

data sovereignty(T—2E1E) &[T — XD EDE - HIFDED T ICEHN NS
M ORETREEFR CIBBFRE T I RATROD=2Z T TEZREXT,
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B FLRHEIFER

RESF BigQuery dataset ®O4 —>3>.Cloud
Storage bucket O7—>32
constraints/gcp.resourcelLocations

SLIBIZFR Dataflow 37® --region & --
workerZone . Dataproc ®J—32
BigQuery >3 71O —>3>

TR VPC Service Controls. IAM D& 14
( request.time . 777tEXLANJL).Access
Context Manager

EBEREDT7IER Access Transparency.Access Approvals
Assured Workloads

BigQuery DO —a i RAIIER X2 REEE T dataset DO7r—>3
VIMERBICEETEFEA- VIV . BEBTEIRTO dataset H'FEL
O7—2aYIlHBIBBICEITRITTEIET . US O dataset & EU D
dataset zBE—D I ITUTHER T2 LIEFTEEFEABTHEIS BigQuery
Data Transfer Service @ dataset copy #'. Cloud Storage #& HH @
export/load Z{ELE T,

TEU DIEIAT—2% EU AANHLTIEBS RV EVWSEHEDHIES DT
Y DEBDEIKICRDET,
1. dataset & bucket % europe-west1 HF®D EU O —>a>vIlE3

2. constraints/gcp.resourcelocations % HE#E/ 7 AL A IZEREL.EU LUAC
V== ENR<T 3

3. VPC Service Controls DIERZ{ED.EU 7O I B SHANDT—
2FEH LA ERT 3

o ITERES | | V7L | B# - BkH - AZBFRRLE 22 /52



4. CMEK O##%H EU O —>3>® Cloud KMS F—1>JIZE<L

5. BE755 Assured Workloads T EU EIEE D ADEF (data residency
+ sovereignty) Z3&HI 93

TILFI)—2 32 (US.EU)— a2 (asia-northeastl X)) DiEWVVH R
ONFI.VILFI— 3V AELEL BigQuery TIFTILFI—T3>
RTEINICARICESNEIHTERICREE LI EVWSBEHICIIERFE
Ao BRERNFRE XS asia-northeastl (%Eﬁ)’? asia-northeast2 (j([‘ﬁ)%i%
V&9,

BRI

1-1-5 Legal and regulatory compliance
[1.1]

MREZMH I AR TIETEORBID R ZRDH B DI LDEHGoogle Cloud DL
DIEBETHIZIT NI D TEHONE T ARG ERZF>THECCRELS
TInEss

EFDOEVEL W= HRE

[—EHARE. IS B -HIFRTE R Cloud Storage @ bucket lock &

(WORM) retention policy. BigQuery @ table B%h
HABR & (£ 54

TEEE I g RTIRT Cloud Audit Logs(Data Access ZBERAY

IZ8%1L). Log bucket DIRIFHAR. log
sink T BigQuery / Cloud Storage N\

BEEOJZRIATNIKRV log sink 5t bucket IC retention policy
& bucket lock BIZAT T bAER

fGoogle DIEMEHEDT /X ZAIH Access Transparency(RI#R1t). Access
k- A&GEL7LY Approval(E/i#GR)
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EHFOEVEL wmr- 9 HEHE

HREIZERO I O—)LINyr—2%—3E | Assured Workloads(FedRAMP. CJIS.EU

A Regions and Support % &)

THIRER (NS NBHER)ICSZ B 1THUBR + BigQuery o time travel & fail-
safe HARIDIEfE. CMEK O crypto-
shredding

MRFHRE A BT T — 2 EHTHT Y Cloud Storage ® Object Lifecycle
Management. BigQuery @
dataset/table/partition expiration

BigQuery @ time travel I3BIET 7 HE(2~7 BTREH). €DRKIC
fail-safe HiEAY 7 HEdH D CD/EIF Google Al T—2H5%D £, MHI
BRL72IE T DT —42 D time travel TEFH B 17D BB LRHIBREKRTIE
time travel window DT & HELS CMEK ORIEEZHET . &L\
HEANTERLSICLTHETET,

AT SATURAFFOLERE LTI BBDOR)S—TRELZ > IAMT
R/MER%ES5 X3 — VPC Service Controls TR %1€ — Cloud DLP
T ZRE -#ET 3 — Cloud Audit Logs TIE#%%Zs CL\SHET
B2 EOERBEDRITTVWEIDAZRDIFPIRDET,

1-1-6 project-dataset-table D 7—*7 ¥V F &5t (data
governance)[1.1]

BigQuery O I'project. dataset. table architecture1Z ¥ 5415 HME. Z D
objective D#Z/OTIL.VIDFIFHRIER -RERR-O7—2aVimRoO=
DTREDET,
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(] fADRERH EREtDisst
project F&-quota:IAM DEEL | IRIE(dev/prod). BEHER.
BR,F(reservation)d | HEBRETHITS
DY THENL
dataset A7 —23a>DERT7IE  T—R2DE
ZEIEDE BB (raw/staging/curated/ma
M) ERXA>THRITS
table 7_;_&%0):&)0)0/\0_7__’(9 ﬁ%%ﬁﬂu%%_bsﬁj’??b

IV USRARIVIDEA | NILOFEHERES

EHETIEON FERTOERICEDPTLDHE(layer) T dataset &

RNIBRETT,

o rav*  EBDIAATEZDFFEDT —REFZTIAHINATZA>DH—EXR
THIVDIH FGZARDHT—RIVIZT7DH

® staging_* : LTI IERRILDER ANFEBIAERS LY

® curated_* : EEEADIET — R DI E IFFHAID D H

® mart_* / analytics_* : BRFICEDEEtEa—.Bl V—ILHEEBT3

IHICTAS IR ERITBHIEIE I RDODWVWTNNNIH B E T E—IC
RIBODEE(BR) . EZICREZTFINICH T WEE. B =IC quota ®
reservation ZIHIL B/ VEE . FEHICHEENE L IAM OEHRZIEIEN
ICBF WG R TI IS BIZTT—TILA B LWHS 1Tl project #5317 &
Ao

data mesh BY725%5H (3.4 TEH) TlE KX > T &Il project Z#F /-t
Knowledge Catalog(Dataplex) TH&lfTh& O Z{ED. Analytics Hub TH
BIB.EWSEICEDE T, ZZTD governance DEH L. FENT—2D
FrEEMZ)Y—ZPERB L IAM THRTZZETY,
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ERAD governance D—EB T, <IBE> <R AL V> <B> D& ICHEM
At AR A IC L TH< k. organization policy ¥ Knowledge Catalog @
aspect IC&ZEEDEE. XD label £E5HH D F<AHD £ F, label(V
Y —2XZAR)L)%Z project-dataset-table- 2372317 TH < k. Cloud
Billing D TU X7R— k5t BigQuery TOARMER XA VRICYINE T, i
51 DORMRBICHERKLET,

1-1-7 Multi-environment use cases(development vs.
production)[1.1]

FARRIE CABRBEODEIL. M5 project ICT 21 W RAIDE XTI EBH
EZDERBELSICLTEZTEIE—ICIAM DIFER D project BAI T
Y B IC quota ¥ reservation H' project I TH B . B = ICERIB(E
DITZAHERZRETIEDLTY,

SREDRIE E$3] Bl
7!l organization EEpal BRI HBOEBAR S —
VAN AN

7l folder + Il project(¥#f dev 7#ILRAY prod 7+ BRIV —ZTHILXE

£E) LA EDTIC project fITHLAITTES
[E— project AT dataset sales_dev & MERREBHRAEE IO T Lo 5
RT3 sales_prod BTIIBERER

REBMOZEDIFOA—FTRIBL £9, Terraform X Cloud Deployment
Manager TRICE a2 —I)LZZ#:E LW TEA L. Dataform % dbt TIXEIL
SQL ZIRIRZHMTRAF—<HYIDE X L £ 9. Dataform |CiE development
workspace & release configuration / workflow configuration H'@% 0.
FHAIIE B D workspace T dataform_dev_<users D&DHBAF—TICHA
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L. & FEZ release configuration M5 X7 22— ILEITT S ELWSTHEHIE
£TY

T—ROWVWBHRANEDE T AE T — 222D XFRREREICOAE—T
2013 Pll DBRR TBEIFRAI TIRDODVWITNHERVFT,

e Cloud DLP T de-identify L7 7t v 2RRREICAS

o &M T—%(synthetic data) =4 L THES

o AEDFHAENER authorized view .Y XF¥ > EAHDH| 12T
EES)

Cl/CD D& &IF 2.3 TFHARLFIH 1.1 OXARTIEdev H'5 prod ADF
BHAAFOIE—TRELNATZAVDOI—REE - LEa— - BET
FOAICE>TVWBH D B DN E T BRERK IS TAZED BigQuery >V —
I TEHEE21—%RET 51 TEKED Composer DAG % Cloud Storage IZF
T7y7O—R331EVWST R THED

ZEFTORLIELBRIL. Secret Manager ICBIEBCrDY— Ly %E
I H—EXT7HATRIC roles/secretmanager.secretAccessor ZIRIEC &I
FTE5LFI.KEMEZ I—REX° Composer D DAG ICRZEZFZDILERD
<%

| 12 fEiEtt e Rt 22 BULEH [1.2]

AEITHRS HEEHFEDOEB (AT exam guide DEREX)IFRDEED T

TOARXIF.CORBEBICHIGLET,

e Preparing and cleaning data (e.g., Dataform, Dataflow, and Cloud
Data Fusion, prompting LLMs for query generation)

e Monitoring and orchestration of data pipelines
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e Disaster recovery and fault tolerance

e Making decisions related to ACID (atomicity, consistency, isolation,

and durability) compliance and availability

e Data validation

MEFEM% (reliability) ) IEEB AW E-BE 2 & FER M (fidelity) 1 1A
TEH T 2D ELLRIFTHBEEDBLBLIETI. COZDIFR X DXFER

ZBRLED,

1-2-1 Preparing and cleaning data—— Dataform. Dataflow.
Cloud Data Fusion.LLM (C&3 2TV 4R [1.2]

T—RDHILIEZE DY —ILTRZHNE. ZD objective DERABHTI XY
YHERZEBEICANE T,

V=l

Dataform

Dataflow

£

BigQuery M
SQLT—2o7
0—(SQLX)o
ELT

Apache Beam
DINIH—D
REITEE,
ETL

4B =
F =2

BigQuery ICA
DT BRDEHE,
HRAZRAR,
assertion Z&
BT AN N—
o ER

NyFEXRY
s oERAL
DEH KR

o ITERES | | V7L | B# - BkH - AZBFRRLE

EIIER

&% SQL
TEELY
IGit TEEL
=AY

IRN)—3>7
W EDITHEH
BAEODY
7]
lJava/Python
TE<

REIEHVIER

BigQuery A d
T—RIFmR
0

Bz SQLZE
HIZIFE L
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Y= 47 "= BRI BIEBVER
Cloud Data CDAP R—Z®  /—3—R/O II—rzED ETIFET
Fusion GUIBBETL.Z —O—R3EL | FIC1TZ4#k% | Dataproco.it
STAVTER  VOZ70E  NEY—R) BHECIRE
DOYV—RITEFE | MEBERHIR =)
I3
Dataprep(Alte | XIFEMNZGT— | IFRHGIL T£97—2%2  ARELTE
ryx) REEF yOVILY BAEHNSEZR  EBRICIERE
e 7=LNg 3
BigQuery SQL | BigQuery Bfx &/IMBERROZE | Mul@AHES | KEBGKEE-
| Zr¥a—IL # LY TARHEGLY
koxl)

Dataform DI Z L AIEKXRTI,SQLX 771 JL T config { type:
"table" } . type: "view" . type: "incremental" Z TS L. refQO TTF—JIL
BOKEFEZECE DAG ABHFEN SN £ 7, assertion( assertions: {
uniqueKey: ["id"], nonNull: ["created_at"] } X type: "assertion" D SQL)
7' data validation D& E|ZR7T L. KBTI B TRZLEOHONFTIT MR
I& development workspace. &% release configuration & workflow
configuration TR72a—JLLFT,

Cloud Data Fusion (& 5> 3> (Developer / Basic / Enterprise)h'd
D.Enterprise THRWCAZERITOEEE(E R BN T4 > D)) H
HIFR SN X I, ET Dataproc 7S5 A2 EFRH L TEITI 7= BB &
RO FFWrangler LWORERNGILVI T UIARHD.CC
T =& (directives)Z /X1 TS5 VICHAHAD £ T,

prompting LLMs for query generation(LLM (C7 T U ZZ N & 3) I
v4.2 TEBININ7-5EE T3, BigQuery Tld Gemini in BigQuery (C&3
SQL & f5e 51 H K TS ML.GENERATE_TEXT ICKBITEMDERMDMER
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FIL T LDERZ=DH X F I E—ICEM SN SQL IFHT ADL
Ea—L. --dry_run CRFYVEZHERLTHOARBICHEFITE2IC.T
AY MMM T —2%ZBE 7R VW(HERS Cloud DLP T de-identify 93)
CETYEISERMIIIFRENBRD T ARBENA T A NS TER SN
e SQL ZBEELTO—REETZIF THAAA EITRICERER S E R
WOHRAITT,

LT DHEBIMBREZE EIET BFERISRDEED T,

{EZ BigQuery SQL / Dataflow(Beam)
Dataform

EEHR ROW_NUMBER() OVER Distinct .
(PARTITION BY key Deduplicate «Pub/Sub

ORDER BY ts DESC) = 1 @ message ID ICL3
exactly-once

RIBHHE5T COALESCE . IFNULL \[E3f | ParDo K CEEE(E.side
fED window %K input TBERRX

B2 DIERL SAFE_CAST . AF¥F—TEFE+ SAFE BE
PARSE_DATE . #a. KBE dead-letter A

REGEXP_REPLACE

ANBEDIRE APPROX_QUANTILES T4 | #i5t% side input TEZD
fiIs. WHERE TS Filter
SRESMORE LEFT JOIN LTNULL% CoGroupByKey LTHEl
#Z 3. assertion Ki8% dead-letter A\

1-2-2 Monitoring and orchestration of data pipelines [1.2]

F—=T AL =232 (WOAZ2RITIdh) CER(EBVTVSH - IELLDY
ISERETERPE TRO XIS TIFERERAEITEEL.RE(3 23 £5.2/54
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T/RWET,

FE

Cloud Composer

Workflows

Cloud Scheduler

BigQuery scheduled
queries

Dataform workflow
configuration

Eventarc / Pub/Sub

7.3
Y *— K Apache
Airflow, Python @ DAG

H—N—LADRAFTY TR
17(YAML/JSON)

cron

BigQuery A&

Dataform &

AR NEREf

mA<ISE

IRERIROEM. 2 D>
RATLZ XSRS
NV ITLIDES

B2 APl OE#E. 1R
~ERED, BRREBID IR
BT 0

B 73 T BHECE)

B—QU/ITUEERRITY
BIEW

Dataform @ DAG D& T
EB5E

771D NIZSH
<1

EEDEFTIE. Composer I3 ERBREDRIREEMN I II IR TT.I1H1
Bl.7TU% 1&XFT7/F11C Composer ZERD LB E T. scheduled
query H Workflows DAIERRICRD 9,120 DR R I HMKZRIRZ
BORMBRFIERBERITLIZVL %5 Composer TY,

BEROFET T AZABIDEHITROET,

o %[ (freshness): RFIL A—RDEALRAZ T EIRERZIDZE
o @M (completeness): HAfFHEUIXT T 2 RME KIBF— D
o [FHEM(accuracy): BRIELDES . EFHEDFRRE

o JIBD@EEM: Dataflow @ system lag & data watermark.
backlog(Pub/Sub DFRMEEE Xyt — % & oldest unacked message
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age). I7—X

o X RF¥vNA L slot EFEFR

Z_N 5% Cloud Monitoring D354Z(C L. alerting policy #ED £9, 04
HSIEIEZ1ES L =3 log-based metrics ZFE VWX I, SLO ZEEITZH5
Cloud Monitoring @ service monitoring ZfEL\& 75

1-2-3 Disaster recovery & fault tolerance [1.2]

KEEIADRETI. RPO(ECETDT—HBREFFIH) L RTO(EN T
DEETEIRT D) HoFEBELF T,

H—EX

BigQuery

Cloud Storage

Cloud SQL

FLRREFR

RILFI)—ar k. time
travel(BIZE 7 B).
snapshot. table clone. bqg
cp IC&BrOR)—=2aY>
JdE—.dataset
replication ¥ managed
disaster
recovery(Enterprise Plus)

multi-region / dual-
region. object
versioning. soft delete.
turbo replication(dual-
region)

BE&/\v o7y, point-in-
time recovery(PITR). high
availability(V—>3>0
A —=UUZREZVINA ),

cross-region read replica

o ITERES | | V7L | B# - BkH - AZBFRRLE

RPO/RTO DHZE

Enterprise Plus D% —
CRDRIFEEHTILA

turbo replication (& RPO
157 B1%

HA I3y —>&E, read
replica DFERKIFV—23>
pEE
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H#—EX FHRIREFER RPO/RTO DHE

Spanner multi-region #R CEEh EEMICEEL
ICHER) —2avIcEE

Bigtable replication(#8# 2> 4)+ | single-cluster routing &
app profile IC&3J)L—7« | multi-cluster routing D&
> R

Pub/Sub AyE—JRFEEETHE | seek THRERRNSHL
T).snapshot & seek i

Dataflow FIVIRAUM -- AN =22 IS B REhEE

enableStreamingEngine ICREZRORANES
W=TaViEE

Dataproc D7 EBFEIL. TR VSRR ZETTEDEY
Cloud Storage I
(ephemeral cluster)

Composer DAG %Z Cloud Storage (. | AIV—YavIlRIRZAR
RIBISHBIERATREIC TRERLHD

fault tolerance(MEE %) O FREAIG AR TIIXROETHDONET,
F—IIEZEE(idempotent)ICFBETI RLANZZEMIELT
BIBERHDPEHLSBVKSICTNUR VS ZADEL LI D £ T.BigQuery 25
MERGE IC3 upsert. Cloud Storage BSRENBRA TS TR ETI . HEZ
ICVKRBLELO—FZETHEWVWI & T, Dataflow @ dead-letter
queue(JLEBTERM>T=BER%HID Pub/Sub WX BigQuery 7—7
ISR D EDEZ T EBZIC AP BRITTIBHEICYISCETIH
MN—T4aVBATEEKMLIN—Tr>aYiEIHEDEBELE T,

MDataflow DA == F 3TN KRKLIGEDEIBIEEETY,
drain(FREA N ZEH TUIEBHRDT—2%Z7RT &t 3) L cancel(BIEEIZHE
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FVDEW E& QP update(BiE> 37 2H LVWI—RICE SR I TRE%ES|
EFR)ZXBLET NA TS DADYIEEZT-LVE5 update. IE&H T
WO T —&R%EHK =KL 5 drain T,

1-2-4 ACID(atomicity, consistency, isolation, durability) £ r]

DR [1.2]
ACID compliance & availability DL —RFATF AL —2

ELETFTRDACID ZimIcITHZEELFT,

H—EZX

Cloud SQL

AlloyDB for
PostgreSQL

Spanner

Bigtable

Firestore

o ITERES | | V7L | B# - BkH - AZBFRRLE

rSHoay

B—oa Y XN
TZEHACID

ERE XA
ACID(PostgreSQL
Eit)

IEERIR T ACID,
SEREE M
(external
consistency)

TEAMITT IV,
BETONS Y
SavidEL

REFa XN EBR

FaxX DTV
DRI POV

J0O—/NILICEREE

PAN
=

B—JSRATlFA
%é\ [/7|) lJ—_:/
IVFITRERES

BE 4 (Native

mode)

EBEGRLECE

AT A OHER

HA R TY — &
BITiZB.U—
SVEFCESA
HIEFA

)—2a> A HAL
cross-region
replication

multi-region T
99.999% Z#IHZ 3

TS RSEMTRA
Mz tiFs

RILFI—astg
%210
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H—EX % 7 6= D2 2o AT A DR

BigQuery B—27—MX2h  BEE PITE&.OLTP (Z
X7 h2YI.NILF IEEDL
RF—bAURRS
O3 BT

Cloud Storage FTDTVMRMUT XET—42b@EE 0O7—23av&hlT
ThIvo, EEEIF ARAMHLIEDDS
WES

DB Z = D> THE T E I E—IC. [/O—NILICHBLI-EEHAA T,
BMES Y ACID DmADED 175 Spanner TY, ZiE Cloud SQL Tl
R TETEEAEZI. HEBTHOEZTAADH DT —T5IKEIT,
ERTRS VoS3V BREI RS Bigtable TT. E=IC. TBED
PostgreSQL/MySQL 7 U % ZD £ £# 9175 Cloud SQL. MEE & 7HF
(columnar engine) H & %75 AlloyDB T3,

CAP B ML —FFT7DEVEILBHIFE X £, Bigtable O replication T
multi-cluster routing ZE X A% IE EAD FTH IS5 X ZEIFIERE
HIER A D THRRESICAD £ 9, single-cluster routing #ERCRES
(read-your-writes) MR TETH . ZDITREINELEZ LR EZZITET,
VB EHNELRIIEIT single-cluster routing @ app profile. A A2
FDFAEDIE multi-cluster routing @ app profilel EEWL T B DHIE
RO T,

durability(T# A1) DER S TIZ.Pub/Sub ¥ ack SN2 FTXYvE—%
RFL.BEETY R H—E (at-least-once) B2 5 L £ 97, exactly-once
delivery [T ROV T3 VB ETEMICTEFIN V-3 AIICES
NnFd.Dataflow LiAHEDLE 215G Beam QIONIENEEFTHNILEE
B9 exactly-once DFERNESND EVWSHBBNTEELSICLET,

o ITERES | | V7L | B# - BkH - AZBFRRLE 35 /52



1-2-5 Data validation [1.2]

data validation(7—Z1R:E) I&. X (fidelity) # BRI I3REDE T,
Z.O)E T@ET% b\%niu-l- Li?'o

E FE RETE3HD

ERDIA A 2F—<5@Hl(Pub/Sub BAR—H HEIBEEXRE.
schema.BigQuery ®X* | EAfLIO—F
—~.Avro/Protobuf).

Dataflow @ dead-letter

pogadicd Dataform @ assertion. HFHDOREFEENDE
Dataflow ®HT>%
(Metrics.counter)

RER Knowledge PHDELNULL R —F

Catalog(Dataplex)® data = MHiER.BRES
quality XF+> ¢ data

profiling X%+ >/

BigQuery DV TUICLBTF

vy

fefitan authorized view §TO%l  EHHEDRE
. BIEIDRMET 5 —

Dataplex(Knowledge Catalog) ® data quality X F¥v > id. /L — )L
(NonNullExpectation . RangeExpectation . SetExpectation .
RegexExpectation N UniquenessExpectation .
StatisticRangeExpectation. TableConditionExpectation. SQL assertion)
Z#EE L.BigQuery 7—7ILICH L TEEIRITL £ 9. 45R & BigQuery I
Z FH . Cloud Monitoring X°> Pub/Sub T&%1TZ X9, data profiling
AFPVIFEFICIL—IINZRDT T CEDR R -NULL - 2 Z— I F %=
BDTIL—ILZRODBIRELTHEVET,
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Dataform @ assertion EDFEWVDITIE BN TS DOFRTILESH T
L7255 assertion, TR BADT — X EREEAICERER LWL AS
Dataplex DRAF¥ v\ EBEXF I . WA ZHATIHFDEETT,

BEAECEENH I LEDRVDERFTEIETY. L8 B(fail fast) 1 BIHE
B9 % (quarantine) D IR T & E(F quarantine B7—TIL/N\T vk
ISR LT TIRISERBT —RIEITTEDBHICBEDEFT AN —ZVJTIE
DB EHETEDTOERIE quarantine + 75— FH EB T /NYFD
MFBREST T fail fast NEFRICED T EUHXDHENTHIELSER
ZORIFTTHIEDBEVEVWSEVWELTYIDDITET,

data validation — EDETREIT IHZERHTS

BWOABE Z#—73%'];F:;k;/_lseﬁ);c/hgeng\a;Qv'r;;r;tszui)‘PDataflow [}
Z i Dataform @ assertion. Dataflow ®Dh™“ V% / HHOAZ - BEHNOE
s Dataplex @ data quality XF + > & data profiling RF¥+ > /
AEDZEAL - NULL £ - —BiEER
12 {HE authorized view RTO#I#. Bl BIOBMET S — b / £5HEDRE

EEbDHEZDOTR

BIHEET 3 (quarantine)
ANY—=Zv7,
EHZEFBITZ2OTEREIEIES

183 (fail fast)
Ny FOMBERES. ENTHIELIEE

ZIINA 754 VDR TIEHT-WES assertion,
REBEHDT— 5 2 EINICERER LI WES
Dataplex DRXF v >, WAZHAT BRETHER,

1-5 datavalidation — E OB TIRETAIH\ 2R+ 3
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| 1-3 Fekit caie 22 @I [1.3]

AETIRSHEHEFDER (AR exam guide DEX)IERDEHE DT
TOARMIF COBEBEBICHIGLET,

e Mapping current and future business requirements to the
architecture

e Designing for data and application portability (e.g., multi-cloud
and data residency requirements)

e Data staging, cataloging, profiling, and discovery (data
governance)

1-3-1 Mapping current and future business requirements to
the architecture [1.3]

BT —FTI0FvICERIBIERII EMEBRH ZHEICELTEIS
DOID T TEBRD S F ) AR THEDFKIDIEDAITNTLED
T ENZIR > TREmZERDET,

EroHE-EE THER FhLWTL B3ER

T#RS 100 ARk STV EDEDIAH Pub/Sub + Dataflow.
Bigtable

T2y aR—Rid 1F#U BLAToDFAED Bl Engine. materialized

Al view, Bigtable.
Memorystore

TFEBDRHEHETICHN NyFT+5 Rra—ILROTI),

=AY Dataproc. /\*vF Dataflow
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Ero#fE-§F AR HMVTSBER

M85 LA I iz By ZTUTILEA L Datastream + BigQuery.
Pub/Sub BigQuery
subscription. streaming
insert

TBEZ D Spark EEZED | HfRM4EEL Dataproc. Dataproc

EN Serverless for Spark.
BigQuery Spark stored
procedure

DR 3B 3] G alc F—/N\—LZ(BigQuery.
Dataflow. Pub/Sub)%{&
Vi

Mt oS ORICHECANIE | aTH#RE Apache Beam.Apache

ZiE< Spark. A—7> 74— whk

1F 3 E {4 (future business requirements) D% LA Professional #& D
FETI.TWEBBELVDFRBEICHRDZI1DDICH LT VWE[AZEAT
<O ERONETRAIIID=DTI . E—IC T=REF =T T74—7
w FTIRIFT B (Parquet. Avro,. ORC. Apache Iceberg), 5 —(C. JLIBIFHR—
RITNGHHKRTE (Beam. Spark. 122 SQL). F=IZ. WHBEIREL B WL
(FFROEBHDT=DHIZES DS multi-cloud ZES L),

NEREREFTZE LBV IR BREROYINDFELTEETY, M¥RI/O—
NILVEREDEBEM N B B 1 L LV\S—X 71T T Spanner @ multi-region %%
ADIFBERDTIREDESNE—)—23>0 OLTP %45 Cloud SQL.
BAREICTIRE) — 3> TREGBREZTIAANEZILENMMNTHDT
Spanner TY,
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1-3-2 Designing for data and application portability(multi-
cloud.data residency)[1.3]

portability (RI# %) (&, 7 — 2O alHk M LB DRI DNEF T,

T—ROEREIFTA—=I Y FEREFEBPFRCTREDET,

4=k

Avro

Parquet

ORC

Apache Iceberg

CSV/JSON

(E3d

1TI8A. X ¥ —< AR, EifE
[tz

FfemE. SRICRE
FjigM.Hive RTOS X T
N

TR (REF—TiE

1t time travel.ACID)

B, AJ 55

fELET3

BigQuery A O— R X+
—VEBIEEE
T—24RL17.BigLake D%}
Br—JL

Hadoop h'5D#17T

F—=TFIBLATNT R,
BigLake tables for
Apache Iceberg

VAN

DE-RITEL B DBERTE
CHRENSE R

BigLake |&. Cloud Storage(* Amazon S3.Azure Blob Storage) EDH#—
T2 —y DT —RI.BigQuery XEIL EHMHWTF U ZHIE (1T -7
L ANJL)ZE A L DD, BigQuery+Spark-Dataflow DEIL > Uh 55 H S
£DICTBHHAATY, [7—%Id Cloud Storage ICEWWXRFRICLEWL. L
DMLIILANILDIERITE S E VWS EHDE XD Biglake TY,BigQuery
Omni (Z.Amazon S3 X> Azure Blob Storage FDT—2%FDH(T—32%
#3912)BigQuery M SQL THO#r 9 3 11#HAA T\ Ndata residency DEE T
it o> IR ST —2ZHERVH DI LIV EWSEHFICHIGLF T
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SLIBDATHE M (TR LAY TRED 9, Apache Beam TE (T L. HITE
# % Dataflow H'5 Apache Flink ¥ Apache Spark ICELEBZSNET
(Beam @ portability framework), Apache Spark T (7. Dataproc-
Dataproc Serverlessfti$t 2 > R M Spark TEIE F£9,.1% (. BigQuery &
B SQL % Dataflow SQL ICHHZ . BITRHICETELAMBREICADE
T AR CEEMDN —RATZHATEZEAKRDENET,

data residency(7—2FR1E) EH T ® multi-cloud TlZ.XDBR A F
ER

1. 7—RZEH 9 VTVl ZHIHAEE S — BigQuery Omni.
BigLake OAFBT—TIL

2.EFHERFITZPRRICEDH D > S TE L. ERL - EEAHDFE
RO HERIX

3. ARTF =22 TR hRIZESH S — Knowledge Catalog(Dataplex) TH&
#rAROJ KT — RIS E M

oO—NILDFE ExEBEEVWHEEOEAT—RIZENCEHERWLIERS 2
H 3NERET. 27 —2% US @ BigQuery ICEHN T Z11FRETY,

> 771E(GKE. Cloud Run)iZ &% application portability . Dataproc
MUANDUNIBZ BTN TEHE S /LT — 2T Z 7 )T DOXARTIE
VAR —IRY—ERZETTCETAHRMZINSDITBEE BRI LD T EHX
ICTMtt oSO R THRICHDZEA T I LA TN TVEI D ZHEFEL X T,

1-3-3 Data staging. cataloging. profiling. discovery(data
governance)[1.3]

T—RANFVZADEEIZ. ENENHDIERZIE L F T RATY 5 OFERE
ZEDEZE Y,
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B =k Google Cloud TOEE
staging BORAATET—42% & Cloud Storage ™
HaElIc—BFRICEL< landing/staging /N k.
BigQuery @ staging_*
dataset. AET—TIL
cataloging CTICAOT—2h'%H2h | Knowledge Catalog(|H
ZE R RERABEICT S Dataplex Universal
Catalog / Data Catalog).
entry ¥ aspect.business
glossary
profiling T—RDOHREDOHEH(NULL | Dataplex @ data profiling
R OH.AZ—I8) &R | XFv>.BigQuery DY T
) 1), Dataprep
discovery FMEEIRELRT—2%ZR | Knowledge Catalog D1%

213

#(semantic search.

faceted search).tag Ic&
B DIAH

staging SRETORIFTIE £ T — 2% AR Z (immutable) ICRDZ E T EDIA
ATEEFFDH % Cloud Storage ICHT L 704wy I XFETTEE
( gs://bucket/raw/source=erp/dt=2026-09-07/ ). E_MSZIEL XTI, 5L TEH
. E|OPyIICNTH RO o7 L FICHEALIE (reprocessing) M TE X
T NNV I T TEBHRETIDLEETT,

cataloging Tl&. Knowledge Catalog(Dataplex)#h' BigQuery @ dataset-
table < view - model. Cloud Storage @ /N k(Pub/Sub ® ~FEw 7,
Spanner-+Bigtable R DX 2T —2% BEIUNE L 9. aspect(|H tag) T
M7 —&74—— 1 TREE ) MREFEARL TSLAI B EDQIMBE X2 T — Xz 1EiE
BICfFIF 5N F£J,aspect type(I/H tag template) TZDHEEELF T,
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business glossary THE (707047 1—H—1DEERE)ZH—LF
ER

data lineage(R#R) & EDOT—TILHEDT—TILHSESNT=hZES
#8E T, BigQuery > 37% Dataflow DALIENS BEIMICINEINE T,
FTZDHDEHED LWV ECHERI-ITCDT—TILZ B LIS RHEN
BN EED)IICBEZZDN lineage TIBEEWISTHEVETD,

discovery D& TIEIRRINZTCHDART—EDBEHEFR T 7—7
JL-5 @ description Z38& 3. aspect THEBEE LA —F—% T 3.
business glossary DFFEZ D172 L WO =R ZERICHAAAE TR
BERIITRTLY RS =TT — 48 EZ BB T2 THE I FEEXDAIR
I3REILT 5D T BENESNBZHFOTHERETT,

% H 2026 &£ 4 B IC Dataplex Universal Catalog (& Knowledge
Catalog ICEHMEE SN E LA API-CLI - IAM O—JL D & R
( dataplex.googleapis.com « roles/dataplex.* | roles/datacatalog.* )‘I’&rb’)
TWEHA.exam guide(v4.2) I& Dataplex / Dataplex Catalog R&C 4 D
T AREHEORIBZEICFEVET,

| 1-4 F—4288150585+ [1.4]

AE TS HEEFEDIEB (AR exam guide DIRX)IERDEEHEDTT U
TOARNIF. COREBRICHBLET,

e Analyzing current stakeholder needs, users, processes, and
technologies, and creating a plan to get to desired state

e Planning migration and validation to Google Cloud (e.g., BigQuery
Data Transfer Service, Database Migration Service, Transfer
Appliance, Google Cloud networking, Datastream)
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1-4-1 31K (stakeholders. users. processes. technologies) D%

I BRIREADEE [1.4]

BITETEISRIRSh > BiFREDESR - BITARDEE — 1R3E - 1)
DEX - BINOIETHEA X I HBRTIZMRAICPEINSTZ LIFEDIHEKL
BHONEZXIZZ<DZEHRIADOHEIL LRIRE DEMHRRE T, LSRR

XA N ERIERRIFRDICEDE T,

RRDMTHRVHITIERZEITE T,

B

stakeholders(F|ERA%E)

users(FEE)

processes(¥(# 7Ot X)

technologies(t7)

T—REDHD

Gl

BFNICEDHBZHD

T—2F—F = RERICDIEL FED
REE EFHRPIOAE

#HHEDLR—bzBARTLSDNSLA
IR ETH

BN\ F DD ARRE EEY
I

Bf77 DWH OBE B2 ETLY—IL.BIY
—ILKFTZ V3T Ry T - T

BB AXED AF - BT —20F

{ZIEFIRERT . 7 — 2 4. TE . B1THIR

BERREDOERTIZ . BITOEEZEV T,

L4 RE A <3ZE

lift and shift IZIFEDEFFE I (Hadoop | HARRA B LU FTEID LT
— Dataproc. Oracle — L
Cloud SQL/Spanner)
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Hing nE E<IEE

move and improve BLOoD—#E<YR—JFr | HIENAITR
ICiB#2(Hive — BigQuery.
Oozie = Composer)

rebuild / rearchitect Y—N—LAFRTELE @ REAOERAIZ+ETIF:
9 (Spark /\wF — Ly

BigQuery + Dataform)

Hadoop # 17 @ 8 B & X X @ X I T ¥ . HDFS — Cloud
Storage(ephemeral cluster 1t @ 7= ® ) . Hive — BigQuery( ¥ 7z &
Dataproc Metastore + BigLake). Spark/MapReduce <37 — Dataproc
X 7= |& Dataproc Serverless for Spark . Oozie — Cloud Composer .
HBase — Bigtable . Kafka — Pub/Sub( & 7z I& Managed Service for
Apache Kafka), F'%£ 9" HDFS % Cloud Storage ICBEZHX. VT X 2%
TTEUBEVMETICT BN REHDE ST,

#17ISERPERY (phased) ICHEDH X T BEEDEVT—2tvbHh 5B L. —
EHARM IS AT @ (parallel run) LTIRERZZEE L. BELEITNIZTIDE
ZFET . O-INYIFIEERDTELIEHEHICADET,

1-4-2 Google Cloud ANDFIZITLIRFEDETE] —— BigQuery Data
Transfer Service.Database Migration Service. Transfer
Appliance.Google Cloud networking. Datastream [1.4]

BITOEEIL A2 - ENET - ENSVDIBRETE D T H TRV,
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BigQuery Data
Transfer Service

Database
Migration
Service(DMS)

Datastream

Storage Transfer
Service
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R

SaaS(Google Ads.
Google Analytics.
YouTube. Search
Ads 360). Cloud
Storage.Amazon
S3.Amazon
Redshift.
Teradata. ft
BigQuery dataset

MySQL.
PostgreSQL.
Oracle.SQL
Server — Cloud
SQL / AlloyDB /
Spanner

Oracle.MySQL.
PostgreSQL. SQL
Server,MongoDB.
Spanner.
Salesforce & —
BigQuery. Cloud
Storage.Apache
Iceberg

b >7 K (Amazon
S3.Azure Blob
Storage).
HTTP/HTTPS. # >
7LD POSIX 771
WORTL—
Cloud Storage

—EIED/Hiki

(X oa—IL)
H—EHH

—[a] + #k# CDC(&
M= LE)

#5% CDC + backfill

—[E)/EH

ERIER

lRedshift/Teradat
a m'o BigQuery
AJlSaaS DF—4
ZEHIE DA A

A% DB %1k T
(CF1TL7=0

NEM DB NEE%
ZTPVTNEALT
DFERICRLLE
L

IRy hDJ—242H
TREOATSTY
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Transfer
Appliance

gcloud storage

cp / gsutil

BigQuery
Migration
Service(SQL
translation)

R

YIB7 ISA TR
ICETIAATHEGE

VAN

\
il

Teradata/Redshift
/Snowflake &0
SQL % BigQuery
SQL ICZE

—EIED/Hiki
—I[=]
—I[=]
—I[g]

EIEH

MEHRH ML BB
TB~# PB ZIR=E
EOpAN I NG e Y g RAN
L\l

T8 GB O 7 Ry
7]

BX7Z SQL EED
ETHRZ

Transfer Appliance Z:ZE 3B (3. FI1H LB OHBE TI.ABRTIEZD
HBEEERINEFI.-HZELT.1Gbps DEALEHET 1 HICEARZDIEK
10 TB T (RMENEDEBFT), 100 TB % 1 BRI T17% 5% 10 Gbps
HUHNBEZD T, BFEHENRFELS Transfer Appliance KN IEFRICHRD £
FEICT10TB = 1 AT [E#&(F 1 Gbpsi AR5 %y k7 — U #5% (Storage
Transfer Service) TN £

Database Migration Service ¥ Datastream DEWH'RHEH DEDEX

T,

=LY

5B
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Service

T—RAR—ZZDHDDH%
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Cloud SQL.AlloyDB.

Spanner
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Database Migration Datastream

Service
BB A Z>7L MySQL— Cloud | A& Oracle — BigQuery
SQL AND#1T TOZTITILERA LD
=7 HybF—N—LTHEDS EEICTR LTI B

A% OLTP 1L T IC. O AIC BigQuery AZBEERLEIT LIRS
Datastream. [+ > 7L @ PostgreSQL % Cloud SQL (25| oLz %25
Database Migration Service TJ,

BITOER[E A% - ENEWF - En<SVLOIERIET) TERSR

-

Database Migration Service

~

Datastream

BigQuery Data Transfer
Service

Storage Transfer Service

Transfer Appliance

MySQL. PostgreSQL. Oracle. SQL Server »5 Cloud
SQL / AlloyDB / Spanner "\,
Hy RA—=N=LTHDS

EA DB H5 BigQuery. Cloud Storage. Apache
Iceberg ~N#5E CDC, BITTIdBIZHKET2

SaaS. Amazon Redshift, Teradata 5 BigQuery "\,
R Y2 —)VED AR

o ZIORPAYTLD POSIX 77AILYRATLMS
Cloud Storage No *v k7 —71#%H

YR 754 7V RCEEAATERR, ORI < HE
TB~# PB Z#ENiaWe &

FHEDOER: 1 Gops DEAEHRT 1 BICENZDIEHK 10 TB, 100 TB % 1

BE T 254 10 Gbps HEUNE S,

BEHOEDEZ: 7% OLTP % 1L T [T Uikl 2=Datastream /

5| >k L=Database Migration Service,

1-6 BITOBEEIEMAZ - ENiZT - NS VOB TI TER

Google Cloud networking O:E R HBITFHED—E T,
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FE wiE-E EISE

NRAVR—FY AZ-#£5 PDE M TEN

Cloud VPN(HA VPN) IPsec.1 b>RILBHT=DE S LIERNICES
Gbps 12&

Dedicated Interconnect 10/100 Gbps DEH KE- M- ELAT>S.0

O —>a R E>

Partner Interconnect 50 Mbps~50 Gbps Interconnect DFRIHEHF
e RWES

Cross-Cloud Interconnect | fitt o> UReDEFER | multi-cloud 185

Direct Peering / Carrier Google DTwT riE# HER&
Peering

AN ZT. Private Google Access(4&8 IP Z#57-7% L) VM 5 Google AP
~). Private Service Connect(tt —EXADFEKZRIT >V RAR1L >V K).VPC
Service Controls((ER) ZMHA DL E T BT T1v oA VR —F vk
ICH S HROVEREHICLF,

validation(1%3E) D&tHiE I3 BITERET DR TH TR ONE T RDIETIR
AELFTS
1. 8 DO—3 #1778 L BigQuery T — LT N—T1>a > RlD M
£
2. EHMEDO—3: €EOAF F—ROHHR. FTvIT LNy 2DER)

3. AF =T B D—E: BUERSE ( NUMERIC / BIGNUMERIC )« HEFDRA LY —
2 NULL O30y

4TIV ICEBEDRE: TR LBRITZHMBLT 1 X 1 L&
5. ZBRAIDRIFAN: BIFLR—hEELCEFHH DD (LITHE TLR)
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Data Validation Tool(DVT) ¥ \L\5 Google I#f DA —F >V —XEEH,
#177C DB & BigQuery O TITH &5 AF —VYDEEZBEMLLF T,
FEEDBRRERTEIERKIIRDTY,

BiTSHEDIIE L. validation DSEXRE

BRI BITAR . -
[ BRRAR H OR% H DRE H REE H YhEZ H B ‘

] 1
i HBT TBIICPIANEZ @A SMbNES, EXREROBL & BREOSHRER, l
: WE R D EREA T E R SRIRI IR0 I

1

validation — CDIETIREET S

[ 1 ¥ 0—3: BT E BigQuery OF—7ILITHL. /\—T« & 3 VB4 ]
[ 2 B HEO—3: SEOGE. F—ROHH. FrvIPA ]
[ 3 2% —T L WO—H: MERE. HBEOS1LY—>, NULL DL |
[ 4TI UIICEBEDERE: TVFLRTERELT 1 X 1 &K ]
[ 5 #BAIDZ T AN BFELR— bk ERAUHRFIH S H (ETHE THE) ]
Data Validation Tool(DVT)h\{T#8 - &5t - AF—VDOREZBENLT %,

FHEEOBRERIEED,

1-7 #B1T5HEID TR . validation (D5ERME

BALY =2 EBIDTWEERBDIFED AT AHEBRICHH F£9.BigQuery
@D TIMESTAMP (& UTC DHEXTEFZI. DATETIME (Z X1 LY — 2% iFTc A LV EERF
SRR T BT IR TR > CWe b D Z BT TIMESTAMP [ZA
NB3C.EFTFDPTNET-EEEITFE /NI S (FLoates ) TlE <
NUMERIC / BIGNUMERIC ZfF5. LW\WSDHEHFEDIEFE T,
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