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1-1-5 Supporting the application design — 77U Z XX
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1-1-7 Movement of data — F—42DIEEN & %5193 [1.1]
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1-1-8 Design decision trade-offs
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BERTHACZERLTWET . COHE. FTVIRN TN (BHBHWNEOY
THLEAHDEBD 21T GKE A\) THABRZF D RB1L IFFBITRICERFEHIIC
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1-1-9 Workload disposition strategies —— build. buy.
modify.deprecate [1.1]

Workload disposition strategies I BIFFD&ET—o0O—RICHLTIMES
(build) + &5 (buy) *IE9 (modify) 35T 3 (deprecate) 1O LNz HTSH
DY T BITOXIRTIZRD DB LIFIFERDFT,

HEBR il nE PRI
Rehost lift and shift VM ZZDEFHT | HRAERLL.SUE
FEHIEL
Replatform liftand optimize/ | —EREIYR—IRIC  DEVBYETKRE
modify B (BETMySQL | ERHER
— Cloud SQL)
Refactor re-architect / EDET (E/UR ZRMEEE. LR
build - 7=/ | OER
—LX)
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Repurchase buy SaaSICETFEZD | FEERMEMEE (A
. #Z&E.CRM)

Retire deprecate BELLETD FMEELVWAWE
ke

Retain — &Y Rl k7 - BITR

Lk,
Be

EHR Healthcare @ T legacy file- and API-based integrations with
insurance providers ... There is no plan to upgrade or move these
systems at the current timeJ |& Retain DBERTY, LIch > TERETICN
SBOLAS—%ZE5T3h I CEINTES BITPEDBELTIZ BRI NTTY
w K%t (Cloud Interconnect / Cloud VPN) THE DRSO MIERTT,
KnightMotives DEM{L LT X1 >TL—LYE ERP [E. EFEZIEHSNZEL
D TERFERI A replatform D\ AADS API{ELTLK strangler fig /N 32—~
MNEZHTY,

Cymbal Retail ® call center agents IC& 2 FEEXDTEFA S IE.
Conversational Commerce DEATEZHZ 5N 578 deprecate (3
WIEFBOBEEB) DEMTI.TABEIXMEIREL LS business
requirement B ZDIEFIC B D X T,

1-1-10 Success measurements —— KPI. ROIl. metrics TRIh%
EETS[1.1]

Success measurements (KPl. ROl. metrics) Z 5 ICROTEH B LW EFE1T
M INLT=hESH ZEHDHHETETEH A
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EROESR il #HHRZIH

Business KPI L. aOYN—arvR B B
HR OA-ILtEoE2—I5E
BFfE. FTRRbR Rt DA
R—RE

Technical metrics L1757 M- ER
(p50/p95/p99) . TS —2K,
2=y AIB%. T
O 8E . ZERMER.
MTTR

Financial ROI (& & EUNER) . TCO B | BAF5
fIHDAXAVITRE
H1=D. 12— —H7D)

ROI (return on investment) (&7 (185N 7=F#k - R EER) — IREEEITRS
NBITORZZBEISECI AR TIFIBEBANORSICELIIEZ
Enh WS R Tltechnical metrics Tld %< business KPI % ROl Z:#E (X
BB FIHEICTSRE F— LD —ZHWTICFESIEIZ A5 SLO &
error budget T35,

DevOps M 4 $51Z (DORA metrics: deployment frequency. lead time for
changes . change failure rate . time to restore service) & . EHR
Healthcare @ Troll out new continuous deployment capabilities to
update their software at a fast pace ] D &S HREHDERE =R DIZHE
LE,

KPIIFAIERTRETARITNIFEKRIAHD FE A EE LT KPI |E Cloud
Monitoring M 1 X 2 LIE1EX BigQuery DAy a2 R—RELTREL A
—251 > (BITRIDME) ZR T THSBITLET. R—XF1UHENL
WEEZFRTETFEA
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1-1-11 Security and compliance — EHERFETDHEAAH
[1.1]

Security and compliance I3 {F T TEF LA EHFEEDRE T R ZHE
EIEFT,

o T—HDNE(RF N -HE - REIXNR) L BT OO VRA]
o B INSRH (HIPAA.GDPR.PCI DSS R ¥) & 7 —XFR1EMI DK
o EREL-ERRID AT (BIZD Active Directory /B IdP L DEHEFE)
o BES{LOEM (RTFE - Enxif BEHNTFOHY)
o BHEDEMN FEMMAZELIHZAERIFTIN)

EHR Healthcare IFEET— 2%/ S7cH. U —I 3 BR BEL. BEEO
JOFRF. T AEHOREN TR TEHNSENNE T, KnightMotives
I& EU OF7 —2RERBINDFEMNBEENTH D EUHA)—23>AD
7 —ABLi& L. Organization Policy IC&3 resource location M3&HIHERET
ICADE T FHMIEEIZETRVET,

RETERBE D RAIX least privilege (R/)\VMEPR) & defense in depth (Z[ERA
1) T =D DIELIE SN THRDH B 1. 4105 IAM DI DIAH

|0 2T VPC Service Controls M3E5 . Organization Policy D, BE&
AJD=8%ZEZFXY,

1-1-12 Observability — E4 L TOREAIMY [1.1]

Observability (FTERBIM) (Z. logs* metrics-traces D=FKFFETI VX F LD
NEPREZADNSHAITETZ I REZIELE I RABRBTROZDIE. iz
HIH ) ETICED BD (EHIK)  ENLEITREFT 20 (RIFHAR)
HICHISEZH (77— MEER) T,
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EHR Healthcare @ I Monitoring is currently being done via various
open source tools. Alerts are sent via email and are often ignoredJ (&
“TODOXRMERLTVWET Y —ILHAFELTWVWSC & (centralized
visibility A2 \L) & 75— bAMEHEINTVWA L (77— MEN) TYL. LIt
MoTEEDAEIZ. Cloud Monitoring & Cloud Logging IC&#IL.SLO
R=2DTZ— MO B %Z Pub/Sub X PagerDuty R ERIFICR S5
SR AHT T T, Altostrat Media H E#%C Cloud Monitoring &
Prometheus (Google Cloud Managed Service for Prometheus) Y E7E
L X—JLBHICHRFLTULETD,

FHARIFEBMOPERBICEOETHRFALIT I EHTOD Iz LT
RcWas metrics scope IS RTOT U hZIENM LT scoping project
ZEDF9.O071F organization LR)L®D aggregated sink T—3ELTEK
7% (Cloud Storage. BigQuery. Pub/Sub. 570> £ +® Log Bucket) A\
ML F T HMIIEE6ETIRULE T,

1-2 B ERHRICTIF IRV ) a—2a 175 D55
[1.2]

1-2-1 Familiarity with the Google Cloud Well-Architected
Framework — 52M#F [1.2]
Google Cloud Well-Architected Framework I F&5tO B LEL %= ¥ d
BI-HDHBEFETIS DORTERINFT,

x3 Ry RKROGRE

Operational excellence BEARAL.ZELSITSNSD | 1aC.Cl/CD.SLORA M E
—7Li.Cloud Monitoring

o ITERES | | V7L | B# - BkH - AZBFRRLE 24 /57



" Ly RERHBRE

Security, privacy, and FhTWnah IAM. B&=1t.VPC Service

compliance Controls. Bs&EOY

Reliability BEHRVWHINELTORSD | RIL.IL—RTILTIZ
F—>a . DRIEZ

Cost optimization 37 WA AN YN CUD.SpotVMs. S 7t
JIVETR. AL

Performance e AVIIN YOy BRI Fvy

optimization aU—-YavEE

Framework (Zi& Al and ML perspective DR HMH>THED.ETILDS
A THAONER EEBHS AL T—2HNFVRERL 5 DORICH TIED
TEZXET,

AR TOEVAIFGEIRBEDEBL ZETHATEIZINTI/LEXIETE—D
BA VM [C2ER&Et 51113 Reliability (B2—fEZE &) & Operational
excellence (T7OADI-WIILEL) TEHD T [ABLHEEZRALTOY
TV MIFIETE 211013 Security HERDBED K TELOFIHFHESL
HMEZET B35S (Reliability Z 175 & Cost B EH'B) IFESRIBHD
CELODBARINTVAIHTRDET,

1-2-2 High availability and fail-over desigh — Sa A7z
1TILFA—N—[1.2]

High availability DF5HE BEDEA (RX1YV) Z2BH# T2 L A3D'5H4h
HFE,
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BERXTY

UPZSEPF et}

v —EfY

)= EfL

KFY — E B

e

BEAVAZZ+ANILR
Frvo

B —ICDE

B —2aviin#

BALTINISSA =
FvbhJL—Ah—.graceful
degradation

RERREDOES

Managed Instance Group
® autohealing

regional MIG. regional
GKE cluster.Cloud SQL @
HA B/ (BIEAR &>\ %
A —=I12)

multi-region @ Cloud
Storage. Spanner multi-
region 88— 3> DN
YOI YRZEFDIO—N
JLLB

Motk E R L T2z
S

Fail-over D AR 3. BEIDFEND. ELTHIDBEZIBRICT —2% ES5FR DD

THOHNEI,

Cloud SQL @ high availability configuration: B—1— 3> DRV —

VICEHERR AV N1 EEFS BT LA —N—LF T -3 VEE

ICIER L EE Ao
Cloud SQL @ cross-region read replica: 3ERIHAD 7= RPO > 0, F&)

THH (promote) LEX9.DR A TY,

Spanner: multi-region #7251 —2 3V EETHRESZRLF

FMBLE TR LETAHL AT ENDET,

Bigtable: replication ZBICL TEB ISR 2%Z2/6. 7 ) r—23

> FO774)LT single-cluster routing (BB &4 &5%) H* multi-cluster
routing (RTAME%) ZEUE T,
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e Filestore: TR —FSA X7« 73 —2a>vROTEM =BT,

e Memorystore for Redis: Standard tier "L U h%EFEEE 71/l A
_/\‘_ina-o

ANILRAF TV IDRFFDEONET O—RNSUHFDANIILZAF Ty IIE BIC
TCP R—r D HVWTWVBD T B ARFRL (T —ERN—I SANEB AP £TE
DITHRRICV VIR ZNIBTEEZNMZIRTIVRRAMILE S 272
LEKEFEHLD—BNABRATEA VR EVINERIC unhealthy (2725 & h
2o CelrEiB{/=®. readiness & liveness Z T £ 95

BERXA Y EDERRAEE

N . o BEA VATV ZA+ANILVAF VY
TYRT VAR > Managed Instance Group @ autohealing

- N Y~ 1T

regional MIG. regional GKE cluster

Y-y VE > w|HY—Y 3 vIicHE

Spanner multi-region

Y — R B »  FALTIR URSA H—FyhTL—H—

graceful degradation

readiness & liveness Z 1 £ 9

1-3 BERXAIEOERAMNSR

1-2-3 Flexibility of cloud resources —— U/ —X D FE4 [1.2]
Flexibility of cloud resources I$. 77V RDF R TH B B BRI HER
EREITIZRETISRDIAL I ETY,

e FEEM: machine type DEE (FLELTEE., F/clZ—EBIFBRERIC
Z¥E ) . custom machine types T vCPU X XEU%ERIEE. GPU *°
Local SSD M3l
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e 7KFAME: Managed Instance Group ® autoscaling (CPU fEFER. O—
KNS DILIEE. Cloud Monitoring D ARXRZLISIE. X7 a—ILAR
—2X).GKE @ Horizontal Pod Autoscaler & Cluster Autoscaler.
Cloud Run DRIFFETHRN—XOEE T —)L,

o B5RI5TA: Spot VMs. preemptible 2B # R & Lz/ V' F5&5t.
Dynamic Workload Scheduler (2 &2 —ERER.

FOMERITREAETRITZCCNEETT, XA 7 I O<,
IP 7RLZADEETHDF1IR CIA—RHAEMTVWE Y3 I VIR
YZO—AIIREREINTVWSE — INBIEVWTNBHRT—ILZIEIT £,
sole-tenant nodes (F. ZA7 VX EES L THMEBY —N—%2 LB T2HE
NHBGZEDETITN . XA AR NIRZBEICLETS

1-2-4 Scalability to meet growth requirements — p &It
ABE&5t[1.2]

Scalability DE&EIE 10 FIC BT SENBEFTIFETH I ZBVE T &<
HBRMLRY T ERLIZRDEE DT,

N | 324 fER popl!
JL—>3F)LDBOETA E—TFSATUDRA FRAELD IS read replica
& AEFAHZIE Spanner A

BIT.ERESv—Ta27

Ry bRy b BEF—ICEH Bigtable-Firestore TE%
REALRETHIBEDF
— RS N\YT T —
ILRDAARBEZTHF—%S
#

[FIRRALIE 0D iEEH —RBIFTOEIEL2IRITK R | Pub/Sub TIEREEATL. /Ny
IT Ly —
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ALY D fER pop

Tr1ILEE NFS D15 Filestore @ {17 7.
Cloud Storage N\Mi& T
z
ZIh YT (quota) APl @ EBRICEE EHIIC quota Bl E EiF%E
E-NUA R A=t~ VS
*7

Cymbal Retail @ I The solution must handle Cymbal's extensive
product catalog and accommodate their anticipated growth without
compromising performancel |3t LTl B3 Z RDB O LIKE #&3:hH
5 Vertex Al Search (Discovery Al) DES7BY R —J FEEREAR L. A&2O5
T—RDREKIL BigQuery & Cloud Storage ICiE E. Eef51& Cloud Run T
AT—ILEEBIHENERETT,

FYNTATIV DT E—VETII <RI EEHEH TITLET,
To290 774 T—DESBTFTRARERE—JICIF FFDRT Ja—)LN—
AFA—hrRIr—1>7% quota DF|E_LIF. F#I (reservations) DEERZ B
AEDLEFT,

1-2-5 Performance and latency —— 1§ 8EIBHE [1.2]
BEE S F (S YIREE R IR R - BT D =DOh B EFNFT,

A i

A—H—H—N—DER A—HF—ISEW =3 VAERE. Global
External Application Load Balancer @
Anycast IP.Cloud CDN

B> TYDORERE Cloud CDN.Cloud Storage @Fvv<a
Il
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EES| i

F—RAR—ADEE Memorystore IC&DF vy i S —
JLN+1 2T DHERR
H—EXE DR FA—U—23>F—Y = ADEE.

compact placement policy

PRITDRE BigQuery D/N\—T1>3>7E|- U5 R
>% Bl Engine

AL—21/0 SSD Persistent Disk. Hyperdisk. Local
SSD.Managed Lustre

EHR Healthcare ®'Reduce latency to all customers]i&. 7' O—/\IL7%EE
BEDOBBETIIERIF EH)—2aVIINyIIYRZELT Global
External Application Load Balancer TREFDICIRD 2 1T B EE I
Cloud CDN. 7 —ZR—RFIFHAMD =) —23> D replica IZHHE 3.
EWSHHABHETIRBLLTEPTVDIRE—)—23>DFEHEAI VR
AR IERT ) (BRREDRIREISARIT 2 \WY) T,

BB EFIFETIZABLN—E 2RI (p95.p99) TRET. FHHRTH

p99 HEIFTNIF. —EBD I —H— X BISELMAERRZ LTV EJ,.Cloud Trace
THEEL—RZED. EDRN DR ZB>TVWAH ZHREL X,

1-2-6 Gemini Cloud Assist — &t ERA%ZX X5 Al A5HKL—
2—[1.2]

Gemini Cloud Assist I&. Google Cloud ® >V —JLICHEE ST Al 3%
WEEC - ER-BEROZREEZELE . AR TIINTEDBETINE
EShIDBEHNET,
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taE

Investigations

Application Design Center

Cost optimization

Troubleshooting

FADAOIE. Google Cloud a>Y

TEBIL

A7 -8R - B2 LTt L &80
e Z LITIREE L TARARRE DR =i
PR

ﬁmgﬁﬁ CEDRRBHEBREETIER
—FTIOFVYEREERLRELTT
7’|:|4 FTORIFS

BRZBASETCHVELEZ. OXNE
BEOREADT T —EN—ID BB LR

Cloud Run BETIZIRDIIFHILHS
F)r—3>0—RETERN Cloud
SQL-BigQuery+Spanner D32 #f

—JLEENAILT7 D Cloud Assist

INFIL AV —ILEPT®D quick prompts. £ L T Cloud Hub - Database
Center - Application Design Center & L\ > 7= /\ 7 T ¢, Slack »

ServiceNow ¥ DEEHHD £,

BB TOYIDRIFFT ST EEORARREZRRRKDIAAT-LIAS
Investigations. I LW —F T I F v DEZEZIEDT-\L\ 175 Application
Design Center. Tt AW S ERA M BKRI-IERZHOD W45 Cost
optimization DIEREE T, Gemini Cloud Assist I$¥Ir 21T 2HDTIE
BIRARSNIERIET—F T REEL THOSIRBLE T,

1-2-7 Backup and recovery — /\w 27y FLiEIA [1.2]
Backup and recovery | BCP DEEE TT. M@ EICFRIERBDFT,
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R

Compute Engine @ VM

BV —DO—ERE

Cloud SQL

Cloud Storage

Firestore

BigQuery

Spanner

GKE

FE

Persistent Disk snapshot.
snapshot schedule.
machine image

Backup and DR Service

BE/\v o7y +point-
in-time recovery (PITR)

Object Versioning. soft
delete. bucket lock
(retention policy)

&SN
export/import. PITR

time travel (BXZE 7 H) .
table snapshot. table
clone

backup. export

Backup for GKE

B

2Fv T3y b IiES R
=23 A\DREZIEE
TE3

VM. Cloud SQL.VMware
Engine R %= RUS—T—
TTEEBL NV YTV T R—
JLETIRE

PITRICIZNAF)OY (F
7=1% WAL) DRIFHHNE

FRHIBR- S LT TRER
IZI& versioning &
retention policy

I ORR—k5EE Cloud
Storage

52 UPDATE O&EZFERLIE
time travel

N ITYFNEA VAR
M. export i Cloud
Storage N\

TSR & Persistent
Volume DA % {R5&

=ODRAEREZF T E—INVITYTIIERBLEERAXAM > ZDT
2R —2ar B7AaS I M ElRRBSRIDMERER) EZIC BT EE
HAMICT AR T 3 (BN TWLWBHRE AW\ I 7y SIS EME) . = IC R
FEHARS = 3R E EFEH 5 IR . Object Lifecycle Management %° retention

policy TEHEML T 3,
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SO LI TRRBREANDRRELTIEF NV I Ty T OHIBRZR <
#* (bucket lock IZ& 3 retention policy.Backup and DR ®/\w o 7wy FR
— L HIBRIERR D BE) KON F . RACBEEN NV I 7Y THHIRT
ET5BHIE. ERECTIERINSHEITT,

I 1-3 2y R TI=2: ZARL—=S e AV =TT =D
851 [1.3]

1-3-1 Integration with on-premises/multicloud
environments — N\1T7TVyRERILFISUFK [1.3]

Integration with on-premises/multicloud environments (& . EHR
Healthcare« Altostrat Media+ KnightMotives DWFNICHEIFL £, 3%
BEFEDFERD A DRI T,

FE i SLA 3 m<iZE
Cloud VPN 1>z BT 99.99% (HA A=Yk INRRIE B <ha
(HAVPN) DERA3Gbps  VPN-21>%& BH-IPsecBE | HFWWNvY
B2E —JI—X1E =1t T THRER
F%)
Dedicated 10 Gbps £7f= | 99.9%/ Google DY) KBE.REL
Interconnect | % 100 Gbps 99.99% (i @ EEHE TR
Bifi HBRIC&LB)
Partner 50 Mbps~50 | 99.9%/ H—EX7O0N  aOs—33v
Interconnect | Gbps 99.99% 1242 H H' Google ®
PoP [Z7% L)
Cross-Cloud 10/100 Gbps HO Google &Mty | RILFITIR
Interconnect SURDENRE FOKRBEE
%
pray
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Interconnect IFBEE TIFEES{L TN FE A FRHI TR LOBES{EHES
3% & 1% « HA VPN over Cloud Interconnect % 7z I& MACsec ( Cloud
Interconnect MBS S b 1kaE) Z A L £ 9. EHR Healthcare ® l'secure
and high-performance connection between on-premises systems and
Google Cloudid. FEICCDAABHLEDERICEDET,

DNS DI EZRHIRETER TY. 4> FLH'5 Google Cloud DRERRZ %5
173 & 512 inbound server policy %Z.Google Cloud 574> 7L D& 7%=
5117 % &5 1Z Cloud DNS & forwarding zone %7z i outbound server
policy ZBREL FJLIP PRL RZERIFEELBRVKDICREFTLET (BET
BUIN—TAVIDIIE T NAT BREICRDET),

TILF U ST RDFERE; £ LTIE. BigQuery Omni (AWS+Azure EDF—4&
ZFDF F BigQuery D 2 —71x—XTHHr) «Anthos / GKE Enterprise
(EBIRFET—E LTz Kubernetes A & Config Sync IC&k 2R > —E2
) B ®H D X 7, Altostrat Media @ I Provide scalable, performant
kubernetes environments both on-premises and in the cloud J &
'Modernize CI/CD for containerized deployments with a centralized
management platform1® Z D% RRFIH7=d DH' GKE Enterprise (fleet
‘EIE-Config Sync-Policy Controller) T35
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AVTLIR - U5V K EDERFER

Cloud VPN (HA VPN)
15 —%vy MEH - IPsec St

Dedicated Interconnect
Google & DYEEHE

Partner Interconnect

H—EX 7O SRE

o >IR —> Cross-Cloud Interconnect

Interconnect [IBEE TlFES{LSNEEA

Google Cloud

e

RE_EOES{ENIESIZEIE HA VPN over Cloud Interconnect %7zl MACsec

ZHALEY

1-4 FVTFLIRAMITIREDERFER

A

z

1-3-2 Google Cloud Al and machine learning solutions —— Al

DFH [1.3]

Google Cloud Al and machine learning solutions (& . Gemini LLMs .
Agent Builder. Model Garden. Gemini models. Al Hypercomputer T#§

BENE T ARICHLUISEVR ITDEbNET,

FE RE
ERIEED AP Vision API. Speech-to-

Text. Text-to-Speech.
Translation. Natural
Language. Video
Intelligence. Document Al
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FE

Gemini models (Gemini
LLMs)

Model Garden

Agent Builder

Gemini Enterprise Agent
Platform

Al Hypercomputer

BigQuery ML

nE

NILFE—RILDOKRES
FEETIL BRI - Rk
HSR

100 BEU LOEBETIL
(Google ® -ty —R/N—7F
A F=TVETIL) DHZ
OV L TELT 2D F
FT7AMNFa—=>T
A

T-UI U ERET S
BOKHAH.T—ZXRTA
DIZIVTA2 I =)
UL REETO—0R
st

ML/ Al DFEE TS b
T7#4—L (|8 Vertex Al)
Pipelines. Feature Store.
Model Registry.
Workbench. Training.
Prediction. Evaluation

GPU-TPU-mERRY T —
47+Managed Lustre /
Cloud Storage & L7z
AlEIFA—/N—d>Ea—
T ER

SQL CETILEES,
Gemini % SQL H5MERC
LHTEB
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TEOETIVEESHIZL
BHRFT LT2L)

HAXFICES<EWED
RIS EBT—T b

BHRIOETILRRE - ERF
TEC—REE

KR GFEB /RIL—T
v N HESR

T—2h BigQuery IZdHD.
PHTED SQL LHVEDL %
L
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HIFTDIERF X TEER D APl TREDZHh > BB ETILEZTDEEFXZH (T
AY7rDH) = T500T1420% RAG TRDZHN > Fa—ZVIHEB
= BEIFENEDINITT, LIITKIFERLZL TFICIKIZEBHER
B<EDET. AR TIX . EFINABNLDICERIFEE Z:E NERFISRE
T3,

Altostrat Media D B £ DXt itz 7= L & 9, NAutomatically generate
concise summaries of media content. & Gemini models IZ &% E#.
IExtract rich metadata from media assets using NLP and computer
vision113 Video Intelligence API % Vision APl & Gemini DA EHHE.
Detect and filter inappropriate contentl & Responsible Al Dt —77«
7 1)L & & Model Armor. 'Develop advanced chatbots with natural
language understandingyid Agent Builder. TEnsure that Al systems are
auditable and their decisions can be explainedJ |& Explainable Al &
Model Registry IC&BETILRBDEBHENZE LE T,

Cymbal Retail TlZ. EmBE D ER (Attribute Generation) H* Gemini @
TILFE—HILAFEHR/NU I —>3>5% /L (Image Generation and
Enhancement) h¥ Imagen. BAS 58I &5 mi& 3R (Automate Product
Discovery) h' Vertex Al Search (Discovery Al) . REEE D EEH' Agent
Builder DT—S x> NI LE T,

1-3-3 Cloud-native networking —— VPC, peering. firewalls.
load balancers.routing [1.3]

Cloud-native networking DEZR=ZEIEL X7,

VPC (virtual private cloud) I& Google Cloud Tl&Z'O—/\IL7% )Y —X T,
TRy —=2aVICBLE T, LIch > TE— VPCATHNISE RS
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—23arvDI)V-ZXHREBIP TEBETEET (WIS TREDREIHENT
o TRYEDIP LU DI BN SIERTEFT,

B EQ
Subnet =3 VB, SoaRIL> S ethy

KL > (GKE @ Pod-Service FA)

Routing SRATLERI— (B TRy ML—NEBLE
DAIR—=FYNT—RTTA) EARZLIL
— k. Cloud Router (&% BGP OEIRIIL
—k

Firewall VPC firewall rules (58 - BELE-V—X/R
— Py ERIPY—ERXT ATV NTEE
7E) ¢ hierarchical firewall policies (48
- 74 A T—4E#EH) «network firewall
policies

VPC Network Peering =D VPC %KEB IP T IS TR
W (A-B.B-C Ao TH A-CIEBSHLY) o
IP LY O QEERE

Shared VPC RANTOS IO RYNT—0%IFE Y
—EXFOP IV ENEES RV R
— VBB ERRICEHN L DD VY —RDIE
BRI T3

Private Service Connect SHBEEBID VPC | private endpoint Z1E
D.Google API %/X\—+F—-BHOH—E
ZANHER IP TRIE IP L P OEERHERE

MOMBEZEETES

Private Google Access HNEB IP ZFF- 720\ VM H5 Google API A
HESES

Cloud NAT SEB IP ZHF 1oLV WM DS DA RSB

o ITERES | | V7L | B# - BkH - AZBFRRLE 38 /57



B B

Cloud DNS BRIV~ RERHY — kY~

E7I I =

NTTYRRR—ITERD VPC-A T
L o> RE—TMICDHES

Network Connectivity Center

Shared VPC & VPC Network Peering DfFEL\3 1T 158 H TY, B—HEBEA
TRy T —=JIEHRROF—LDEEL.EEMIET TR MR THES IR
5 Shared VPC, BRI IR L TEIETNS VPC &S LEBEHICDAHRCHE
5 Peering.  —EXDIRMHE CHEE C VWOBER (B D Saas Z kP
fi%tICHH9) A5 Private Service Connect T, Private Service Connect
XIPLYOHEELTVWTHER. NHEEZRN B -0 EFE IS Peering
DORB L THREINZHEEAEITUVET,

O—RFN\SUHOFERIFRDERTYIDET,

#4 L1y A= ELAE

Global External L7 (HTTP/HTTPS) | ZO0—/\/L- HRADI——

Application Load Anycast IP A+ Web. Cloud

Balancer CDN M. URL <Y
FICEBIRD 73T
Cloud Armor i#EF

Regional External = L7 —o3> T—RFATEMDE

Application Load

HTI)—o3avAIC

Balancer Ei[Oyrln
External proxy L4 (TCP/SSL) Ja—-NIL/U—2 | HTTP MUSA 7O
Network Load =% >

Balancer
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Balancer
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passthrough
Network Load
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L1y

L4
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Z23-7

)—3a>

)—>3>/o0XR1)
—r3v

)—>3>

E ANz D S

34TV IP &R
D.UDP.JEHTTP

RERD<r 7Ot —
E XM’

AEBD TCP/UDP,
ROARRYTEL
TfE>

Container networking I3 GKE T U\% 9, VPC-native cluster (alias IP) '
BIE T.Pod & Service ICH TRy bDEAI ALV EEIDHTET . CN
IC&D Pod D IP R VPC DIL—FTa > TICED.T7ATO4—ILIL—IL®
Private Service Connect £ HFAICHIA S LV E 9, Network Policy T Pod
D& % HI7H L. Gateway APl £7-1F Ingress THEBNBIL £ 9 GKE
Dataplane V2 (eBPF R—2X) (3% v b7 — R >—DOJEEBICHXIIGEL

9o

1-3-4 Choosing data processing solutions — F—42 IR E A4

DiFER [1.3]

Choosing data processing solutions (& LEBDF (/N FM IR —LhHY)

FARSHE EREFTTROET,
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Dataflow

Dataproc

BigQuery

Pub/Sub

Cloud Composer

Workflows

Dataform

Datastream

Data Fusion

B

Apache Beam D 7)LY =
—URET AR —LEN
YFZRFRLCI—KT

N *— R Hadoop /
Spark

H—N\—LZXDWH,SQL T
DKL M. BigQuery
ML.BI Engine

Aytz—o vy

N #— R Apache Airflow

H—N—LADF—7 X
L—3>

BigQuery M SQL Z#d
B2 (ELT)

H—/N—L X CDC

GUI X—2X D ETL (CDAP)

BEIGE
AR)=Z2JETLU1R
gt Pub/Sub —
BigQuery

BXE®D Spark-Hive EE#%
ZDFEFEBLICWV.ITIX
SIS R TERAIR

A LR— b EHEE D
AIALIE

EDIAHOBRFES RN
T TRUR

B a7 DRIFREGRER
27—o70—

API IO H L DFIEHITE.

£33

F—REFULYF R
i

EFADBDLEE%
BigQuery Akt < bk

A—REEWNTITNATS
A AT

HIBTDBR IR D & ED T BEFED Spark 37 h'd 3 — Dataproc. H i T
AR =LA %ZE< — Dataflow, SQL T5E#ET S — BigQuery, a7 ®d
TEREREBERITOEEN EE — Cloud Composer, EiffiZ APl DEH#E
— Workflows,
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Altostrat Media & BigQuery Z X & 74 DWH & L TfE L\, Cloud Run
functions TARYREFEID SV X O — RO X2 T —2IME Z1ToTVET,
ClICT#ED 7y 7O—-— RSN SBBTEN AR T —2Z21T512 %
975, Cloud Storage DA 7T =¥ MEH] — Eventarc = Cloud Run (F7:
I& Cloud Run functions) = Gemini APl = BigQuery. & W\ 51 N> EREf

DRNUZEDET,

1-3-5 Choosing appropriate storage types —— object. file.

databases [1.3]

Choosing appropriate storage types |&. 7 — 2D LTI/ RINNZ—>T

_%Z\‘:;;%i D i-a_o

nE

Object

File

File (AI/HPC)

Block

UL—>afil(EE)

JL—>3F)L OKFE-FO
—/N\JL)

i

Cloud Storage

Filestore

Google Cloud Managed
Lustre

Persistent Disk.
Hyperdisk. Local SSD

Cloud SQL (MySQL.
PostgreSQL. SQL Server)

Spanner
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BT — R AT T
NIV T—E2LA,

POSIX [FE
NFS B'ZE2EIF 7 U
BI771IRTL

BAN—=TYDAFNT 7
VTR KIFRER

VM DT+ XY, Local SSD
IFERMEEIRR

Bf7Z RDB O#{T.B—1)—
23V TREDZHIE

\mELoXr—IL.JO—
NILTHES . BVATAK
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pag ]
PostgreSQL Bt DD
o)

REaXk

TARASL

AAEY

DWH

i

AlloyDB for PostgreSQL

Firestore

Bigtable

Memorystore (Redis.
Valkey. Memcached)

BigQuery

FSHBEDEZ ZEITET,

BEREM

PostgreSQL B £ F. 53
woTUCRZ o3y
OmAERCLIEW

ENAIL-Web DNYyoT
IRITILEA LR AT
Ea 2SI

BERF - loT - KEZTAH.
SUMKBDFRAEE RY
N MR

Fryatysasl—
rISwZ

par i iN: 5y N ]

e Bigtable & BigQuery: &aIHAMMTWEITH BT, Bigtable I3EELE
DIEAZR NoSQL. BigQuery (7347 H DWH T3, N1 ¥ H 71D+ A4
DL —T—22EETAH BERDEZHIIVNTHRLIES
Bigtable.iB% 3 FRZ2 & LTLR— b2 T 1745 BigQuery,

e Cloud SQL & Spanner: TE—1)—23> T BIED MySQL ZZDF £

%5 Cloud SQL. '7O—/NLiC5&

A =X

IEANB=EC

AHBBHIKFEIZRT =)L

99.999% DA A 1745 Spanner,Spanner |FZflRD T EHFIZED
HEELEINTVRWVGEIFRE T
e Firestore & Bigtable: [EEMARFa X EUTILEA LR F—DE
%735 Firestore, Bifils ¥ —TOBAET /X% 5 Bigtable,
e Filestore & Cloud Storage: 7 7UN POSIX D77 AL R T LT ER
9375 Filestore, R L7745 Cloud Storage (Cloud Storage
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FUSE TRLMICY I B TEE IO EBERFEIXERDET) .

KnightMotives DEM T L XU (E1T7 — X BREKR) F.ESAHEN
¥R CTRRYTHS7-% Bigtable BHLMI D 9471 BigQuery AL
F9,Cymbal Retail DEmAZOTIEUL—>3F )LD F X Cloud SQL. #&
RA 2T v R Vertex Al Search. E |3 Cloud Storage &L\ 731BIC7%:
F ST

T—I9DRETF IV RCRAINT—VTROBAML—IEIR

SE L
Object ->[ Cloud Storage ]
File -P[ Filestore }
Block ->[ Persistent Disk. Hyperdisk. Local SSD]
UL—yaFil (EE) +[ Cloud SQL J
YL—ya3FIL OKF - 7a—/NL) ->[ Spanner ]
REFaX2h -P[ Firestore ]
TARAZ LA ->[ Bigtable ]
AVXEY > Memorystore J
DWH ->[ BigQuery ]

Bigtable [F{E:ZEDERA % NoSQL. BigQuery (&4 DWH TF
1-5 T—ROWETILRNZ—2TROBANL—JFEIR

1-3-6 Mapping compute needs to platform products —
GKE. Cloud Run. Cloud Run functions [1.3]

Mapping compute needs to platform products |&. HRE DREER % %D
B BEZHDDHMTY,
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Cloud Run =bEL BB ARy | EMLEKE REE

functions ERE]. %2 B DILIE

Cloud Run = AT HESNER | FHEH—RILE
T—hLR%Y—E £ DaemonSet #Y
ZHTTP/gRPC. Y | AEEE
37

GKE Autopilot F Kubernetes @ APl | /—RADEETD
IFEZH./—FE EIANES
BiFlLi<an

GKE Standard e /—RIEBROMEHV | EROFREAET
HIE.GPU/TPU. D | Tl
RRLRTTa—1)
7

Compute Engine &L 0S-H—xIL-51 | ER&EZTIE
TUROFI LA W
¢/_

Google Cloud &L VMware DEE®% | IZURRAT1T

VMware Engine B fEH'ER

FRNETEHZ BT TROBREDSVDDZERI TIERAERENT
DO RT—ILHEENC DT DT YL 5 ER Tld. EFFICTKubernetes DA
WHIEL T/ — RADEFHEI THFE D CNL R EDEDNTULVERWVRD.GKE &D
Cloud Run W IEfRIC R B HEHAIBERITVWET,

WIZ GKE MR EIC4R 2B (F BEIC Kubernetes TEALTW3 (EHR
Healthcare.Cymbal Retail. Altostrat Media BW\WI'NH%Y) ERERIET
—B L7TERANES (GKE Enterprise @ fleet) GPU X TPU ZHH<EID
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YHTHWRAT—FZIL T —2o0—R (StatefulSet) B'd 5. L\ TS T
ER

GKE Autopilot & Standard MZIRIZ. [/ —FZEH TSN I TUIDFT,
Autopilot (& Pod BAIDFRE T/ — FEEIRE X2 ) TrBIEBDHE
ftEnNTLEY,Standard (&/—RF—)L-T > >R+1 7 -taint/toleration %
BR TR LET. EAF— LAV NEL I TKubernetes D FRRERAYE L\
75 Autopilot BNIERRICED T,

AYEa1— b OHMREDRE

* [ Cloud Run functions ’ S—OBE. (N N, R
=RHEEL
[ C'°‘§\R“" 1Y FFHEE NI RT— K LABT—E R
&

GKE Autopilot

HRE th

/—REBF LW

GKE s::"da"d J— REERO@, VR, GPU/TPU

Compute Engine

Eon OS: A—FI - FA VRO, LAY—

EHERBICITPTROMREDFEVEDZER

1-6 OYFa—bOHREDREER

1-3-7 Choosing compute resources —— spot VMs. custom
machine types. %7 —2o0—F [1.3]

Choosing compute resources (. Y>> T 73— LBEAFRRDEIRTY,

RV IFI— i A&

E2 BEIXGAA FFE.\RIE Web
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IV IPI—
N 1J—X (N2.N2D.N4)

C21)—X(C3.C4)

M—X
C2D/H>—X
A )—X (A3.A4)

TPU (Cloud TPU)

RBEXEY
mUERMEE
GPU #&
THERBEICHE

BALEIIRDEEDTT,

e On-demand: BEE, FH7A Lo
e SpotVMs: KIBICEWA\ WD THHMTEN 53 (30 D preemption

BH) o RT— LRGNy F CLLY AUV T GKE D/ — R T —ILDO—HR
ICfE S, Rl N2 CE BALIRICIEfED R,

2 e
—fRAY%:77 7). DB

LAToIIRay—E
A HPC

SAP HANA. 1> XE!) DB
HPC.>Xal—>3>
=R

RIFEBRETIVEE MR

e Reservations: HEY —V TREZHRT 5, E—URFICRERICRERL

W5 &,

e Committed use discounts: 1 F-3 F£QOFBIAI YV~ TEIS],

e Dynamic Workload Scheduler: HE##iIN/c/—ROTOvIEF L
SHTHRT 35 (flex-start X° calendar mode) .GPU/TPU H*REL
MNERKFARFEE THED,

Custom machine types IFAZZEDT > >R+ FTld vCPU EXEDEEER
NEDLBWZEICEVE T I XEVZITAEICHET CPU IFD7%3<TEL

EWST—IO0—RTEERZERNCXEVICEDET CPU HLIBHICAD
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| A F9.extended memory ZERIFAEEDLERZBR - XTI
ETEET,

5% 7 —2o0— K (specialized workload) DF L HIRE X F9.GPU H'ES
HERICIEFAS)—XHGKE D GPU /—RTF =)L T4 IAHYIEH — /N
— B {172 5 sole-tenant nodes, # Z M A B THE WAL IE ICIF
Confidential VM (fF B D X E ) HEES1L) - Windows Server X SQL
Server M- > X, bring your own license (BYOL) X X 25E £ D HLE
Hfinancial impact D/ RICHED X,

| 1-4884F5HE (FFaXy b eT7—%T70F v EH) O [1.4]
1-4-1 Integrating solutions with existing systems — Bf{F>
ATLEDHE [1.4]

Integrating solutions with existing systems & B 17O\ 2Z—EICHID
BOLBRWEWSHIRD SIEED XL BITHEFTIE. ISVl EA>TL
BIAEE L. WA ZRBEEADEDET,

W EHADRETIEB IZRDEHEDTY,

15H 1o
FwkT—2o Interconnect / HAVPN.IP L> > DEE

[E18#. DNS OMERR. T717 74—l D
/N

Bt BE7Z®D Active Directory & Cloud Identity
D[EHA (Google Cloud Directory Sync) .
SAML/OIDC D7z FL—>3>

NT
|
N

XA REEAD R FENEFEE5DN D
RLOFIE
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15H E T

NSTqw Y BP0 E X (DNS DEATIF. O—
RNZH DS Ty o50E)
=) BT TRILIEIEZ R CHETES D

ERPERY AR IDE X DB ¥ LTI strangler fig /N2 —> (BIFES XA TLDHIIC
TOF S ZBEBEEMTH O ATLAANIRDEBEI TV AMRRTY,
KnightMotives DZ5{L LT ERP EXA>TL— Ll COETRAAH SF
HLTVKDOMIRENTY,

1-4-2 Assessing and migrating systems and data——
Migration Center (=& 35 [1.4]

Google Cloud Migration Center . BITOAO LR ZHMEY —ILTI R
DZENTEET,

o BFEDEH (discovery): T—Y U hEIFT—J ML AOOL A
T AYTLDVIM P T —IN—ZDIER - ERR R ZINET 2. FB 7Y
ZH0—R (CSV.RVTools DY ZXE—R) IZH3F o

o RROAIMRL: BEED—E. KFEGR EARE,

o BITHDY1I VT rEREEA (total cost of ownership DEEHD):
RROFERENSGBEICTOEY 3=V SNBEEXBIEYAATR
Bb3.

o F—ANR—2MDFHE (Database Migration Assessment) : BITDHZ E
CHEMDOREZ RV T,

o BITUIN—T DR EETE: EDEEZ EDIETEH I DY,

EEOBITERTICIEREFEVET,
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VM

Y7+t

F—BN=2Z

T7OI-FTZzIk

VMware

Y=
Migrate to Virtual Machines (VM ®D#17)

Migrate to Containers (VM D7 7%
GKE / Cloud Run BD Y57+ A)

Database Migration Service. Datastream

Storage Transfer Service. Transfer
Appliance

Google Cloud VMware Engine AD#5:%

A THITENDDIE IREDOFEAKR (CPU XEU-IOPS-HIHDOE—U & F
¥) T AVTLDARY I ZFDFEER T LBEIZARD. OXNIRO B
HEMTEIERALILE—IREITZR TGENCRED S CHREMEZEC

LEYo

1-4-3 Using migration methodologies, workload testing,
network planning, and dependency planning [1.4]

Migration methodologies I&. Google h'"~"d 4 7T —XTEESNF T,

7x—X

Assess

Plan

Deploy

Optimize
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Workload testing (3. #1TDRI L Z i 9% material TY,

o MEETAM BITRICELUHEREZRT DS

o MEeT X B7EER (load testing) TREEE— DB XTI R 2D
BITHIOR—RF1 > LT3,

o METAM AT LEDEEIEBN TV LD,

o JIANA—N=FANYV—VEE-)—-Ja EBERERLT
RTO/RPO Z3RAIT 3,

o YIDRLTRM KRBLICEEIICEESD,

Network planning Tld.IP 7 FL REHE (> FL EEHR L%\ CIDR DE|
DY TOERDILRR M) FIHDORES D RO TR (Interconnect =
2 &, E7% % edge availability domain I2) GEIEDR B ZITVWE T, BT
ICH TRy b ZYIDETDIFE<OLDT.CTIFRIICEISH £7,

Dependency planning Tld. 77U —>a VB OKERFRZHRVLEL.
r—#EICEBID S RITNIERSBRWVHT=FD (move group) I ZFEL TS
Migration Center DfRFRERTY TR Ry b T—0 70— DD ZFEWVE
T MHMEZEGALT—ELEIBRTE AT LEITUVRDOBTEEMNEEL
CEECIJLRAERNM KR EADXT (CNZ chatty B@BEFEEHUET),
BITDIER I3 &EFDOD VKRG (ARRIE.BRR) HS5HmoH. %0 DB
IFREBICLEY,

1-4-4 Determining software license implications and
financialimpact — ST X LEIFERSE [1.4]

Software license implications IFRE L TP I EHBETHRAODNET,
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BT nE

BYOL (bring your own license) BES1E R ISURICHEEAT Ry
H—DEGHEERT B2 7HUDG
&1& sole-tenant nodes AU EICIHRB L
HdH3

FAERIABAAX—=T Windows Server.SQL Server % ¥ =it &
RETHEDS IS - ZE# T ZA&ICHELC

AV REMDEL IR oy kS vCPU Ao A — R X —)L
TRESAEIABDEMICIEXZRITE

=

HR—NET BHWOS IRLIITIEEDEER T Y
R—bHRMNIGS

F—T N =IO EH: 75/ DB h*5 PostgreSQL E# (Cloud
SQL.AlloyDB) ND#{TIFS 1> X &R
FHEZH BITIAX DD DD

Financial impact M&&3& Tld. CapEx GRIHIRE) n'5 OpEx GEAHE) ND
EIEHAHRNNIRDFET AV TL DT —N—FBFIC—EFEHTEATS
CapEx TLIeA\ IFTRIZER D OpEx T, 25T LDV RMEELR D%
FBT—2E22—0)—XZRERB D HIETICAD £, EHR Healthcare @
[The lease on one of the data centers is about to expirel&. ) —Xi& 7T
W BITOMMHOYIDTH B EFERFIC. _EOX N B IR BNRIEBRTHH
DEY,

BITOBRR . BITZOODDOER (AMEE. Y —IL T —XEX) L. BiTE
DEBERICHTTRLETBERBADIRTIE.ROI X EIYHAR (payback
period) DFICLEF T,
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| 15ROV Y21—2avdEDEE [1.5]
1-5-1 Cloud and technology improvements — DS %
DAL [1.5]

Cloud and technology improvements &l WEIEZEBRHEFRDFH:
MEEDAD BHI RO TLD N, EWSIRE T,

WDIAHR YT BRET =83

BRiES Pub/Sub % API ZIERICF % & AAIDE
KzELBEZO5ND

IREEADZEEHL Kubernetes. OpenTelemetry. Apache

Beam.SQL- RNV A—EBDIEDICEAL %
W

Infrastructure as Code Terraform TR ZEECIRLTHIFIEFTL
WIS RATOY—EZRNDBITHER
TED

HWRILSNEETILEUCEL Model Garden B TETILEELE XS
Nn3L51CLTHL

HAO—EM% EROEREZRZESETEITIIERZE
ATHHETES

BHENLBHEOFIF LERIFRDELS%BHDTY, Compute Engine LD
BH#&i MySQL — Cloud SQL — AlloyDB,VM _E®/\'vF — Cloud Run jobs,
B #] ® Prometheus — Google Cloud Managed Service for
Prometheus c FEE D ;1) 7 — 2 — Gemini Cloud Assist @
InvestigationsoJL—ILRX—XD53%E = Gemini IC KB E O3 v b3 5E,

BERDIF HEZVWDOAIZZIOMNFICEHT BN ZROTHEIETT,
ez IFTCOHERLIZAM 1,000 YO T XM F T, ENZi#BR 5 Spanner
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1-5-2 Evolution of business needs —— HEDZ{tICEBRET S
[1.5]

Evolution of business needs |¥. BHZDHDHEH B & HItRICEL
EZZHTY,

ZbnE et LofEx
HWIRRIHAAR =23 28 E 58 (/a—/NL LB,

TILF)—T 3> atG DB) T —RFRTERZ
Organization Policy THIfEITE5IREE

R DE T—AREEA TN T ERIINS.BEEND
J DIREF
BT —2DIEM N—=T12aVRE A7 VILEER O

ADEIBHI-DEER

M&A-fEEE TAINABEDTREM. 7O MO
MERR DB, FER A DHE

FFvRILODEM APl 77—ZX Mo Apigee THAIRIRI #ITHE
1t

KnightMotives ® monetize corporate data to finance new technology
investmentsl I FERDEBEETILDOZEILEDHD T, CHICTERBICIE
TREBERCLOTAOICEN T B— N T—2 TSy bT+— L4
(BigQuery ZHu(\C. Dataplex Universal Catalog TXRT—R & H/INF>
A% EIR) ([CE S ABIREDEE I Analytics Hub TF—2HB %17V A
AN1E#RIL Sensitive Data Protection TEZ{LT S EVWSHEBRICHED T,
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Altostrat Media @ T unlock new revenue streams through targeted
marketing and tailored content offerings i1 B T. REOJ %
BigQuery (&KL L OXY R EBRMERICES RNz & H S 8E LT
FHICLET,

1-5-3 Cloud-first design approach — 5 K7 7—X FDE&ET
[1.5]

Cloud-first design approach |&. T# > 7L DDA ZZFDEFIFEIAFI
77 RDFIRTHRETLETIZEZX A TI AV TLEI T IR TR RERY
ZREHERET,
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